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NpaBoBasa oroBopka kopnopauumn Schneider Electric

Kopnopauwus Schneider Electric He rapaHTUpyeT HagexXHOCTb, 6e30LNMBOYHOCTL 1 MOMHOTY NPeacTaBneHHON B
HaCTOALLEM PYKOBOACTBE MHpopMaummn. [laHHOe nsgaHme He sSiBMsieTca 3aMeHom nogpobHoMY onepaTyBHOMY
nnaxy, pa3paboTaHHOMY C Y4ETOM KOHKPETHbIX YCIIOBUI MOHTaxa. Takum obpasom, kopnopaumsa Schneider Electric
He HeceT HUKaKoW OTBETCTBEHHOCTY 3a yLLepO, HapyLLEeHWs 3aKOHOB, HEMPaBUIIbHO BbINOMHEHHbIN MOHTaX, cOom
cucTeMbl 1 Apyrne npobnemsl, KOTOPbIE MOrYT BO3HUKHYTb B CBA3M C UCMOMb30BaHNEM HACTOSALLENO U3aaHUs.

NHdbopmaumsi, cogepkallascs B HacTosILLEM U3AaHnW, NPeAoCTaBnsSeETCs B BUAE «KaK €CTb» UCKIIOUUTENBHO
Onsi pacyeTa U NPOEKTMPOBaHUS BbIYMCITUTENBHOMO LeHTpa. MHopmaums ana aaHHoro naganms beina
nobpocoBecTHO cobpaHa kopnopaumen Schneider Electric. OgHako He gaeTcsi HUKaKoWn rapaHTUm, BbIPAXKEHHON
Uy nogpasymeBaeMon, B OTHOLLIEHMW NOMHOTbI M TOMHOCTM NPEACTaBNEHHON B M3gaHUM MHAOpMaLuK.

KOPMOPALIUA SCHNEIDER ELECTRIC UINU NIOBASA FrOJIOBHAA UMW AOYEPHAA KOMIMAHUA N
OUINNAT KOPMOPALIMMN SCHNEIDER ELECTRIC UMM COOTBETCTBYIOLLME CITYXALLMUE,
PYKOBOOUTENW, COTPYOAHWUKN HE HECYT OTBETCTBEHHOCTMW 3A NIOBbIE NPAMbIE, KOCBEHHbIE,
NMOBOYHbIE, LUTPA®HbLIE, OCOBbIE N CITYYAUHBIE YEbITKU (BKITKOYAS, B TOM YUCHIE, YBbITKU
Mn3-3A YTPATbI NPEANPUATUA, PACTOPXXEHUA OTOBOPA, MOTEPU BbIPYYKW, OAHHbIX,
NH®OPMALIUX UMK NPEPbIBAHUA OEATENbHOCTHY), BOSHUKLUUE B PE3YIBLTATE UITU B CBA3U C
MCMNOJNIb3OBAHUEM HACTOALLENO U3OAHUA UITUM HECMTOCOBHOCTU EIFO UCMNONb30BATb, OAXE
ECINN KOPMNMOPALIUA SCHNEIDER ELECTRIC BbIJTA HEMOCPEACTBEHHO YBEOOMJIEHA O
BO3MOXHOCTU TAKUX YBbITKOB. KOPMOPALIUAA SCHNEIDER ELECTRIC OCTABJAET 3A COGOU
NPABO UBMEHATb UMM OBHOBNATL COOEPXAHUE U ®OPMAT HACTOALLENO U3OAHUA B NNIOBOE
BPEMA BE3 YBELOMJIEHUA.

ABTOpCKME, MHTENNEKTYarbHbIE N MHBbIE UMYLLECTBEHHbIE NPaBa Ha cogepXaHue (BKM4vas, B TOM Yucne
nporpamMmmHoe obecnedeHune, 3ByKOBbIE 1 BUAEOMannbl, TEKCT U dhoTorpacmm) HacTodLLero nsgaHus
npuHagnexar kopnopaumn Schneider Electric unu ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
npegocTaBneHHble ABHbIM 06pa3oM B HAacTOSILLLEM JOKYMEHTE, 3allmiLeHbl. HMKkakve npaBa He nepegatoTcs, He
OTUYXKOAKTCHA N HE NEePEXOaaT nuuam, NonyyarLmm JOCTYN K JaHHON MHopMaLumu.

HacTosiwee nagaHvue Luenukom unm niobasi ero YacTb He noarnexar nepenpogaxe.



CopepxaHue

2] ==Y 1 17 =

ONMCAHME MPOAYKTA . .« o v vttt i e eeeee s s e ennanannnnneeenns 1
DYHKLIMM . oottt et ettt e et s eaee s naneesanneennnnennnnns 1
YcTpomncTBa, B KOTOPbIX MOXHO ycTaHaBnuBatb MMCY 2 ... ...... 2
UcxopgHas HacTpomrka lPv4 . ... ... ... ... ... ... ... 2
UcxopgHass HacTporKalPVv6 . ............ ...ttt iiiannnn 3
CeTeBoe ynpaBrieHWe ¢ UCNOJNIb30BaHUEM
OPYTUX MPUNMOKEHMUM . . . oo it i e et e e i e am e seam e eaaaeeannn 3
¢yHKLI,VIVI BHYTPEHHEro ynpaBJi€eHMA. . . . ... ... .. ittt i s a s 4
L0 L5 T ' o 4
MpuopnTeT 4OCTYNA NP BXOAE BCUCTEMY . .o v vvvvevnnsnnnns 4
TUNBbI YHETHBIX 3AMUCEM - . - o oo et it it e e e eae e eaaaeeannn 4
BoccTaHOBRNEHUE YTEPAHHOTO MAPONIS . « - o o v v v e v v v v mann e e nnns 5
MepepgHsas naHenb (AP9630) ........... ... iiiiirinnnnnnnn 6
MNMepeaHss naHenb (AP9631) ....... ...ttt 6
MepepHsas naHenb (AP9635) .......... ... iiiinnnnn. 7
OnucaHue MHOAUKATOPOB COCTOAHUA. . . . . ... ittt ittt s s aa e s 8
MHOMKATOP COCTOSIHUA . . . oo i i iei ittt nnnnnnnnnnnnnnnns 8
MupaukaTtop aktuBHocTn cetn Link-RX/TX (10/100) ............. 9
DYHKUMM BALUMTDI .« . o v v o e v v v i e e et smas s snan s annsnnnnssnns 9
L0 5 T ' o 9
MexaHu3m ceteBoro uHtepdennca Watchdog ................. 9
COPOC TAMMEPA COTM ..o i i ittt iee i iae e aaae s anaeennnnns 10
ABTOMaTUYECKNUM BbIXOA U3 CUCTEMDBI . ..o v iiennnneeennnnns 10

2 2= =Y 1 11
(0T T o 1
MoppepxuBaemMble BEG-OPAY3EPbl . ..o vvvvirnnnnnnnrrnens 1

BXOOABCUCTEMY ... ..ttt i it teen s snaaa e anannennnns 11
[ 15T o L 1
®opmatbl URL-agipeca . .. ... .o s 1

PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2



JOMaALWHMM 3KPAH . . . . oottt i ittt ittt eae et enna s eannneens 13

[0 1 5T o L 13
SHAUYKM M CCBIIKM .« + v vttt vt e eee ittt et nnnnnnnnnnnennnnns 13

MBITBMEHIO COCTOAHMA . . ...ttt ittt teen s i ennneennnnnns 14
Beoa-BbiBog Bl BMEeHIOCTATYCA .. ..... .ot i i ieeaene e e 16
Fpynnbl PO3eTOK B MEHKO COCTOSHUSA .+« « - o oo v ev v nn v nnnnnnns 16
CuctemMa 6aTapPEM BMEHIO CTATYCA - . oo v v v v v e e nnnnnnnnnns 16
Cuctema 6atapen ansa yctpomnctB UBIMN mopgenn SRT .......... 17
YHuBepcanbHbIM BBOA-BbIBOA, B MEeHIO «COCTOAHME» . . .. ...... 19
CeTb BMEHI COCTOAHMSA . « .o v ittt ae s ee v tnnsansennsnnrnnnns 19

MBI BMEHIO YNPaBMEHMUA . . . ...t i ettt ee e eemnneennnnenns 20
«Fpynnbl pO3eTOK» B MEHIO YIIPABIIEHMUS. . . . oo oo v einnnn e e e 22
«Bbe30nacHOCTb» B MEHIO YINIPABJIEHUS . .. ..o vv v iennnnnnnnss 23
«CeTb» BMEHIO YMPABIIEHMUA. . . . . v v vt v v v v vennnnnnnnnnneesns 24

Hactpomnka napameTpoB: 1.......ccccovirciirrciireececreeceeeene. 25

«pynnbl po3eTOK» B MEHIO KOHpUIrypaLmm . . ................ 25
ONUCAHME TPYNMM PO3ETOK &+« v v ot v vvene s enerannnsnannesnns 25
HacTpoOMKa rPYMM PO3ETOK .. .ot vvieinnaenansaesarennennns 26
HacTponku nutaHusi B MEHIO KOHcpUrypaumm . ................ 27
«BbIKnoYeHnEe» B MEHIO KOHGPUIypaLMM . . .. ... .o i e e e e e s 28
Havyano BbIKITIOUEHMSA . ... ioi i iiii s iiie e innntennnnnennnns 28
MpoAOMKUTENBHOCT BbIKIMFIOYEHUS . . .ot v v i e niaeenannns 29
MapameTpbl BbikntoyeHus PowerChute ..................... 30
OKpaH «UBI: o0WWee». . . .. .. ittt it ettt e e e nnaas 32

i PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2



AkpaHbl «<UPS 1/0» (BBoa-BbiBOAUBI) . ........ .. ... ... 34

OkpaH «Output Relays» (BbixogHblepene) .................. 34
OkpaH «Input Contacts» (BxogHble KOHTaKTbI) ............... 35
AkpaH «Peak Period» (Mepnon NnukoBbIX Harpy3okK) . .......... 35
AKpaH «PacnucaHme caMoOAMarHOCTUKU» . . . v v v v i eennnn e s 36
MNaHUPOBAHUE BBIKITIOMEHMS . . . oo vt e e e e e eenennannennnns 36
Ons o6oux napametpoB: MBI u «pynnbl po3eTok» .......... 36
OKpaH «OOHOBJIEHMNE MPOLUMBKMY . .« « & o oo v iee v s eennnnnnnnens 37
O6HoBneHue npowuBku UBI ¢ ycTtponcTea USB (Tonbko
AP9631 Mnn AP9635) ...........c. i e 38
Ucnonb3oBanuue FTP ans o6HoBneHus npowusku UBMN ....... 38
KnueHTbl ceTeBOro BoikntoveHnsa PowerChute . ............... 39
AKpaH «YHUBEPCANibHbIA BBOA-BbIBOO» . . .« vttt vnnnnnnnssnns 39
JkpaH «TemnepaTypa v BMAXKHOCTBY® . ..o v vt vvmevnnnnrnnnnnn 39
OKpaH «BXOAHBLIE KOHTAKTBI® . . oo ov v veaennaaennanenannnn 40
OKpaH «BbIXOOHOG PEIIE» ...t v iiii i in it inaesnnneenannnn 40
HacTpoirka NONMUTUKM YNPABIEHUS . . . ..o v v ii e eieae e nean e e s 41
MeHI0 «BEe30MAaCHOCTBY . . ... vttt nnaasane e e 42
OKpaH «YNPABNIEHNE CEAHCOMY . . o v oo v v ennnnennnnnnnnnns 42
(@ 1= 7= O o 1 o T 42
JloKanbHbIE MONMB30BATEIMM . . .. .o oottt i ea e eaeeaaneennnns 42
AyTeHTUdMKaLMA yaaneHHbIX NONMb30BATEeNMEN ... ...vvuunns 43
OKpPaH RADIUS ... .. i i i e e, 44
KoHdurypupoBaHue cepsepaRADIUS . ..................... 44
OKPaHbI GPAHAMAYIPA .+ .o oot v e et in e e ann e nnneenannnn 45
802.1 X KoHdurypaumsi 6e30MacCHOCTU . . .. v oo vv e v vaenannnn s 48

HacTponka napaMeTpPoB: 2.......ccoveeereevrenrennresnrensrnnnes D0

«CeTb» B MEHIO KOHDUTYPALIMMN. . . . . . oo i i it it e e nnnnenns 50
OkpaH HacTpoek TCP/IPgnaIlPv4 . .. ... .. ... ... ... ....... 50
OkpaH HacTpoek TCP/IP gnaIPv6 . ......................... 51
MapameTpbl oTBeTOBDHCP ........ ... ... .. ... 52
OKpaH «KCKOPOCTb MOPTAD .+ vt v v v e v ennnneeeeaererrnnnnnnnns 53
OKPaHDNS . ... . e 54
OkpaH NMpoBepkM DNS . . . ... ... . e 54
OKPAH BEO-AOCTYMA . ..ot ittt teieaiaeenannaerannaennnns 55
Be6-akpaH ceptucpmkata SSL . ...... ... ..., 55
OKPAH KOHCOJIM - ottt i it et iteae e ianeeannesnnnnennnnns 56
QkpaHbl SNMP . . ... e 57
OkpaHbl Modbus . ........ ... e e 59
OKpaH BACHNet . ... ... i e et e, 60
KoHdurypauma BACnet .. ..... ... ... ... 61
OkpaHcepBepa FTP . ... ...t e 63

PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2



MEHIO YBEAOMIEHMM. . . . .ottt i it eeeeennn e ennnnnnns 64

TUNBIYBEOAOMIEHUM . . . .o et i i e et e i e eae e aaneaannennnn 64
KoHdmrypupoBaHue nencTBui Ansi COObITUNA . ... . ... oovnnn .. 64
OKpaH yBeAOMIMEHUN NO INEKTPOHHOM NOYTE . .. .. ........... 66
OkpaH nonyyvatenen cucteMHbix npepbiBaHun SNMP .. ....... 68
OKpaH TecTpoBaHus npepbiBaHMU SNMP .. ................ 69
Menpxunr (Tonbko ana nnatbl AP9635) .. ................... 69
CnyX06a yAaneHHOTO KOHTPOJIA . . .« v v v ve v eaeenneanennnnnn 70
MEHIO €OBLLMEY. . ot ittt ittt ittt e tnsa e snnansnsnnsnsns 72
OKpaH «<MOSHTUDUKALIMA» . ..ttt i ittt ittt iie e s nneenannns 72
OKPAH AATbI U BPEMEHM . . oottt i e it iineeeteeee e eennnnnnns 72
Co3agaHue 1 UMNOPT HAaCTPOEK C NoMolLlbio danna
KOH(PUIYPALIMM . . .ttt i et e e e ae e aeaenaanenennns 73
OKpaH KOHPUTYPUPOBAHNUA CCBIMOK . .« v vt v v ee e vaenannnnss 73
XypHarnbl B MEHIO KOH(PUIYPALIMM . . . . ..o i e i iiiein e nnns 74
UpeHTudukauus cepepoB Syslog . ... ... 74
HacTpPOMKN CUCTEMHOIO XKYPHAMA .+« o« v vovveevnennnnnnnnnnns 74
Mpumep TectamdopmataSyslog . ..........oviiniinnn.. 75

MEHIO €T CCTBIN curuiiniieieeacerscesnsessnsassnsscsarsessasassnsansaraes 1O

TeCTUPOBAHME MKANMMUOPOBKA . . .+« oo vt vieen s iinenseannnnnns 76

BknioyeHne muranusa ceetoguogoBMNCY . ........ i i i e, 76

MeHto «XKypHanbi» n «O NporpaMmMe» .......cccceeeeeeeen 17

Mcnonb3oBaHue XXypHanoB COObITUM U A@HHbIX. . . . . . oo nnnn. 77
KYPHAM COOBITUM . ..ottt ittt eet e eeeat e aneeannnennns 77
KyPHaM AAHHDBIX .. oottt it et a it s aat e aa e annnennns 78
Ucnonb3oBaHue npotokona FTP unu SCP ansa nonyyeHus
PANNOB KYPHAMA - . ot v v i ettt ie e aae e am e aaan e 79
KypHan UBI . ... .. i e 80
MOTPEONEHNE BHEPIUM . . . . . . oottt ettt e e e e ee e eennnnns 81
KypHam OpaHAMaAY P . .« o oo e it it i i 81
O nNnaTe ceTeBOrO YNMPABIIEHUA 2 . . . ... v vttt iinnnnnnnnnnnns 82
O6yctponctBe UBIM . .. .. ... ... . i i e e 82
MHdopmauums o NCY n moaynax MukponporpaMmmbl . ......... 82
OKPAH MOAAECPKKM . oo vttt ettt et ennnneeeeaneeeeennnnnnns 83

PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2



MacTep HacTpouku IP-KoHdUrypaumm yctpomucTB .....84

Bo3MOXHOCTU, TPEOOBAHUA M YCTAHOBKA. . . . .+« v v v e iennnnnnns 84
CUCTEMHBIE TPEOOBAHMSA . . . . o oot i et iene i nnneennnneenns 84
D =T T =1 84

JKCNOpPT NapaMeTpoB KOHUrypaLUMm......................... 8D

Mony4yeHne nakcnopr hamna.ini ................ ..., 85

KpaTkoe ONMUCaHMe MPOLEAYPDI .« .. vvvenernnneennnneennnns 85

CopmepxaHme chamnaini ............ciiiiiiiiineiiinnennnn 85

MOAPOOHBLIE MPOLIEAYPDI « .« o v v vt v v ee e nne i a e ansansnnns 85
Coo0OLeHnA 0 COObITUAX 3arpy3KM MOWMBOKaX ... ............. 87

Coob6LeHnsi o CoOObITUN M OLUUOKAX, CBA3AHHbLIX C HUM ........ 87

Coob6ueHus B dpanne config.ini ............................ 87

Owun6Kn, reHepupyembie 3ab6rOKMpoBaHHbLIMY NapameTpamm . . .88
CBA3AHHDBIE BOMPOCDB .+« « t o asieens st e eennnnnnnnnnseenns 88

Mepenada hamroB ......c.ccccceceiiceciiicece s e e erenneees 89

OGHOBMNEHNE MUKPOMPOTPAMMDBI . . . o v vttt eeanannnnnnsennns 89
daitnbl Moaynen MUKpoNporpamMmmel (nnaTta ceTeBoro
BT o T= 1232 1= T - ) 89

Cnoco6bl nepeaayvun hpamnoB MUKPONPOrPaAMMbI . . . ..o v v v v nnn. 89

Ucnonb3oBaHue nporpaMMbl OGHOBNEHUS MUKponporpamMmmbl . . 90
Ucnonb3osaHue FTP unu SCP ans o6HoBnNeHna ogHomn

MNaThl CETEBOrO YMPABIIEHMS . . . .o vttt v v v i i i nnnnnnnnensns 20
Ucnonb3oBaHue XMODEM gns o6HoBneHusa ogHon MNCY ....... 91
Ucnonb3oBaHune USB-gucka gns nepeHoca ¢hannos (ToNbKo

AnAnnat AP9631 M AP9635) . ... e 92

OGHoBNEeHNe MUKPONPOrpaMmMbl Ha HECKONbKUX nnaTax

CETEBOTO YINMPABIIEHMUSA . . . oo oottt s nnnnnnnnnnnnnnsns 93

MPOBEPKA OOHOBIEHMUM . ... ..ottt iiie i ienn s eennneennnnns 94

MpoBepka pe3yNbTaTOB NEPeAAUM . . . ..o o v v ve e nnnnnnnnnns 94

Koabl pe3ynbTaToB MNOCHeAHEeN NePeAaUM . ..o vevveneennnnns 94

MpoBepka HOMepPOB Bepcuit yCTaHOBIIEHHOrO
MUKPOMNPOrPaMMHOIO OGECHEUEHMSA . ..o vevvveeeennennnnnnn 94

PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2 v



Jo6aBneHne n nameHeHme A3bIKOBbLIX MAKETOB ... ....vveuen.. 94

O6GHoOBREeHMe A3bLIKOBOro naketac nomowbi FTP ............ 95
O6HoOBeHMe A3bLIKOBOro naketac nomowbio SCP ............ 95

OGHOBMNEeHMe A3bIKOBOro NakeTa ¢ NOMOLLbLIO NPOrpaMmMbl
OGHOBMNEHNUA MUKPOMNPOTPAMMI . .o v ottt vae e aaee s annennns 95

YCTPaAHEHUE MPOOIIEM.....cceuirieeireeicrrenereesereeneremnaeeenes 90

MpobGnembl gocTyna K nnare cCeTeBOro ynpaBfeH1s . .......... 96
HeumcnpaBHOCTU SNMP. . . ... ... ... i it i e n 98
MpobnembicModbus. ........... ... it iinnnnnnn 98
[OBYXNeTHAA rapaHTUA NPOU3BOAUTENA . . . . oo v v e e e v e ennnenns 99
YCROBUATAPAHTUM . ..o vttt it iiinneit e e snnnnnnnnnnns 99
FapaHTMA Ge3NpaBa MePedaAUYM . .. ... v oiervnnnernnneennnnnn 99
MCKITIOUEHUA . . ...ttt i i et e eaee e 99
FaPaHTUMHDBIE MPETEH3MUM . . .ottt i i iae i ne e anneennnns 100

YcTpaHeHUe NMPOBNEeM.........ccccecerveeevreescreensereensennenn.. 104

vi PykoBoacTBO nonb3oBaTtens nnartbl ceTeBoro ynpasneHus UBI 2



BBeneHue

OnucaHue npoaykra

PyHKUUMN

VYkazanHble HIKe 1aTel ceteBoro ynpasnenus MBI (IICY) npon3BoacTBa KoMIaHAN
Schneider Electric npenctapmnsior co0oit BeO-ponyKThl, UMetonue ceprudukar [Pvo
Ready. YerpoiictBamu ¢ yctanoBieHHBIME [ICY MOXHO yIIPaBIATh ¢ UCIIOIB30BaHUEM
Pa3IMYHBIX OTKPBITBIX CTAHAAPTOB, TAKUX KaK:

[Mporoxon nepenaun runeprekcta (HTTP) besomacHslit komanmHbIH nporeccop (SSH)

[IpocToii mpoTokon ceTeBoro ynpasineHus 1IpoTokon mepenadu runeprekcTa Ha ypoBHE

Bepcwii 1, 2c u 3 3ammueHHbX cokeToB (HTTPS)
[Iporokon mepenaun daitnos (FTP) Secure Copy (SCP)

Telnet Syslog

RADIUS Modbus

Certesoii npotokon BACnet (Building PacmmpsiemMblit TpOTOKOI ayTEeHTU(UKAITUT

Automation and Control Networks Protocol) (EAP) no nokansnoit cetit (EAPoL)

[Tnara cereBoro ynpasienus AP9630:

Ob6ecneunsaet ynpasiaenue MBIl u umeeT QyHKIUY IITaHUPOBAHUS CAMOAUATHOCTUKU.
ObecneunBaeT perucTpauuio JaHHBIX U KYPHAJIbl COOBITHI.

[To3BonseT HacTpanBaTh yBEAOMIICHHS C IIOMOILBIO PETUCTPALIMH COOBITHH, SIIEKTPOHHOM MOYTHI,
cucTeMHOro XypHana (Syslog) 1 SNMP-mpepriBanuii.
Ob6ecneunBaet momnepkky PowerChute Network Shutdown®.

O06ecreunBaeT MOAICPIKKY UCIIOIB30BAHUS CEPBEpa MPOTOKOJIA THHAMHYECKOM KOH(DUTYpaluy y3Jia
(Dynamic Host Configuration Protocol — DHCP) mmn mpoTokoira HagansHO# 3arpy3ku (BOOTstrap
Protocol — BOOTP) mis npenocrasnenns cereBoix 3HaueHuit (TCP/IP) maTer cereBoro ynpasicHuUS.

[Ipenocrasnser BO3MOXHOCTB SKCIIOPTA MOIB30BATENbCKOTr0 (haiina koHdurypanu (.ini) ¢ HACTPOSHHOH
IIIaTHI HA OJTHY WM 0oJiee HEHACTPOCHHBIX TUIAT Oe3 IpeoOpa3oBaHus (aiiyia B TBOMIHBIN (aiil.

ObecneunBaeT BEIOOP MPOTOKOIOB 3aIUTHI IS ay TEHTU(UKALMN WITH (P POBaHUA.

ObecneunBaet cBs3b ¢ StruxureWare Data Center Expert, StruxureWare Operations niu
EcoStruxure™ IT.

ITonnepxxuBaet mporokon Modbus TCP/IP.
ITonnepxxuBaet mpotokon BACnet/IP.

[Tnara cereBoro ynpasieans AP9631 Bxirouaer B ceds Bce GYHKIUU TIIATHI ceTeBoro ynpasienus AP9630,
a TaK)Ke TIePeUnCIIeHHbIE HU)KE BO3MOXHOCTH:

[penocrasnsier aBa nopra USB, koTopsie noaaepxkuBatoT ooHoBaeHue npomuBku [ICY u UBII ¢
ycTrpotictBa USB.

ITonnep:xuBaet [Ba yHUBEPCATBHBIX MTOPTA BBOAA-BEIBO/IA, K KOTOPHIM MOXHO MOJKIIIOYUTH
CJIEIYIOIINE YCTPONUCTBA:

— paruuk Temmeparypsl (AP9335T) unu narunk temnepatypbl/BaakHocTd (AP9335TH);

— BXOJHBIE-BBIXOJHBIE PAa3bEMBI pejie, KOTOPBIE MOAIEPKUBAIOT 1BA BXOAHBIX KOHTAKTa U OTHO
BBIXOJTHOE pelie (C UCTIONb30BaHNEM YCTPOMCTBa BBOJA-BBIBO/A C CYXHMHU KoHTakTamu AP9810,
KOTOPOE SIBJISIETCS JOTIONIHUTENEHBIM KOMITIOHEHTOM).
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[Inata cereBoro ynpasieHust AP9635 BkitouaeT B ce0st Bce QyHKIMHU IIIATHI CETEBOTO ypasieHus AP9630,
a TaKKe TIepeurCIIeHHbIE HI)KE BO3MOKHOCTH:

* TlpemocraBnset na mopra USB, koTopsie momnepkuBaroT oorosneHue npommsky [ICY u UBII ¢
ycrpotictBa USB.

» TlomnepkuBaeT OJUH YHUBEPCAIBHBIN IOPT BBOAA-BBIBO/IA, K KOTOPOMY MOXXHO IOJKJIIOYHTH
CJIEIYIOIINE YCTPONUCTRA:

— paruuk Temmeparypsl (AP9335T) unu narunk temnepatypbl/BnakHocTd (AP9335TH);

— BXOJHBIE-BBIXOIHBIE Pa3bEMBI Pele, KOTOPBIE MOJACPKUBAIOT 1B BXOAHBIX KOHTAKTa U OHO
BBIXOJTHOE pelie (C UCTIONb30BaHNEM YCTPOMCTBAa BBOA-BBIBO/A C CYXHMHU KoHTakTamu AP9810,
KOTOpOE SBJISIETCSI JOTIOIHUTENEHBIM KOMITIOHEHTOM).

* llopnep:kuBaeT ynpasieHHE 110 BCIOMOTaTeIbHOMY KaHaIly C JOCTYIIOM K HHTepdeicy KOHCOIH IIaThI
yIpaBieHHUs 10 TeJIeQOHHOH JTMHUHU Yepe3 MOEM.

* Tlomnepxusaet cBs3b Modbus RTU uepes mopt RS485 B mononHenue k npotokoiry Modbus TCP/IP.

YcTponcTBa, B KOTOPbIX MOXHO ycTaHaBnuBaTtb MCY 2

[Inary ceTeBoro ynpaBiieHUs 2 MOXKHO YCTaHOBHTH B JIF000€ COBMECTHMOE YCTPOHCTBO ¢ oTCekoM Smart Slot,
B TOM YHCJIC B CIEIYIOIIHE yCTPOiicTBA:
+  JhioGeie UBIT Smart-UPS®

o Jlro6wre UBIT Symmetra® — UBII Symmetra PX 250 wm Symmetra PX 500 coBMeCTHUMBI
ToJIBKO ¢ miaToi AP963S5.

«  MGE® Galaxy® 3500
* bnok pacumpenus (AP9600)*
* TpoitHol 610K pacuIpeHus (AP9604)*

*OI[I/IHapHBIe WJTA TPOUHBIE OJIOKH PAaCIIUPEHUs COBMECTHMEI Tobko ¢ MBI, ocHameHHbIMI
nocinenoBarenbHbM HopToM DBY. OHu coBMecTrMBI TOnbKO co caenyrommmu moaensimu UBIT: SURT,
SURTA, Symmetra Power Array/RM/LX/PX (3a uckirouenuem PX 250/500), SU, SUA u SUM.

[Tonne1it cnucok coBMectumbix MBI, B koTopbie MoskHO ycTaHoBUTH [ICY 2, cM. B cTarbe
FA237786 6a3bl 3HaHU# Ha

UcxopnHasa HacTpouka IPv4

UYro6sl [ICY 2 morna paboTath B ceTH, HeOOXOAUMO HaCTPOUTh ciieayrouue napamerpsr TCP/IP:

e [IP-ampec IICY;

e wmacka noacetu mis IICY;

* [P-ampec nutro3a rmo ymomuaHuio (TpeOyeTcs TONBKO B TOM CIIydae, €M MPEBBIIIEH pa3Mep CETMEHTa).
MPUMEYAHME. Ecnu nutro3 mo yMo4aHUIo HEIOCTYIICH, HeHonb3yiiTe [P-anpec kommbloTepa, KOTOPBIA
KOTOPBI 00BIYHO paboTaeT v HaXOaUTCs B Toi ke moacetw, uro u [ICY. IICY ucnonp3yeT nuto3 mno

YMOITYaHUIO [T IPOBEPKHU CETH MPU HU3KOM TpauKe.

NMPUMEYAHMUE. [1nara cereBoro ynpasieaus umeet npeduxc MAC-aapeca 00:C0:B7 nm 28:29:86.
Yool mpoBeputh MAC-anpec [ICY, nepeiinnte B MEHIO . Otot npeduxc MAC-anpeca
MOKHO MCTIOIB30BaTh IS HacTpoiku ciayx061 DHCP.

[NPUMEYAHUE. He ucnons3yiite anpec obparHoii cesizu (127.0.0.1) B kagecTBe ajgpeca 1uI03a

M0 YMOJTYaHHIO. JTO TIOBIIEYET 32 COOOM OTKIIFOYEHHE IIAThl. B 9TOM cityuae Hy»KHO BOMTH B CHCTEMY

C TIOMOIIIBIO TTOCIIeIOBaTeNbHOTO HHTEp(detiica n yctanoBuTh nmapameTpsl TCP/IP Ha 3HaueHus

10 YMOITYaHHIO.
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Kongurypauus napametpos Hactpoiiku TCP/IP npuBonutcs B «PykoBoACTBE 1O yCTaHOBKE ILIATHI
CETEeBOT0 YIIPaBICHH», KOTOpPOE NMEETCsl Ha BeO-caiite U B [IEYaTHOM BHJIE.

[TonpoOHbIe cBeneHus 06 ucronb3oBannu cepepa DHCP s nactpoiiku mapamerpos TCP/IP Ha
IJIaTe CeTEeBOTO YIpaBieHus cM. B pasnene «Ilapamerpsr orBeroB DHCP».

UcxopnHasa HacTpouka IPv6

Kondurypanust ceru IPv6 obecrieunBaeT yHUBEpCaIbHBIE BO3MOKHOCTH IS BHITIOIHEHUS TPEOOBaHMIA
nonp30Bares. IPv6 MOXKHO HCTIONB30BaTh B JIFOOOM MECTe, TJe B 3ToM uHTepdeiice BBomuTcs [P-aapec.
Hactpoiiky MOXXHO OCYIIECTBISTh BPYUHYI0, aBTOMaTH4eCcKu win ¢ momolrsio DHCP; cMm. «Dxpan HacTpoek
TCP/IP mist IPv6».

CeTeBoe ynpaBneHue ¢ UCNONb30BaHUEM APYrUX NPUIOXKEeHUN

OTH NPUIIOKEHUS, YTUIUTHI U pecypcebl padotatoT ¢ UBIL, koTopslit monkiodaercs k cetu yepes [ICY 2.

PowerChute Network Shutdown — aBTOMaTHYeCKOE KOPPEKTHOE OTKIIOUCHUE KOMITHIOTEPOB,
MOAKJIIOYEHHBIX K ycTporicTBam WUBIT.

APC PowerNet® MIB — nHpopMmanms o goctyne K yerpoiictBam MBI o mporokomry SNMP,

StruxureWare Data Center Expert — ymnpaBiieHue 3J€KTPOINMUTAHUEM Ha YPOBHE TIPEIITPUATHS U
yrpasienue areutramu SNMP, Takumu kak ceteBble ycTpoicTBa MBII u natunku okpyskaromien cpenbl.

EcoStruxure IT Gateway — o6maunoe 110 a1t MOHUTOPHHTA, TIO3BOJISIONIEE OTCIICKUBATh YCTPOHCTBA
UBIT uepes nporoxonsl SNMP u Modbus.

Macrep HacTpoiiku [P-koHpUTYypanuy ycTpoicTB — HacTpoiika OCHOBHBIX ITapaMeTPOB OTHOH IJIaThl
CETEBOTO YIPAaBJICHUS B CETH MIIM HECKONBKHX; CM. pa3nen «Macrtep HacTpoiiku [P-xordurypammn
YCTPOUCTBY.

Security Wizard — co3ganue cepTU(PHUKATOB cepBepa 0€30MaCHOCTH Ha TPAHCIIOPTHOM YPOBHE
(Transport Layer Security — TLS) u xoct-kiroueit Secure SHell (SSH), koTopbie ToMOTaroT 3aIiuTHTh
IIEJIOCTHOCTh U KOHPUACHIIMAIEHOCTE CBs3H ¢ [ICY.
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®YyHKLUUN BHYTPEHHEro ynpaBreHus

O630p

Hcnons3yiite BeO-unTEpdeiic monp3oBarens nwim uaTepdeiic KoMaHIHON CTPOKH IS TPOCMOTPA COCTOSTHUS
WBII, ynpasnenus WBII u IICY. MoxHo Takxke ncnonab3oBatk npotokosl SNMP s konTposns cocrostausa MBI

Bonee noppobuyro nHopMaruio 06 nHTEpdetice monp3oBaTels cM. B pa3neie «Bed-unrtepdetic
TOJTb30BATENS» M PYKOBOACTBE sl HHTepdeiica komanauoi crpoku (CLI) Ha BeO-caiite

Cwm. paznen «9xpanbl SNMPy» st momyuenus muadopmarun o koHTpone noctyna k [ICY mo
npotokory SNMP.

anIOpI/ITeT AocCcTyna npu Bxone B CUCTeMy

MO>KHO BKJIFOYUTH BO3MOXKHOCTh OJHOBPEMCHHOTI'O BX0OJia B CUCTEMY HECKOJIBKHUX HOJILBOBaTeJIeﬁ, KOTOPBIC
06J'Ia,[[aIOT PaBHBIMU IpaBaMu JOCTYyIaA. CmM. pasacia <<31<paH «praBJ'ICHI/Ie CCaAHCOMM»).

Tunbl y4yeTHbIX 3anucen

[ICY obnanmaeT pa3nuyHBIMU YPOBHAMH JAOCTYIa — MPUBHJICTHPOBAHHBIH [T0JIB30BaTENb, aIMUHUCTPATOD,
[IOJIB30BATEINb YCTPOMCTBA, TOIBKO YTEHUE, TOJIBKO CETh!

[IpuBuIernpoBaHHbIii M0JIL30BaTe/Ib MOXKET UCTIONB30BaTh BCE MEHIO HHTep(eiica moabp30oBaTes

W BCce KOMaHbl B MHTepdeiice KoMaHIHOH cTpoku. [IpiBHIernpoBaHHbIH TOIB30BATENb TAKKE
OTIpEAENSCT AOTOIHUTEIbHBIC YUSTHBIC 3aIMCH MOIb30BaTeNeil M yCTaHABINBACT IEPEMEHHBIC JUIs
Ipyrux nons3oareneid. [Ipu mepBoM Bxone B cucTeMy Kak UMs ITOJIb30BATENs], TAaK M Hapoilb 10
ymomuanuio apc. B Bepcun 6.8.0 mociie Bxona B cucteMy BaM OyZeT NpeyiokeHO BBECTH HOBBIM HapOb.
IIpumeuanue. [IpuBHIErHPOBaHHOTO [10IH30BATENS HENb3S IEPEUMEHOBATh WIN YAAIUTH, HO MOKHO
BBIKJIFOYHUTH. PEeKOMEHIyeTCs BBIKITIOUNTD YIETHYIO 3alMCh IIPUBHIIETHPOBAHHOIO II0JIB30BATENS 110CTIE
CO3aHMS AOTOJHUTENBHBIX YUETHBIX 3anKcell anMuHuCTpaTopa. Ilepen BhIKIIOUEHHEM
MIPUBUIIETHPOBAHHOTO TOJIb30BATENS YOEIUTECh, YTO CO3/1aHa Kak MHHUMYM OJIHa YUeTHas 3alich
aZIMUHHCTpATOpa.

A[IMI/IHI/ICTpaTOP MOXET UCIIOJIB30BaTh BCEC MCHIO I/IHTep(beﬁca IIOJIB30BATCJIsI U BCC KOMaH/bI B
I/IHTep(I)CI\/'ICC KOMaHI[HOI\/'I CTPOKHU. Hwms nonp3oBaTens mo YMOJI9YaHUI0 — apcC.

[Tomk30Barens ¢ mpaBaMu MOJIB30BATEIsI YCTPOIICTBA 00IaIaeT MIpaBaMu JOCTYTIA JJIs YTEHUS H
3aIlUCH K 3KpaHaM, OTHOCSIIMMCS K yCTporcTBY. DyHKITNH aqMIHICTPATOPa, TaKHe KaK yIpaBIeHNE
ceancamu B MeHI0 «be3omacHocTb» u «bpanamaysp» B MeHI0 «KypHaibD, 3a0TOKUPOBAHEI.

Wms nonp30BaTens o yMoIrdannto — device.
[Monp30Barens ¢ MpaBaMu TOJbLKO YTeHHUs1 00NIaaeT CIe yIOUIMM OrPaHHYSHHBIM JIOCTYIIOM:
— Hoctyn Tonbko yepe3 nHTepdeiic moap30BaTes.

— JocTyn K TeM e MEHIO, YTO U JUIs I0JIb30BaTelisl yCTPOMCTBA, OIMCAHHOTO BBIIIE, HO Oe3
BO3MOXKHOCTH M3MEHEHUS HACTPOCK, YIIPABICHUS YCTPOUCTBAMH, YAAJICHNS JaHHBIX WU
WCTIOJIb30BAaHUS MapaMeTpoB nepenaud (aiinos. CchblUIKM HA TapaMeTpbl KOH(QUTypaun
oToOpaxkaroTcsi, Ho HeakTuBHBI. (IIpu oToOpaXkeHnH KypHaJIOB COOBITUN U JAHHBIX KHOIKA
OYMCTKH KypHaja IJIs JaHHOTO II0JIb30BaTelIsl He 0TOOpakaeTcs. )

Ilo YMOJIYaHHUIO B Ka4€CTBEC MMEHH IOJIb30BaTCIIs UCIIOIb3YyeTCsA 3HaUCHUE readonly.

ITonp3oBarens ¢ mpaBaMy TOJIBKO CeTh MOKET BBIIOJHATH BXOJ] TOJIBKO C IOMOIIBIO BeO-nHTEpdetica
noJb3oBarens U uaTepdeiica komananoi crpoku (Telnet/SSH, a He mocnenoBarenbHbIid OpT). UMst
H0JIB30BATENs ¥ HapoJib 110 YMOTYAHUIO OTCYTCTBYIOT.

3a/:[al71Te CBOHM 3HA4YCHUA UMCHHU I10JIb30BaTCIsI U naponeﬁ JJIA YUCTHBIX 3anuceid. FiMs nojp3oBareiis u
apoJin, UCIOJIb3yEMBIC 110 YMOJIYAaHUIO, YKa3aHbl B JOKYMCHTAIIUX U TIO3TOMY HE 00€eCceunBaroT
HHUKaKOM 3allIUTHI.
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B Bepcumn 6.8.0 no YMOJIHaHUKO yYE€THbIE€ 3anncn agMMHUCTpPaTopa, noJjib3oBaTena yCTpOVICTBa,
nonb3oBaTena C NpaBaMn «TOJIbKO ANA YTeHUA» U nonb3oBaTena C AOCTYNOM «TOJIbKO K CETU»
OTKMOYEHbI. VX Henb3as aKTMBMPOBATb A0 TeX Nop, Noka naposib Nno ymon4aHuw and yquH0|7|
3anuncu cynepnornb3oBaTens (apc) He 6y,u,eT N3MEHEH.

HNudopmaruro o Ha3HAYCHUTIO u JUISl yYETHOM 3amucu
aJIMIHUCTPATOPA, TIOJIH30BATEISI yCTPOUCTBA U MTOIB30BATENS C TIPABAMU TOIBKO IS YTEHUS CM.
B paszzene «JIokanbHbIe MOTB30BATEIN.

BoccTtaHoBneHMe yTepssHHOro napons

Jlist mocTymia k uHTEepdeiicy KOMaHIHON CTPOKH MOXKHO MCIIOIB30BaTh JIOKATHHBIA KOMITBIOTED,
TTONKJTFOUEHHBIN K MOcienoBaTelbHoMy mopty Ha [ICY 2.

1.

BLI6epI/IT6 HOCHCHOB&TCJ’IBHHﬁ IOPT HaA JIOKAJIbBHOM KOMIIBIOTEPC U OTKIIFOYHUTE CJ'Iy)I(6y, KOTOpas
HCIIOJIB3YET 3TOT OPT.

[MoacoenuuanTe MpuaaracMelii kKabenb MOCIeI0BaTeIbHOIO HHTepdeiica (HoMep KOMIIOHEHTa
940-0299) k BeIOpaHHOMY TIOPTY KOMIIbIOTEPA U K OPTYy HacTpoiiku Ha [ICY 2.

3armycTuTe Ha KOMITBIOTEPE MPOorpaMMy IMYJISIuN TepMuHaia (Hanpumep, HyperTerminal, Tera Term
wmn PuTTY) u HacTpoiiTe cnemyromuye napaMeTpsl sl BRIOpaHHOTO MOpTa: CKOPOCTh Nepeaadn
9600 6uT/c, 8 OUT MAaHHBIX, O€3 MPOBEPKH YETHOCTH, 1 CTOIOBEIN OHT, 6€3 KOHTPOJIS MTOTOKA.

Haxxmure xnaBunry ENTER (TIpy HEOOXOIMMOCTH HECKOJIBKO pa3) JUIA BBIBOIA 3allpoca Ha BBOI
(ms monme3oBaresst). Ecu 3ampoc Ha BBO HE 0TOOpaxaercs, yoeauTech B TOM, UTO:

— TIOpPT MOCJIEI0BATEIHHOTO BBOA-BBIBO/IA HE HCIIONB3YETCS APYTUM MPHIIOKEHIEM;
— TapaMmeTpsl TEpMHUHAJIa COOTBETCTBYIOT TapaMeTpaM, YKa3aHHBIM B OTIEpaIiy 3;
— COOTBETCTBYIOIIHIA KaOelb MCIIONIb3yeTcs, KaKk yKa3aHo B Olepanuu 2.

Haxxmure xnasumty Reset (COpocuts). UaaukaTop «CocTosHIE» HAa9HET MTOOYEPEIHO MUTATh
CIICTYIOIUMH [[BETAMU: OPAaH)KEBBIN U 3eJIeHbIN. [loka MUTAaeT HHIUKATOP, HE3aMEUTUTEIILHO
Ha)XMUTE KiIaBuiy Reset erie pa3 a1 BpeMEHHOTO BO3BpaTa 3HAYCHHA M0 YMOJTYAHHIO JJ1s1 HIMEHH
MOJIL30BATEIIS U TIAPOJIS.

Haxmute HECKONBKO pa3 KIaBHUIy ENTER JUIsl [IOBTOPHOTO OTOOpaXKEeHHS 3ampoca , 3aTeM
YKa)KUTE 3HAYCHHUE apc (3HAUCHUE 10 YMOJIYAHUI0) B KAYECTBE UMEHHU TOJIb30Bareis u napoiis. (Eciu
OCJIe IOBTOPHOTO OTOOpaXeHHs 3aIpoca Ha BBOJ 3HAUEHUS Mpoleaypa BXoaa 3aHIMaeT
cBbimre 30 cekyHI, HEOOXOAMMO TTOBTOPHUTH IEHCTBHE 5 U MPOIIEITYyPy BXO/A.)

B nnTepdetice KOMaHIHOW CTPOKH IJIT N3MEHECHHS ITapaMeTpa (ITaponp), KOTOPEII Ha
JTAHHOM 3Tarle UMeeT 3HaYCHHUE apc, HCTIONB3YHTE CIeMyonre KOMaH/Ibl:

user -n <mMMA IIOJIB30BATEJIA> —pw <IIapoJib IIOJIL30BaTEeJIg>
Hampumep, 4ToOb! 13MEHUTH NIapoib Ha XYZ, BBEIUTE:
user -n apc -pw XYZ

ITpu 1r00BIX U3MEHEHHSIX YUETHOH 3allMCH M0Ib30BaTeNIsl HEOOXOAUMO yKa3aTh Napoiib
MPUBUIICTHPOBAHHOTO MONIb30BaTels.JlonomHuTenbHble cBefeHus cM. B paszneine «Ilonb3oBarensy
pyKOBOzCTBa IO UHTEpdeiicy komanaHOU cTpoku [ICY.

B nensix 6€30macHOCTH MOYKHO OTKITIOUHUTH YUYETHYIO 3alMCh IPUBHIIETUPOBAHHOTO
moJp30Barest. YToOBl MPOBEPUTH, UTO yUETHAS 3aIIMCh IPUBUIIETHPOBAHHOTO
IIOJIb30BATENs BKIIIOYECHA, BBEAUTE!

user —-n <uMMA II0JIb30BaTEJIA>

[Tpu oToOpaskeHun coobmIeHust Access: Disabled (ocTym 3anmpenier) MOXHO
CHOBA BKJIFOUUTH NPHBUIICTUPOBAHHOTO ITOJIH30BATENS, BBES CIICTYIOUIYIO KOMAH/TY:

user -n <uMsd IIOJIB30BaTeNg> —-e enable
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8. Jlns BBIXONA M3 CHCTEMBI BBEAUTE quit WK exit, MOJKIIOUUTE PaHEe OTCOSAMHEHHBIN Ka0eb
MOCJIEZI0BAaTEIFHOTO HHTEpdeiica U TOBTOPHO 3aIlyCTUTE OTKIIIOUEHHYIO CITYXKOY.

NMepepHan naHenb (AP9630)

? o ©
Meti|'ark
Db C

T |
i '—_-|_L|—r|_|—_'| L) Aosat

Consols 10| 00 —
AP9830 Network Managemednt Card 2 |
© (5
KomnoHeHT OnucaHue
1 Ionxmrouaet [ICY k J0KaIbHOMY KOMITBIOTEPY C IIOMOIIIBIO KaOesst
KonconbHbrit nocieoBarespHoro uaTepdeiica (Homep kommonenta APC 940-0299) ms
MOCJIEIOBATEIBHBIN OPT HACTPONKH UCXOMHBIX MApaMETPOB CETH WITH JIJIs TOCTYTIa K HHTepdeiicy
KOMaH/IHOM CTPOKH.
b) Pazsem 10/100 Base-T IMoaxmiouaer [ICY k cetn Ethernet.
OcymectsiseT cOpoc naTepdeiica cereBoro ynpapicHus. [Ipumedanue. 3to
3 Kuomnka copoca Y p pd O YIp P
HE BIIUSAET HA BRIXOJHYIO MOIITHOCTh YCTPOHCTBA, B KOTOpoM ycraHoBieHa [ICY.
4 WNHnukarop akTUBHOCTH Cm .
. . paznen «Muaukarop aktuBHOCTH cetd Link-RX/TX (10/100)».
cetnt Link-RX/TX (10/100) pasit FIMKATOp ( )
5 WuaukaTop cocToIHUS Cwm. pasgen «MTHIUKATOp COCTOSHIIS.

NMepepHan naHenb (AP9631)
e_ e & 1 9

II
USB  Unixersal 'O Uwjversal /O \Netwurh /
i
T
T \ '
Comstye :|- o0 I__@@
Swat Sbi]  AP9631 Netw rKMana Ement Card 2 |

®

i

KomnoHeHT OnucaHue

1 Nudopmaruto mo odoHonenuto npormeke [ICY cm. B pasnene «Ilepemnaua
ITopter USB (aiinosy, a uHGopMarto o ooHoenenuro npoumeku MBII cM. B pa3nene
«O6HoBnenne npomusku MBI ¢ ycrpoitctsa USB (Tonmsko AP9631 i AP9635)».
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KomnoHeHT

OnucaHue

3 YHUBEpCaTbHBIC TOPTHI
BBOZa-BEIBOJA

K yHUBepcambHOMY MOPTY BBOZAA-BBIBOA | MOAKITIOUAIOT TAaTINKN
TEMITEpaTypsl MM AATYMKH TEMIEparypbl n BIaxkHocTH. K mopry 2
TTOAKITIOYAIOT Pa3beMbl JIOMOIHUTEIBHOTO PEJICHHOTO BBOA-BHIBOAA.
JlonoTHUTENBHBIH peseiiHbIA BBOI-BBIBOL IMEET 1B BXOJHBIX KOHTAKTa U OTHO
BBIXOJHOE peJie.

Paszvem 10/100 Base-T

TTonxmrogaet IICY k cern Ethernet.

5 Knormka copoca

OcymectBisieT copoc unTepdeiica cereBoro ynpasinerus. Ilpumedanue. 3to
HE BIUSET Ha BEIXOAHYIO MOIIHOCTB YCTPOICTBa, B KOTopoM ycTaHoBieHa [ICY.

Koncompnabri
TOCIIEI0BATENbHBIN TTOPT

Honxnrogaer IICY k J0KaTbHOMY KOMITHIOTEPY € IIOMOIIBIO KaOemst
nocienoBarebHOro nHTEpdetica (Homep kommoHnernTa APC 940-0299) nns
HACTPOMKH UCXOIHBIX ITapaMETPOB CETH W IJIS IOCTyNa K HHTepdeicy
KOMaHJHOU CTPOKH.

7 Muaukarop akTHBHOCTH
cetu Link-RX/TX (10/100)

Cwm. paznen «Maaukarop aktuBHOCTH ceTr Link-RX/TX (10/100)».

8 I/IHZ[I/IKaTOp COCTOSAHHUA

CBeTOILI/IO,HHHﬁ HWHAUKATOP ABJIACTCA HCTOYHHUKOM CBCTA. CwM. pazaeia
((I/IHZ[I/IKaTOp COCTOSAHUSD).

NMepepHan naHenb (AP9635)

(2] © ? (5] 0

SB  Univelsal /O Moglem ™| cn Netvork

Modibus )

0 Gnd

u
fodoo

———J|| Il [ ee|e T[T
:> QE O|0|O C

Corfsole AP9635 Network Management Card 2 J

el
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KomnoHeHT

OnucaHue

ITopter USB

Hudopmarturo o odbHoBieHuto npommBku [ICY cM. B pasaene «Ilepemada
(aiinosy, a mHpopMarmio o ooHosieHHIo mpormeky MBI cM. B paznene
«O6nosenne npoumsku UBII ¢ ycrpoiictea USB (Tobko AP9631 mmm AP9635)».

‘YHuBepCalbHbII IOPT
BBOJIa-BBIBOZIA

Hcnonp3yeTcs 11 NOAKIIOYEHNS BHEIIHUX JAaTYUKOB K IJIaTE€ CETEBOTO
ynpasnenus (IICY).

MOKHO MOJKITFOYHUTE JaTUUK TEMIIEPATYPhI, JAaTYUK TEMIICPATyPhl/BIaKHOCTH
WJIM pa3beM JIOMOIHUTENIBHOTO PEIEHOTO BBOJA-BbIBOIA. JlOTIOTHUTENbHBIN
peneiHbIi BBOA-BBIBOJ UMEET JIBa BXOAHBIX KOHTAKTa U OJJHO BBIXOJHOE pelie.

ITopt Mmonema

[oxaxmrounte kabens RJ-11 k mopTy Momema 1y1st TOTy9eHHMs JOCTyIa K HHTepdercy
KOMaH/THOM CTPOKH uepe3 TeaeOHHYIO JIMHUIO I yIpaBieHus oaHodasasiM VBIT
Smart-UPS® 1 MBI Monen Symmetra™ mo BcrioMorareabHOMY KaHay.
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KomnoHeHT

OnucaHue

Hcnonssyercs ans noaxmouenus IICY k cucreme aucneTdepr3aliu HHKEHEPHOTO
obopynosarust (Building Management System — BMS). B xoMIiekT BXomsT aBa
TITBIPEBBIX pa3beMa st KIIEMMHOM KopoOkH (HoMmep komrioreHTa: 730-0532).
IIIura Modbus momepskuBaetcs st omHodasHeix MBI T Smart-UPS® u UBII

Pazsem Modbus MOJIEITH Symmetra® npu ycraHoBneHHoit IICY ¢ MukporporpaMMHBIM

obecriedeHreM Bepcur 6.4 WM BBILLIE,  TAKXKE P MCTIONB30BAHUH TIPUIIOKEHHS
Smart-UPS/Symmetra.

IIpumeuanue. YtoOs1 npoBeputh coBmectMocth MBIT ¢ Modbus, oOparuTecs k
nokymenraiuu o UBIL

Paswsem 10/100 Base-T TTonximrogaer [ICVY k cetn Ethernet.

6 | Knomka cGpoca

Ocymectsisier cOpoc naTepdeiica cereBoro ynpasnerus. [Ipumeuanne. I1o He
BITUSIET HA BBIXOJHYIO MOIITHOCTh yCTPOMCTBA, B KoTopoM ycTanosieHa [ICY.

7 [oxnximoyaer IICY k J0KaTbHOMY KOMITBIOTEPY C IOMOIIBIO KaOeIst
Konconbhsrit rocsenoBarebHoro HHTepdeiica (Homep komrnonenTa APC 940-0299) st
MOCIIE0BaTENBHBIA TOPT HAaCTPOMKH UCXOIHBIX NTApaMETPOB CETH MIIH IS TOCTyNa K HHTepdercy

KOMaH,I[HOﬁ CTPOKH.

8 WNHpukarop akTUBHOCTH
cetu Link-RX/TX (10/100)

Cwm. pazaen «aaukarop aktuBHocTH cet Link-RX/TX (10/100)»

9 Mupukarop c

CBETOIUOIHBIH WHIUKATOP ABJISACTCA HCTOYHHUKOM CBETA. Cwm. pasaecin

OCTOSIHHUS
«IHIMKATOP COCTOSIHUSDY.

OnucaHun

e MHOUKaTOpOB COCTOAHUA

MHankaTop cocTosiHUA

DTOT CBETOMMOAHBIN HHIUKATOP yKa3biBaeT coctosinue [ICY.

CocrosHue Onucanue
Bo3MoxHa oHa U3 CIIEAYIOINX CUTYalM:
* Ha mnaty ceteBoro ynpaBieHHs HE TTOJACTCS] BXOJHOE TUTAHHE.
Brixmouen * [Inata cereBoro ynpasieHust pabOTaeT HENPaBUIbHO. YOeIUTeCh, 4To I1ara
CETEBOT'0 yIpaBJIeHHs IPaBUIBHO YCTaHOBJIEHA B pazbeM SmartSlot na VIBII. Ecin
WH/IMKAaTOp He BKIIOYAETCS, MOXKET IIOTPEOOBATHCSI JOMOJIHUTEIFHOE YCTPaHEHNE
rpoGiieM. JlomoHNTEIbHBIE CBEACHHS CM. B pasjelie « YCTpaHeHHE pooiem».
HenpepsiBablit
P pu IMapamerpsr TCP/IP B mutaTe ceTeBOro ympaBiieHHs 3a1aHbl IPaBIIIBHO.
3€JIeHBIN
HenpepsiBHbIi B mnare cereBoro ynpasneHnst o0Hapy>KeHa ammapaTHasi HencrnpaBHocTh. OOpaTrnuTech
OpaHXeBBIN B ciryxOy TexHI4YecKol mogaepxku. CM. pazgen «YcrpaHeHne mpooiem».
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CocTosiHue OnucaHue

Muraromumii 3eneHsiii | B 1utatre ceteBoro ympasieHHs HEMPaBUIILHO 3aJJaHbl TapaMeTpPhl TCP/IP.!

Muraromuii [ICY naxoaurcs B pexxume Bootmonitor. /lononHUTENbHBIE CBEICHNS CM. B pa3ziese
OpaHXEBBIN «Daiinpl MOLYIEH MUKPOIIPOTPaMMBbD».

ITonepemenHo Ecnu cBeToqMoOMHBIN HHINKATOP MUTAeT ¢ Hu3koi dacTtoToil, [ICY BeImonHseT
MUTAOIINUN 3e1eHBIN 3a1pOChl DHCP?.!

U OpaHXKEBbII Ecnu cBeToAMOMHBIN MHIMKATOP MUTAET YacTo, TO BeIoHseTcA 3amyck [ICY.

1. Eciin cepsep BOOTP niim DHCP ne ncnone3yeres, it Hactpoiiku napamerpoB TCP/IP TICY cwm.
«PyKOBOIICTBO O YCTaHOBKE IIJIATHI CETEBOTO YIIPABICHHSD» Ha BeO-caiTe U B IIeYaTHOM (opmare.

2. O6 ucnonn3oBannu cepsepa DHCP cM. pasznen «Ilapamerpst orBetoB DHCP».

MupgukaTop aktuBHoctn cetu Link-RX/TX (10/100)

DTOT CBETOAMOIHBIN HHINKATOP yKa3biBaeT cocrosiuue cetu [ICY.

CocrosaHue Onucanue
Bo3MoxHa 0f1Ha U3 CIIEAYIOIUX CUTyaLUii:
* Ha mnarty cereBoro ympasiieHHsI HE TIOJa€TCsl BXOJHOE ITUTAHUE.
* OTKIIIOUEH MM HEeUcIpaBeH Kabens, coequnsitomuii [ICY ¢ ceTslo.
* OTKIIIOYEHO MM HENTPaBMIIBHO paboTaer ycrpoicTso, coenunsoniee [ICY ¢ ceTnio.
Brixrouen
* [ICY paboraer HenpaBUIbHO. YOEIUTECH, UTO IIaTa CETEBOTO YIPABICHHS
NIPaBUJILHO ycTaHOBIIEHA B pazbeM SmartSlot Ha WBII. Ecnu unnukarop He
BKJIFOYAETCsI, MOXKET IIOTPEOOBATHCS JOIOJIHUTEIEHOE YCTPaHEHHE TTPOOIeM.
JlononHUTENEHBIE CBENICHUS CM. B pasziene « YCTpaHeHHe mpooiem».
HenpepsiBHbIit I1CY noxkiroyeHa K ceTu, KoTopast paboTaet co CKOpocTbio nepenadn 10 meradur
3€JIeHBII B cexyHxy (Mout/c).
HenpepsiBHbIit I1CY noxkiroyeHa K ceTu, KOTopasi paboTaeT co CKOpOoCThIo epenadn 10 meradur B
OpaHXeBBIH cexynay (Mour/c).
Muratomuii 3eneHbli [1CY npuHMMaeT Wi epeaaeT MakeThl JaHHBIX CO CKOpOCThio nepenayn 10 Mout/c.
Murarommui
opamKeBKI I1CY nprHMMaeT Wiy IepeacT MakeThl JaHHBIX CO CKOpOCThIO nepenadu 100 Mowur/c.

PYHKLUM 3aLLUTDI

O630p

Jnst oOHapyKeHUsI BHYTPEHHUX HEHCIIPABHOCTEH U BOCCTaHOBJICHHUS pa00vero COCTOSHUS OCIIE BO3ICHCTBHS
HETpeyCMOTPEHHBIX BXOAHBIX curHalioB B [ICY 2 ucnonb3yeTcs BHYTPEHHHUH 00IIeCUCTEMHBIN MEXaHU3M
3amuThl. [IpH mepesamycke mocie BHyTPEHHETo c00sl B )KYpHAJI PerucTpalul COOBITHI 3allChIBACTCS
coObrTre Cucrema: CeteBoii mHTepeiic mepe3anyuieH.
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MexaHu3m ceteBoro uHtepcgenca Watchdog

[ICVY 2 nucnonb3yer cpencTsa 3aluThl, YTOOBI 00€30MacuTh ce0sl OT CUTYaIluH, KOT/Ia JOCTYII K CETH
HeBo3MokeH. Hammpumep, ecnu [ICY 2 He noydaer u3 cetu Tpaduka B TeueHUe 9,5 MUHYTHI (TIpIMOTO
Tpaduka Truna SNMP min mupoxonosocHoro Tpaguka, TAKOTo Kak 3arpoc MPOTOKOJIA Pa3peLlIeHus aIpecoB
[ARP]), To cunraercs, uTo cO0it mponsonien BHyTpHu HHTepdelica ceTr, U MPOUCXOANT Nepe3aIrycK.

COpoc Tanmepa cetu

Uto06sI TpenoTBpaTuTh nepe3anyck IICY 2 mocie oTCyTCTBHS CETEBOM aKTHBHOCTH B T€UCHHE 9,5 MUHYTHI,
[ICVY 2 xaxnapie 4,5 MUHYTHI IBITACTCS CBA3ATHCS CO IITI030M 0 YMOTYaHuio. [Ipn Hamuanm nurro3a oH
orBeyaeT [ICY 2, u 3TOT OTBETHBIN CUTHAI Mepe3alycKaeT Taitmep Ha 9,5 MunyThl. Ecnu amns Bamiero
MIPUIOKEHHUS IILTI03 HE TpeOyeTcs Wil OTCYTCTBYeT, yKakute [P-aapec kommnbrorepa, paboTaromiero B CeTH U
HaxopsAuerocs B Toi ke nogacetu. CereBoit TpapuK OT 3TOro KommbloTepa Oyaet copacbiBaTh 9,5-MUHY THBIIH
TaiiMep JOCTaTOYHO YacTo IS MpeAoTBpalieHus nepesamycka [ICY 2.

ABTOMaTM4YeCKUIN BbIXOA U3 CUCTEMDI

ITo yMOTUaHHIO MOJIH30BATENIN ABTOMATHUECKU BRIXOST U3 BeO-uHTEepdeiica n naTepdeiica KoMaH HON
ctpoku IICY mocne 3 MUHYT OTCYTCTBHS aKTUBHOCTH. BpeMs BbIX0O/1a U3 CETH M0 YMOITYAHHIO IS KaKIOTO
MOJIL30BATE sl MOXKHO HACTPOUTH C TIOMOIILIO BeO-uHTepderica:

Kon¢purypauus > bezonacnocts > JlokajibHbIe I10JIb30BATE/IH > YIIPaBJIeHUE.
— IllenxHUTE rUNEPCCHIIKY HMEHH MOJIB30BATEN YUETHOM 3aMUCH, KOTOPYIO HY>)KHO U3MEHUTb.

— B meHmo <<HpeBBIIIICHO BpEM: OXKUAaHUS CCaHCa» U3MCHUTE BPpEMS B MUHYTaXx.

ABTOMaTUYECKUI BbIXOA, MpoponkutenbHOCTb
13 cucTembl (MuH.)

Hactpoiixu mo ymonganuio | 3

MuHumMyM 1

Makcumym 60 (1 gac)
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Beb-nHTtepdgenc nonb3oBarens

BBeneHue

0O630p

Be0-untepdetic momp3oBaTens npegocTaBisieT napameTpsl st ynpasinenus MBI u nnaroii cereBoro
ynpasnenus UBII 2 (IICY 2), a raxxe cpeactsa npocmotpa coctossHust MBII.

CwM. pazzgen «9KkpaH BeO-I0CTyIa», B KOTOPOM MIPUBOJIATCS CBEICHHUS O BRIOOpE, BKIIOUCHHUH U
OTKJTFOYCHUH MPOTOKOJIOB, YIIPABJISFOIIUX JOCTYIIOM K HHTep(deicy mob30BaTens, a Takke 00
oTpeJieNIeHHH TIOPTOB CeTeBOro uHTepdeiica BeO-cepBepa s MPOTOKOJIOB.

NMopaepxxnBaemble Be6-6pay3sepbl

Has noctyna x [ICY uepes ee ceTeBoi nHTEepdeEiic MONMb30BaTeIsi MOKHO UCTIONB30BaTh MOCIIETHIOIO BEPCHIO
Microsoft® Internet Explorer® (IE) umm Edge®, Google® Chrome®, Apple Safari® wm Mozilla® Firefox®.
[MomolimyT M Apyrue pacupocTpaHeHHbIe Opay3epsl M BEpCHH Opay3epoB, HO OHU HE OBUIH TINATEIHHO
MPOTECTUPOBAHBI.
[ICY He MOeT paboTaTh ¢ IpoKcu-cepBepoM. [lepen ncnonszoBanuem Opaysepa Ui AOCTyHa K
nojib3oBarenbekoMy uHTepdeiicy IICY HeoOX0AUMO BBHIOIHUTE CIEAYIOIINE NeHCTBUS:

* Hacrpoliite Opay3ep Ha OTKIIOUEHHE IPOKCU-CEPBEPa AJIS MJIaThl CETEBOTro ynpanieHus [ICY.

* Hactpoiite mpokcH-cepBep, YTOOBI OH He 00pabarpiBai ykazaHHbli [P-agpec TICY.

Bxopa B cuctemy

O630p

MoxHo ucronb3oBath qoMeHHOe UMt DNS mnn cuctemnstit [P-anpec TICY ans URL-anpeca unTepdeiica
mosib3oBares. [ BXona B cHCTEMY HCIIONB3yHTE 3aBUCSIIEE OT PETUCTPa UMSI TTOJIH30BATENS U TapOJib.
WM monp3oBaTens I0 YMOTYaHHUIO 3aBUCUT OT THIIA YYETHOH 3aIUCH:

* apc Ui aIMUHUCTPATOPa U MIPUBUICTHPOBAHHOTO TIOJIB30BATEII.
* device A MMOTB30BATENS YCTPOMCTBA.
* readonly A MOJB30BATEINS C IpaBaMU TOJNBKO AJI YTCHHUSL.

JUi 3TUX TpeX TUIOB yUETHBIX 3allMCel Mapoib 0 YMOTUYAHUIO apc. 3JHAYSHHE N0 YMOITYaHUIO [T THUIIA
YYETHOM 3aITUCH «TOJIBKO CETh» OTCYTCTBYeT. CM. Takke « THUIBI yUETHBIX 3amucein.

Cm. pasaci <<I[063,BJ'ICHI/IC 1 U3MCHCHHC S3BIKOBBIX ITAKCTOB)).

Ecmu mporokon HTTPS sximtouen, [ICY co3zmaeT coOCTBEHHBIN cepTHHUKAT. ITOT cepTH(HUKAT
comracyeTcs ¢ MetonaMu mudpoBanus oOpaysepa. boiee moapodHo cM. B «PykoBoACTBE 110
Oe3omacHOCT) Ha BeO-caiiTe

PopmaTtbl URL-agpeca
Ha6epute ums DNS unu [P-anpec TICY B mone URL-aapeca Be6-Opay3epa u HaxkMuTe ENTER. [Ipu ykazanuun

nmopTa BeO-cepBepa, OTIIMYHOTO OT UCIIONIB3YEeMOro 1o yMordanuto, B mojie URL-anpeca o6o3pesarens Internet
Explorer HeoOXoauMo 100aBUTh K HEeMYy http:// WM https://.
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PacnpocTpaHeHHble coobueHusi 06 owmbkax B 0603peBaTensax npu BXxoae B CUCTEMY.

CoobuweHue 06 ownbke

bpaysep

NpuunHa own6KN

«This page cannot be displayed.» (He ymaetcs oToO6pa3uTh
JAHHYIO CTPaHUILY.)

Internet Explorer

«Unable to connect.» (He ynaercst ycTaHOBUTB
COeIMHEHHE. )

Firefox, Chrome

WnTepHeT-nocTyn
HeBo3MoxkeH, uian URL-

ajipec yKkazaH HEelpPaBUIBHO.

Mpumepsl cpopmaTta URL. Cwm. takke «Ikpan Hactpoek TCP/IP mist IPv6».

Mpumep n pexxum pgocrtyna

dopmart URL

DNS-umsa Webl

HTTP

http://Webl

HTTPS

https://Webl

o ymomdanwuio (80)

IP-ampec cucremsr 139.225.6.133 u mopT BeO-cepepa

HTTP

http://139.225.6.133

HTTPS

https://139.225.6.133

He 1o ymordaauio (5000)

IP-ampec cucremsr 139.225.6.133 u nopt BeO-cepBepa

HTTP

http://139.225.6.133:5000

HTTPS

http://139.225.6.133:5000

mopt BeG-cepBepa He 1o ymomdanuio (5000)

Anpec IPv6 cuctemsr 2001:db8:1:2c0:b7£f£:£e00:1100 u

HTTP

http://

[2001:db8:1:2c0:b7ff:£fe00:

11007 :5000

lNMepBoe nogkno4vyeHne

B Bepcuu 6.8.0 mpu nepBom Bxone B ceTeBoit uaTepdeiic monb3oparers [ICY Bam Oyaer nmpeamokeHo

W3MEHUTH NapoJib 110 YMOJIYAHUIO I yUYETHOM 3alKcu cynepnons3oBarens (apc) . Ilocne Bxona Bel Oynere
NepeHarpaBiIeHbl B OKHO 0030pa cocTostHus npoTtokona (Protocol Status Overview). Ha skpane conepxutcs

I/IHq)OpMaI_II/IH 0 BCEX CHUCTCMHBIX IMMPOTOKOJIAX U UX TCKYHINX 3HAUCHUAX (HaHpI/IMep, BKJIIOUCH/ BLIKJ'HO‘IGH).

MoXHO BEpHYTBHCS Ha 3TOT dKpaH Mo3XKe, UCTIoNb3ys cienyoomuil nyts: Hacrpoiika (Configuration) > Cetb

(Network) > CBoaka (Summary).
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JJomMallHun 3KpaH

0630p
MyTb: Hayano

Ha skpane Hawuasio uatepgeiica MOXKHO MIPOCMATPUBATh aKTHUBHBIE CUT'HAJIBI TPEBOTH U MOCIIEIHUE COOBITHS,
3amicaHHbIe B )KypHAJIe COOBITHH.

OnMH WM HECKOJIBKO 3HAYKOB BMECTE C COITPOBOIUTEIILHBIM TEKCTOM YKa3bIBAIOT Ha TEKyIIee pabodee
cocrossuue MBII:

O6o03HaueHue | OnucaHue

Her curnasioB TpeBoru: curaains! Tpeord orcyTcTByoT; MBIl u [ICY dpyHKumornpyoT
HOPMAaJIBHO.

IIpexynpesxnenne: aBapuifHbIN cCUrHAT TpeOyeT BHUMaHMs, IOCKOJIBKY HE yCTpaHEeHHast
BOBpeMs NpobiieMa MOXET IPUBECTH K ITOTEpe AaHHBIX U Iopye 000pyIoBaHMUS.

KpuTnueckoe coctosinue: KpUTHYSCKUI aBapUiTHBINA CUTHAN, TPEOYIOIUIA HEMEIIEHHOTO
HIPUHSTHS MEP.

B\

B BepxHeM mpaBoM yIiTy Ka)a0ro SKpaHa Takue e 3Hauku coo0maroT o cocrosuuu WBIL. [Ipu Hamuuuu
J000T0 KPUTHUYECKOT0 WIIH MPeAyNpeauTeIbHOr0 CUTHAJIA TPEBOTH TaK)Ke OTOOPaKaeTCs YHCIIO aKTUBHBIX
CUTHAJIOB TPEBOTH.

Jnst mpocMoTpa BCEro sKypHasia coObITU menKkHUTE JlonmoJiHuTe IbHbIE COOBITHSI.

3HA4YKM U CCbINKH

YrtoOBl yCTAaHOBHUTS JIIOOOH 3KpaH B Ka4eCTBE IOMAIIIHETO IKPaHa, 0TOOpakaeMoro Mpy BXOAE B CHCTEMY,
OTKpOIiTe 3TOT 9KpaH M LieJKHUTE 3Hauok ™= B BepxHeil mpaBoit yacTy.

[enxuuTe ® , 4TOOBI BOCCTAHOBUTH O0TOOpaKeHUE JOMAIITHETO SKpaHa P BXOJIE B CUCTEMY.

B HIKHE J1eBOi YacTH KaX 101 CTpaHUIsl HHTepdeiica MpeayCMOTPEHBI TPH HACTPaUBAEMBIE CCBUIKH Ha
roJie3HbIe BeO-caiTel. [1o ymomganwio 3t ccbutku copeprxkar URL-anpeca aiis ciaenyronux BeO-CTpaHmII:

* Ccpuka 1: cTpanuna 6a3bl 3HaHUIN BeO-caiiTa C TI0JIe3HON MH(OpMAIIEH 110 TIOUCKY
U YCTPaHECHUIO MPOOIIEM.

* Ccpuka 2: cTpanuna nH(popMannu o MpoayKTax BeO-caiita C COMPOBOJUTENBHON
uHpOpMaIuel mo 060pyI0BaHUIO.

* Ccpuika 3: cTpaHHLa 3arpy3ku Beb-caiita C JOCTYITHBIM MIPOTPaMMHBIM 00eCIIeYeHIEM
¥ MHUKPOIIPOTPaMMaMHU.

[lepenacTpoiika 3THX CCBIJIOK OMHMCaHa B pazene « DKpaH KOH(PUTYPHUPOBAHUS CCHITIOKY.
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MoHuTopuHr UBI1: meHro «CocTosiHMe»

Mento «CocTossHEE» TIPEIOCTaBISIET CBeNeHUs 0 TeKymieM coctossauu MBI u cetn.

Mosxuo HactpouTs MBII 1 ceTh ¢ moMomIb0 mapaMeTpoB MeHIo KoHpurypanuu. CM. pa3aens
«Hacrpoiika napametpos: 1» u «Hacrtpoiika mapameTpoB: 2».

CwM. cienyromntue pas3essl:

¢ «UBII B MEHIO COCTOSTHHS

* «BBoxn-BeiBog MBIl B MeHI0 cTaTyca»

M «prr[l'[BI PO3CTOK B MCHIO COCTOSAHUA»

* «Cucrema Oarapeil B MEHIO CTaTyca»

M ((yHHBepcaHLHBIﬁ BBO/I-BbIBO/I B MCHIO «CocrostHHE»»

¢  «CeTb B MCHIO COCTOSIHHUS»

UBI1 B MeHI0 COCTOAAHUA

MyTb: CocTosiHne > UBI

3nech otobOpaxkaroTcs cBeaeHus o Harpyske MBI, 3apsiae 6arapen, HanpspKeHUU B APYTas MOoJIe3Has

HHpOpMAITHS.

Mone

OnucaHue

Mocaennnii mepexon
Ha f0aTapelo

[TpruunHa noceaHero NepexiroueHus Ha padboTy oT Oaraper (KpoMe MEepeKIIIoUeHUS IPU
CaMOTECTHPOBAHUH).

BuyTpenHsis
TemIeparypa

Temnepatypa BHyTpu UBIIL.

OcraBuieecst Bpemsi
aBTOHOMHOI1 padoThI

pomomxurensHOCTh padoTs UBII ot 6aTapen i moanep kaHus CyIIeCTBYOICH
Harpy3KH.

Bxox UBII

Bxoanoe HaIPS>KEHU e

Hanpspkenne nepemennoro toka (B), momygaemoe UBII.

BxonHoe HanpsikeHue
oaiimaca

Hanpspxerue nepemenHoro Toka (B), nconezyemoe, xorna MBIT Haxomutes B pesxume
Gaiinaca.
Ora ¢yHkIMs goctynHa He st Beex MBI

Boixon UBII

BbIxogHoe HanpsizkeHUe

Hampspxkenue nepemernoro toka (B), kotropoe momgnepxkuBaetcst UBII mist Harpy3ku.

Toxk Harpy3kmu

Tox (A), mogaBaeMblii BXOAHBIM HalPsDKCHUEM.

BbIixogHasi Harpy3ka

Harpyska mogaercst Ha Kaxayio ¢as3y ¢ HOMOIIBIO MTOAKIIOYEeHHOT0 000opynoBanus (KBA).

Boixoanas
Harpyska (%)

Harpy3ka nozmaercst Ha Kaxayto a3y ¢ HOMOILBIO MOKITIOYEHHOT0 000pYA0BaHUS
B BUJIE TOCTYITHOTO TIPOIIEHTHOTO 3HaueHNs (KBA) 6e3 M30BITOUHOCTH.

Boixonnast MorHocTs (%)

Harpy3ka nomaercst Ha Kaxayto (a3y ¢ MOMOIIBIO TOKIIIOYEHHOT0 000PYA0BaHUS
B BHJIE IOCTYITHOTO TIPOLIEHTHOTO 3HaueHus (kBA).

BT Ha BbBIXOIE

Harpyska UBII B Buae gocTymHOT0 IponeHTHOro 3HaueHus (BT).

BA Ha BbIXOg€e

Harpyzka UBII B Buae noctymHoro nponeHTHOro 3HadeHus (BA).

Koa¢gpuuuent nosieznoro
JefiCTBHS HA BBIX0/Ie

IIponieHTHOE 3HaUEHNE MOITHOCTH Ha BXOJ€, I0JJaBaeMOE HEMOCPEACTBEHHO Ha HATPY3KY.
MoIHOCTh Ha BXOJI€ HE T01aeTcs Ha Harpy3Ky, norpedisemyto MBI

IMoTpedseHue BLIXOAHOM
HePruu

DHeprus, HCIob3yeMast Harpy3Koii, HaurHas ¢ MoMeHTa coOpoca mapamerpos UBII Ha
3HAYCHHUS 110 YMOTYAHHIO.
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Mone

OnucaHue

Cocrosinue darapeu

Emxoctb 0aTapen

IIponentHoe 3HaueHNE eMkocTh Oatapen UBII, noctymHoOe s obecnieueHus
TTOIKITFOUEHHOTO 000PYIOBAHHSL.

Hanpsixenune 0arapen

HanpspkeHne TOCTOSHHOrO TOKa Ha Garapesix.

BHemnue 6arapeu

Uucno Oatapeit, moakioueHHBIX K MBI, kpoMe Bcex BHYTpeHHHX Oatapeit.

Crnenyromue napaMeTpsl JOCTYIHBI He Ha Bcex ycTpoiictBax MBII.

Mone

OnucaHue

HomuHnaJjibHoe
HanpsikeHHe 6aTapen

HomunansHas eMKocTh HanpsbkeHus 6arapei VIBIT; HanpshkeHre MOCTOSTHHOTO TOKa,
KOTOpoe OaTapen TOIDKHBI oOectieunBaTh, Korna MBII uconssyer cBoro OaTapero s
BBIXOHOTO HAIPSKCHUSL.

JeiicTBUTE/ILHOE
HanpsiKeHne
O0aTrapeiiHON IIHMHBI

HOCTyHHaﬂ MOIIHOCTB IMMOCTOAHHOI'O TOKA.

Toxk ycTaBKM BHEIIIHEro
O0arapeiiHoro mkaga

HopmupoBaHHbIe amnep-4acsl (eMKOCTh OaTapeit) 6atapeliHOTo MmKada AJ1sl BHELITHETo
6aTapelfHOro UCTOYHUKA MUTAHUSL.

Barapeu

O6mee unciio 6atapeli (BHYTPEHHUX W BHEITHUX ), BXOAAITNX B coctaB MBII.

Heucnpasnrble 6aTapeu

KonngecTBo HencnpaBHBIX OaTapeii (0aTapen, KOTOPBIC TODKHBI OBITH 3aMCHEHB ).

Toxk 6arapen

Tok Ha BEIXOJIE OaTapen.

Jara caenyromiei
3aMeHbl 0aTapen

Kak u s ycranoBneHHBIX KOHTeHepoB Oatapeit MBI, as 3amMeHs! OaTapeid CyIiecTByeT
camasi paHHII PEeKOMEHIyeMas JaTa.

HNHTen1eKkTya bHBbIH
MOAYJIb

Hudopmarus 06 HHTEIDICKTYaTFHOM MOTyJe. DTy HH(GOopManunio (Bepcus
MHKPOITPOTpaMMBI, ]aTa IPOU3BOACTBA, CEPHUIHBIN HOMEpP M BepCcHsl 000PYIOBAaHHS) MOTYT
3aIPOCHTH MPH 00pAIIeHUH B IICHTP TeXHUYECKOi moguepkku APC.

BxoaHoe HaIIPSAKEHUE

Hamnpspxenue nepemenHoro toka (B), momygaemoe NUBII.

BxogHoe HanpsizkeHue
Oaiimaca

Hanpsoxenue nepementoro Toka (B), ncmonszyemoe, korna MBI1 HaxomuTes B peskume
Oaiimaca.

Bxoanast yacrora

UYacrora (I'm) HanpspxeHws, morydaemoro VBIT.

YacrorTa

Oomras wactota (I'11) A1 HaNPsHKEHUS HA BXOJIC U HA BBIXOJIC.

Yacrora Gaiinaca

UYacrora (I'm) HanpspkeHws, Bcmoas3yeMoro npu Haxoxaenun VBT B pexxume Gaiinaca.

BrIXoaHOM TOK

Toxk (A), momaBaeMbIif Ha HATPY3KY.

BobixogHnas yacrora

Yacrora (') BEIXOJJHOTO HATIPSKCHUSL.

MoLHOCTh HATPY3KHU

Harpyzka UBII B Buzae mocTymHOT0 IponeHTHOTOo 3HadeHus (BT).

IlotHast MOIIHOCTDH
HATPY3KH

Harpyszka UBII B Buae moCTyImHOTO IpOIeHTHOTO 3HaueHus (BA).
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Mone OnucaHue

Wudopmarus o moxyisix, ycraHosineHHbIX B MBII. Oty undopmanuto (Bepcus
Monynu MHUKpPOIPOTPaMMBI, aTa IPOU3BOCTBA, CEPUIHBIN HOMEP U BepcHs 000pyIOBaHHUS) MOTYT
3aMPOCHTH MPH OOPAIICHUH B IICHTP TeXHUYECKOH moepkku APC.

Wudopmarus o CHIIOBBIX MOIYIIX, ycTaHOBIEHHBIX B VIBIIL. OTa nrdopmarms Mmoxer

CuoBoii Mmonyab .
TOTPeOOBATRLCS MPHU OOPAIICHUH B IICHTP TeXHUUYECKOU momaepxku APC.

Beoa-BbiBoa UBIT B MeHIo cTaTyca

MyTb: Status (CtaTtyc) > UPS 1/0 (Beoa-BbiBoa UBIM)

Ora ¢yHknus gocrymnHa He juis Bcex UBIL.

BrIxoHoe pesie — 371eCh 0TOOPaXKAOTCS MHICKC, CTAaTyC U MIPUYKMHA JUTS KaXI0r0 pefie. JlonoNHUTeIbHbIC
CBEICHUS M yKa3aHMsI TT0 HACTPOUKE BRIXOMHBIX pelie cM. B paznene «dkpaH «Output Relaysy (Beixomasie peme)y.

BxojiHbie KOHTAKTBI — 3[1€Ch 0TOOPAXAIOTCA MHAEKC U CTaTyC KaKJ0ro KOHTAKTa.J|OMOIHUTENbHbIE CBEICHHS
1 yKa3aHUs 10 HACTPOMKE BXOJHBIX KOHTAKTOB cM. B paszene «JkpaH «Input Contacts» (BXonHble KOHTAKTBI)».

pynnbl pO3eTOK B MEHKO COCTOSIHUS

MyTb: CocTosiHMe > Mpynnbl po3eToK

Orta ynkims goctynHa He 171 Becex MBI C ee moMoripio MOXHO MPOCMOTPETH CBEACHUS O COCTOSHUM BCEX TPYIIIT
posetok UBII. CM. Taxske ««I PyIIIbl po3eTOK» B MEHIO YIIPABICHUSD U ««I PYyTIIBI PO3ETOK» B MEHIO KOH(MHUTYPALUID).

Cuctema GaTtapen B MeHI0 cTatyca

MyTtb: Ctatyc > Cuctema 6artapen

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

Mone OnucaHue

Craryc cuctembl 0arapeii

[IponerTHOE 3HAaYeHNE eMKocTH Oatapen MBII, moctymHoe myIst moIepKanus

Cocrosinne 3apsAKU
TTOKITFOYEHHOTO 000PYIOBAHHS.

OcraBuieecst Bpemsi [pomomxurensHOCTh padoTs! BII ot GaTapen it moaaep kaHus CyIECTBYIOIICH
ABTOHOMHOI1 padoThI Harpys3ku.
Hanpsixenue

TOIOAKUTENLHOM INUHBL |y ernojicteo MBIT noaepkuBaeT MOJNOKUTENBHOE U OTPHIATENBHOE HAMPSKEHUE
GaTapei.

Hanpsixenue
OTPULATEIbHOM IMHBI:
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Mone

OnucaHue

Yuyernsblii Homep
3aMacHOro KOHTeliHepa
Oarapeu

Howmep 1o kxartaiory, KOTOpPBI HY>KHO UCTIOIH30BATh MTPH 3aMEHE KOHTEHHepa OaTapen.

Kommnuekr darapeii 1, 2...

Howmep komiiekTa 0aTapeid, moyrydyacMblii METOIOM BHYTPEHHEH HyMepaluu.

Cepmniinblii HoMep

CepwuiiHblil HOMEp KOMIUIEKTa 6aTapen.

CoepiKuT JII00bIe CHCTEMHBIE OIMOKH KOMILUIEKTOB OaTapeii, BKITIoUasi MHIUBHUAYaIbHbIC

Cocrosinue .

ouOkH KoHTeiHepa. OMHOKY MPOTOKOIUPYIOTCS KaK COOBITHSL.

CocrosiHne KOMIUIEKTa OaTapeil, BKIIIOYasi COCTOSHUSI MHANBHYJIbHBIX KOHTEHHEPOB.
Crarye JanHOe 3HaYeHHe coodmIaet, 4to Gatapes HCIpaBHA, IPUOIMKACTCS OKOHYaHHE CPOKa

ciry0bl OaTaper UK CPOK CITyKObI OaTaper MPEBhINIAET COOTBETCTBYIOIIEE 3HAUCHHE
KoMIUTeKTa. OMHUOKY TPOTOKOJIMPYIOTCS KaK COOBITHSI.

lenxante «KomrmekT 6arapeii 1, 2...», 9TOOBI OTKPHITH CTPAHUITY

Mone

OnucaHue

Cepuiinblii HOMep
(ec1u MPHUCYTCTBYET)

CepwuiiHblii HOMEp KOMIUIEKTa 6aTapei.

Bepcnﬂ MNPOIIUBKHA

Homep Bepcun komIiekTa 6arapei.

Temneparypa

Temnepatypa B oTceke OaTapeii, KOTOpYIO TepeaeT JaTduK.

CTaTyc KOMILJIEKTa

OurrbKu, OTHOCAIINECS TOIBKO K KOMILIEKTY Oatapeii, He BKIIFOUasi HHMBUIYaTbHBIC
ommbOku KoHTeiHepa. OMHOKH MPOTOKOIUPYIOTCS KAK COOBITHSI © MOT'YT COOOIIATh
CIIeIY IOy 0 UH(DOPMAIIHIO:

* TEeMIIEpaTypa BHE JHara30Ha

* 00IIIHE OIIMOKH

* OIIMOKHU CBS3H

* OTKITFOYEHHAs CTOMKA KOMIIIEKTA

* MEKPOIIPOrpaMMa HECOBMECTHMA C 000pyAOBaHHEM

U (eCIH IPUCYTCTBYET)

CocTosinue

JlaHHOE 3HaYCHUE YKa3bIBaeT, YTO Oatapes MCIpaBHa, MPUOIMKASTCS OKOHYAHHE CPOKa
ciry>kOb1 OaTapey WM U3MEpPEHHBIE 3HaUeHUS OaTaper YKa3bIBaloT O MPHOIKEHUH
OKOHYaHUsI CPOKa CITy>KObI KOHTEHHepa.

OmmOKN MPOTOKOIMPYIOTCS KaK COOBITHSL.

Jara yctanoBkH

Z[aTa YCTaHOBKH OTACIIBHBIX KOHTCﬁHCpOB. 3Ty JAaTy MOKHO U3MCHUTb.

IIpornosupyemasi
JaTa 3aMeHbI

WBII BerunciseT Bpemst 3aMeHbI OaTapeu.

Tlone BBIYUCIIICTCS HA OCHOBAHHMH STOM JIaThI.

Craryc

3710 cnenuaibHbIC JaHHBIE U1l KOHTelHepa. O0mme omnOKH KOMIUIEKTa CM.
B BBIIICTIPHBEACHHOM TT0J1€ «CTaTyc KoMIieKkTa». OMmHOKH MPOTOKOIUPYIOTCS
KaK COOBITHS 1 MOTYT COOOIIATH CIIEAYIONIYIO HH(OPMAITHIO:

* OTKJIFOUCHHBIN KOHTEItHep
* TpeOyeTcsl 3aMEHUTh KOHTEHHED
* CJINIITKOM BBICOKAsI TEMIIepaTypa KOHTEHHepa: KpUTHYECKast

* CIIMIIIKOM BBICOKAsI TEMIIepaTypa KoHTeiHepa: npenynpexaeHue. Otodpaxkaercs
0OBIYHO, HO HE BCEI/Ia Mepex KPUTHUECKIM COOOIICHUEM.
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Cucrtema 6aTapen ansa yctpoucts UBI mopenn SRT

s mexoropeix yerpoiictB MBII ¢ mpedukcom SRT, ocHaIEHHBIX TUTHEBO-MOHHBIMH OaTapesiMi, SKpaH

Battery System (Cucrema

Oarapeit) oTiMuaeTCsl.

Mone

OnucaHue

Battery System Status (C

raTryc cucTemMbl 0aTapei)

State of Charge
(CocTosiHue 3apsIIKH)

HpOHCHTHOC 3HAYCHHUEC CMKOCTHU 6aTapeH I/IBH, JAOCTYITHOC ISl MOAACPIKaHUA
IIOAKIIFOUCHHOI'O O60py,I[OBaHI/I$I.

Runtime Remaining
(OcraBuieecsi Bpemst
ABTOHOMHOIi padoThI)

[pomomxurensHOCTs paboTs! BII ot 6atapen i moaaep kaHus CyIECTBYIOMIECH
HaTpy3KH.

Battery Voltage
(Hanpsizkenune 6arapen)

HaHpH)I(eHI/IG IIOCTOSIHHOI'O TOKA Ha KOMIIJICKTC 6aTapeﬁ.

Replacement Battery
Pack SKU (YueTtHslii
HOMep 3aMacHOIo

KOMILIeKTa 6aTapeii)

Howmep no xaTasnory, KOTOpbIi Hy>KHO HCIIOb30BaTh P 3aMEHe KOMILIEKTa OaTapeii.

Battery Pack Status (Ctaryc kommjiexkTa darapeii)

Battery Pack 1, 2
(Kommuiexr Garapeii 1, 2)

Homep xommutexTa 6aTapeit, mory4aeMblii METOJJOM BHYTPEHHEH HyMepalyy.

Serial Number
(Cepmuiinblii HoMep)

CepwuiiHblit HOMEp KOMIUIEKTa 6aTapei.

Health (CocTosinue)

Bxirouaert B ce0st s1100bIe OIIMOKK CHCTEMBI OaTapeii 11t KoMIuiekra 6arapeit. Ommokn
MPOTOKOIUPYIOTCS KaK COOBITHSI.

Status (Craryc)

Craryc komiiekTa 6atapeil. JlaHHOe 3HaYeHHe MOXKET cOo00IIaTh, 4To OaTapes HCIpaBHa,
MpHUOTIKaeTCs OKOHYaHUE CPOKa CIIyKOBI 0aTapen Wil CPOK Iy KOBI OaTapen MpeBhIIIacT
COOTBETCTBYIOIIEE 3HaUCHHE KOMITIEKTa. OMIOKN MPOTOKOIUPYIOTCS KaK COOBITHSI.

[lenxauTte «Battery Pack
(KomriekT 6arapeit n).

1,2...» (Komrmekt 6arapeii 1,2...), 9T00BI OTKPBITH cTpaHUIly Battery Pack n

Mone

OnucaHue

Battery Pack 1, 2 (Komnnekrt 6aTtapen 1, 2)

Serial Number
(CepuitHbIN HOMeEP)
(ecnu npucyTcTBYyeT)

CepuiHbin Homep komnnekTa baTapen.

Firmware Revision
(Bepcus
MUKpONporpaMmmbl)

Homep Bepcun komnnekta 6aTapen.

Temperature
(TemnepaTtypa)

Temnepatypa B oTceke 6aTtapen, KOTOpylo nepefaeT AaTumK.

Status (CraTyc)

Ownbkun, oTHOCALWMECS K KOMNNekTy 6aTapei. OWMBKM NPOTOKONMPYOTCA Kak
cobbITMS M MOTYyT coobLLaTh cneayoLLyo MHOPMaLIMIO:

* TemMnepaTypa BHe AnanasoHa

* 00LLMe owmnbKn

* OLUNBKN CBA3N

* OTKITOYEHHAs CTOMKa KOMMJeKTa

* MMKpOMNporpaMmma HecoBMecTMa ¢ 060pya0BaHMEM

Health (CocTosiHue)

[laHHOe 3HauyeHne MoXeT coobLaTthb, YTo BaTtapes ncnpaeHa, NnpubnmkaeTca
OKOHYaHMe cpoka Cnyx0bl 6baTapen unn n3amMepeHHble 3HavyeHns datapen
YKasbIBalOT O MPUBNMKEHNN OKOHYaHWST cpoka CNy»0bl KOMMiekTa batapen.

OwmnbKM NPOTOKONMPYIOTCS Kak COObITUS.
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Mone OnucaHune

Installation Date

aTa YyCTaHOBKM KOMMJIeKkTa baTtapen. 3Ty AaTy MOXHO U3MEHUTD.
(OaTa ycTaHOBKM) fatay P y Aaty

Predicted
Replacement Date WBI1 BbluncnsieT, koraa notpebyeTcsa 3ameHa GaTtapen.
(NMporHosnpyemas Mone Health (CocTosiHne) BLIBOAUTCA HA OCHOBaHUM 3TON AaThbl.

para 3aMeHbl)

YHuBepcanbHbIV BBOA-BbIBOA B MeHIO «CocTosiHue»

MyTb: CocTosiHMe > YHMBepcanbHbI BBOA-BbIBOL,

@ Ota QyHknms noctymHa He 1 Beex MBI

Temmeparypa 1 BJIAKHOCTH — 34€Ch OTOOpa)kaeTcs UMsl, COCTOSTHHE TPEBOTH, TEMIIEparypa 1 BIaXKHOCTh
(ecnu moanepKuUBaeTCs) sl Kax10ro faryuka. lllenkHuTe Ms gaTduKa, YT00bl H3MEHUTH UM U
MECTOTIOJIOKECHUE WM HACTPOUTH IOPOTOBbIE 3HAUCHHS U TUCcTepe3nc. JJoNOIHUTENbHYI0 HH)OPMALIUIO CM.
B pazaene «JkpaH «Temmeparypa U BIa)KHOCTb»».

Bxonnbie KOHTAKTHI — 31eCh OTOOPAYKACTCS UMSI, COCTOSTHIE TPEBOTH M COCTOSTHUE KKIIOTO KOHTAKTa (OTKPBIT
WJTH 3aKPBIT). DTH JaHHBIC aBTOMATHUECKH ITOIYIAIOTCS U OTOOPAKAIOTCS 3/1e€Ch IPH YCTAaHOBKE YCTPOMCTBA IS
MOHHTOPHHTA OKpYy>Karoriel cpesl. LIlenxanTe nMs BXOTHOTO KOHTAKTA IS TTOTY9ICHHSI TOAPOOHOTO OITUCAHMS
COCTOSIHUSI WJIM JIJIs1 HACTPOMKHM 3HaueHuil. Eciin HacTpoiika KOHTaKTOB BBIIIOTHEHA, HO OHU HEAKTHUBHBI, 3TH
TTAHHBIE 37eCh He 0ToOpakaroTcs. J{omomanTensHy o HHpOpMAaIrio M. B pazzerne « OKpaH « BXOIHbIE KOHTAKTBDY.

BrixoHoe pejie — 371ech 0TOOpaXKaeTCst UM U COCTOSHUE KaXKJ0T0 pesie (OTKPBITO WIIH 3aKPBITO). DTH
JTAaHHBbIE aBTOMAaTHYECKH TOIYYaIOTCS U OTOOPaXKaroTCs 3/1eCh IIPH YCTaHOBKE YCTPOMCTBA [UIsi MOHUTOPHHTA
OoKpy>katomeil cpensl. ll{enkauTe MM BXOAHOTO KOHTAKTA IS OIYYEeHHS MOAPOOHOTO OMMCAHUS COCTOSHUS
WM 7151 HACTPOWKH 3Ha4eHUi. J[omoNHUTENbHY 0 HHPOPMAIIHIO CM. B pasjelne «DKpaH «BeixomHoe peneny.
[Tocaeanue coObLITHSI B OKPY/KAIOLICH Ccpe/le — 34eCh OTOOPaXKAIOTCSI COOBITHSI, OTHOCSIINECS K
MOHUTOPUHTY OKpPY’KaroIeH cpezpl, HapuMep HapyLIeHUE TOpora TeMIIEpaTypbl WIK COOOIIEHHE C
MpenyNpeKICHIEM OTHOCUTEIBHO BXOJHOTO KOHTaKTa MOHUTOpA OKpy»Katomien cpensl. LllenkHuTe cebuiky
«JlononHuTENBHBIE COOBITHS, YTOOBI YBUIAECTH HONHBIA CIIMCOK HENABHUX COOBITHI.

CeTb B MEHIO COCTOSAAHUA

MyTb: CocTtosiHMe > CeTb

Ha sxpane cetu comepxarcst HacTporiku [P, umenu momena u mopra Ethernet. CBeneHus 1o momsm cm.
B pazaene ««CeTb» B MEHIO KOHPHUTYPaLUU».
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YnpasneHue UBII

OYHKIIMY MEHIO YIIPABJICHUSI TO3BOJISIOT MPEANPUHUMATE HEMEITIEHHbIE AeicTBYs, Biustomue Ha BII u
po3etku. Cpeau HUX €CTh TakKe HEKOTOphIe (PyHKIIMH 0€30IaCHOCTH U CeTEeBBIE (DYHKITHH.

CwM. ciemyrontue pas3eisl:

*  «UBbII B MeHIO yIpaBIeHUSD

*  ««'pynmsl po3eTOK» B MEHIO YIPABICHU»
* ««be3zonacHOCTEY B MEHIO YIIPaBICHUS»

*  ««CeTb» B MEHIO YIIPABICHUDY

UBI1 B MeHIO ynpaBneHus

MyTb: YnpaBneHue > UBI

Ecnu BBIOpaTh mepeKiIrouaTenb U MENKHYTh «Jlameey, Ha CIeIyIoneM dKpaHe MOsSBUTCS KpaTKuid 0030p
BBINOTHEHHBIX JiecTBUH. [llenkuuTe «I IpuMEeHUTH» 7151 TPOJOJIKEHUS ICUCTBHUS.

HoctynHble neficTBust 3aBUCST OT Toro, uMeeTcs i MBI ¢ rpymmoit po3etok. B nByx Tabnuuax nanee
OTAETBHO PacCMaTPUBAIOTCS 3TH CITyYaH.

* «/[eiictBus Ha sxkpane UBII nis yerpoiictB C rpynmnaMu po3eTok».
* «/JleiictBus Ha skpane UBII mis yerpoiicts BE3 rpynm po3eToxy.

Cnenyromue GyHKIUU (IIaKKOB IPUMEHUMBI K 00CHM TaOIUIaM.

dnarxkok OnucaHue

Jnst UBII ¢ rpynmamu po3eTok 3TOT apaMeTp HEMOCTYIICH, €CIIH OTCYTCTBYIOT KJIMEHTEHI
PowerChute (cm. «Knuentst PowerChute Network Shutdowny).

KiauenTtsl Bribepure 3TOT (maskox I yBEJOMIICHHS BCEX CEPBEPOB, HACTPOSHHBIX Kak KIneHThbI
ceTeBoro cereBoro Beiksouenust PowerChute, xotopsie oOMeHuBaroTcst nHpopmameit ¢ stum MBI,
BBIKJIIOYEHHS 110 YTOOBI BBITIONHATE BHIKIIOUCHHIE B COOTBETCTBHHU CO 3HAYCHHUSMH, HACTPOCHHBIMU B MEHIO
CUTHAJLY ITapamerpsl ceTesoro seikmouenns PowerChute (cMm. ««BpIKiTIOueHHE» B MEHIO
PowerChute KOH(UTYpAITUI»).

OpnHaxo 3Ta GyHKIUS He OyJeT YBEIOMIISITh CEPBEPHI IPH BHIITOIHEHUHN JICHCTBUH 110
YIpaBJICHUIO B pexXnMe Oaiinaca.

IpomyckaTh Jannblii napamerp noctyneH toibko asst MBI ¢ rpynnamu po3erok. HemenyieHHOE BBIKIIIOUEHUE
3a/1epPIKKH NPU PO3eTOK Oe3 MPIMEHEHHS HACTPOCHHBIX 33AEPXKEK JUTS TPYII PO3ETOK.

OTKJIFO1CHHHU 3TO MOXET MOTPeOOBATHCS B aBApUHHOM CUTYaIIMN WM JJIsl SKOHOMUHM BPEMEHH aBTOHOMHOM
PO3€TOK pabotsl. Min B cityyae, Korja ycTpoicTBa Harpy3KH YK€ BBIKITIOUEHBI BPYYHYIO.
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Bonee nogpoOHbIe cBeneHHs 0 3aAepKKax M MapaMeTpax MpPHUBEICHHI B pa3neiax ««BpiximoueHune»
B MEHIO KOH(PHUTYparum», « IKpaH « YHUBEPCAIBHBIN BBOJ-BBIBOA» H ««[ PYMITBI PO3ETOK» B MEHIO
YIIPaBJICHUSD.

DeicTBua Ha akpaHe UBIM ana ycrpoiicte C rpynnamm po3eTok

DeilictBue OnucaHue

IIpuMeHeHre KOMaH] HEMEIUICHHOTO BBIKIIIOUCHHMS, Iiepe3alycka MUTaHus IePEeMEHHOTO TOKa
KO BCEM IpyIIaM po3eTokK (M. ««[pymmsl po3eTok» B MEHIO yIpaBieHus»). lllenkunute
«/laneey» s mpocMOTpa NOMOIHUTEIBHBIX CBEIEHUH O CHHXPOHU3ALMU U 3a1ePiKKaX.

BrIkit0ueHHE BBIXOJHOIO HANPSKEHMSI TPYIIIBI IEPEKIIF0YAEMBIX PO3ETOK, & 3aTEM OCHOBHOM
TPYIIIBI PO3ETOK (eCiu MpUucyTcTByeT). st 1r000# rpynmsl po3eToK, K KOTOPOH MPUMEHSIETCS

Ilepe3anycTurn . N
FDVILIEL DO3ETOK 9TO IefiCTBHE, UCIOIB3YETCs 3aAepAKKa, IPOJOIKUTENILHOCTL KOTOPOH HACTPOEHA B
l/fl};ﬂ P napamerpax «IIpomomKUTeNbHOCTh Mepe3arpy3Kum» U «3aaepikKKa MpU BKIIOUEHUN TTUTaHUSD.
(3ateM rpynmsl po3eTOK BKIIOYAIOTCS, €CIIU JOCTYIHO IUTaHUE IEPEMEHHOTO TOKa OT CETH,
WM O’KHUJIAIOT, KOTa OyAeT JOCTYITHO MTUTaHNE IEPEMEHHOTO TOKa OT CETH, YTOOBI BBITIOIHUTD
BkitoueHe. CM. pa3nen «OnucaHue TPYIIT PO3ETOKY.)
WBII BritouaeTcs1, €ciy 10CTYITHO IMTaHKE IIEPEMEHHOT0 TOKa OT CETH, HIIH OKUJIAET, Korna Oyzier
JIOCTYITHO IIUTaHHE MIEPEMEHHOTO TOKa OT CETH, YTOOBI BHIIIOJTHUTH BKJIIOUCHHE.
BxuttoueHre 0CHOBHOW TPYIIIBI PO3ETOK (€CIH MPUCYTCTBYET), a 3aTeM BCEX TPy
Bxiounrth MEePEKIII0YaeMbIX PO3eTOK. DTa (PYHKIHS OTOOpakaeTcs TOIBKO B ToM cirydae, eciu VBIT B
IPyNIbl PO3ETOK JlaHHbIN MOMeHT BkitoueH. lllenkaute «/lanee» s mpocMoTpa JONOIHUTENBHBIX CBEICHUN
UBIIL 0 CHHXPOHH3AIUH U 3a/IepiKKax.
3arem BmodatoTcs UBII u rpynmnsl po3eTok.
T — BrIkmioueHne BBIXOHOTO HAMPSKEHUS TPYIIBI MEPEKITI0UaeMbIX PO3ETOK, a 3aTeM OCHOBHON
FDVILIEL DOZETOK TPYIIIBI PO3ETOK (eciu npucyTcTBYeT). JIrobast rpymma po3eTok, K KOTOPOH NPUMEHSIETCS 3TO
l/fl};ﬂ P JIeWCTBHE, OCTAETCS BHIKIIOYEHHOI, TI0Ka NX MUTaHKe He OyaeT cHoBa BKItoueHo. LllenkHuTe
«/laneey» s mpocMOTpa NOMOIHUTEIBHBIX CBEIEHUH O CHHXPOHU3ALMU U 3a1ePiKKaX.
[TepeBoa rpynmn po3erox UBII B crisiuii pexkum 3a CHET OTKIIIOYEHHUS BBIXOAHOTO HAIPSKEHUS
WBII Ha nepuon BpeMEHH, OIPEACIICHHBIN ciaenyomuMy napamerpamu. Ilenkuure «/lanee»
JUTS IPOCMOTPA AOTIONHUTENBHBIX CBEICHUH 0 CHHXPOHHU3AIMHU U 3a/IepiKKaX.
I * JInst TpYII PO3ETOK UCIONB3YETCs 3a€pKKa, HACTPOEHHAs! B MapaMeTpe «3afepiKa Ipu
epeBecTH

OTKITIOUYEHHH TTUTAHUS, IEPE BBIKITIOYEHIEM HX MUTAHMA.
rpynnbl po3eToK

o L]
WBII B cnsmuii ITocne BoccTaHOBICHUS BXOAHOI'O IIUTAaHUA WBII Bxirogaer BBIXOAHOC IMUTAHUC I10

HCTCUCHHNHU JABYX 3a/IaHHBIX IEPUOJOB BPCMCHU: ((BpeMSI B CIIIIEM PCIKHUME» U «3anep>1<1<a

pe:xum
MIPYU BKIIIOUEHUU TUTAHUSD.
3arem UBII Beikimrodaercs. [1o ucteueHnn BpeMEHH, yKa3aHHOTO IS TapaMeTpa «Bpems pesknma
cHa» UBII Bkitouaercs, eciny JOCTYIHO MUTaHUE IEPEMEHHOTO TOKA OT CETH, UJTH OKUIACT, KOraa
OyZieT TOCTYITHO MUTAaHKUE IEPEMEHHOTO TOKA OT CETH, YTOOBI BEITOTHUTH BKITIOUCHHE.
Ilepesecrun UBII B .
pexum Gaiimaca OTH mapaMeTphl YIPaBISIOT UCIIOF30BaHAEM peknMa Oaifiraca, 9To TO3BOJISET BEITIONHATE
obcmyxxuBanue MBI, He oTKIIIOUast TUTaHHE.
Bosspar UBII u3

6aii JlaHHBII mapaMeTp AOCTYIEH TONBKO IS ONpefeNeHHbIX Moaenei Smart-UPS.
pexxnMa Gaiinaca

JlonoNMHUTEIbHY IO HH(POPMAIHIO O 3aJIepKKax M HACTPOHKax cM. B pa3zenax ««BpIkimoueHne» B
MEHIO KOHQUTYpaum» U «« [ pymIiel po3eToK» B MEHIO YIIPABICHUS.
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DencTBua Ha akpaHe UBI ana ycrpoiicte BE3 rpynn po3eTok

DeiictBne OnucaHue

[poncxomuT nepesaryck HOOKIIIOYEHHOTO 000PYIOBAaHHUS TOCIIC BBITOIHEHHS CICAYFOITHX
orreparid. (IllenxauTe «/lamee» s mpocMoTpa JOMOTHUTEIBHBIX CBEICHAH O CHHXPOHU3AINHT U

3aJIepiKKax. )
Ilepe3arpy3urts * Beiximtouenune nutanus UBILL
HbIl * [Turanue Ha MBI BKITtO9aeTcs mocie Toro, Kak eMKOCTh OaTaper BO3BpaIaeTcs K

MHUHHAMAIIbHOMY 3HAYCHHUIO B IPOLICHTAX, 3aJaHHOMY JJIsl apameTpa « MUHUMaNbHast
eMKocTh Oarapen» («Kordurypauus» - « Beiximiouenue» - «3aBepIIeHne BRIKIIOUCHH», CM.
paznen ««KoHTponupyeMoe paHHee BBIKIIOYCHUE» U «3aBEPIICHUE BHIKITIOUCHHY).

Bxrouenne miuranums UBIL. Ota dysknms otodpaxkaercs, ecii VBII BBIKITIOUCH.

Bxarouurs UBII .

[enkaute «/lanee» A1t IPOCMOTpa JONOIHUTEIBHBIX CBEACHUH O CHHXPOHU3ALUH U 3a/IePIKKaX.
BoIkiI04uTH HememienHoe BoIkItodeHHE BhIXoqHOTO HanpspkeHus MBIT 6e3 3axepxku BeikmrodeHus. MBIT
HUBII 0CTaeTCs BHIKIIIOUEHHBIM, ITOKa HE OYJIET BBIIIOJIHEHO MOBTOPHOE BKIIIOUEHHE.

UBII NEepeBOAUTCH B CHHH.[I/Iﬁ PEKUM 3a CHCT OTKIIFOYCHUS €0 BBIXOJAHOI'O HAIIPSKCHUSA HA
OHpCI[eJ'IeHHHﬁ nepuoa BpEMCHHU. U_[CJ'IKHI/ITC «I[anee» JJIL TPOCMOTPa JONOJTHUTEIIbHBIX

CBEJICHUI O CHHXPOHHU3AINA U 3aIepiKKaX.
IlepeBectn UBII

. * UBII oTkirouaeT BBIXOHOE HaIPSIKEHUE IO UCTEYEHUH BPEMEHH, 33/IaHHOTO B IMapaMeTpe
B CIIALIMHA PeKUM

<<3a;:[ep>1<1<a BBIKJITFOUCHU A .

M Korz[a BXOAHOC HAIpPsAKCHUC BO3BPAIIACTCA, WBII Bxmogaer BBIXOAHOC HANPS?KCHUE 11O
HUCTCUCHNH BPEMCHHU ITapaMeTpa ((BpeMiI PeXKrMa CHa».

HO,Z[HCp)KI/IBaIOTCH CJICAYIOHNEC ﬂeﬁCTBHHI

IlepeBectu UBII B * Tormeko g IBIT Symmetra 1 HEKOTOPBIX IPYTHX YCTPOUCTB: OHH YIPABIAIOT PEKUMOM

pexxnm Gaiinaca u Oaiimaca, O3BOJIAIONINM OCYIIECTBIATE oO0cmyxuBanre MBII Symmetra u HEKOTOPBIX

BoiBectu UBII u3 ycTrpoiictB Smart-UPS, He Brikitouast nmutanne MBI

peixuma bajinaca lenkauTe «/lanee» mis mpoCcMOTpa AOMOIHATEIBHBIX CBEICHUH O CHHXPOHU3AIUH 1
3aJIepIKKax.

«Fpynnbl po3eToOK» B MEHIO ynpaBrieHus

MyTb: YnpaBneHue > pynnbl po3eTokK

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

Hcnone3yiiTe 3Ty QyHKIMIO AJIS BKJIIOYEHHS, BBIKIIIOUCHHS U II€PE3aIlyCKa OTACIbHBIX IPYIII PO3ETOK SIBHBIM
o6pazom Ha UBII. (Ha 30l cTpanuIle mepedrcistioTcs IMEHA M COCTOSHUS KaK01 Tpymsl po3eTok MBI,
KoTOpas Obu1a HacTpoeHa B pyHkuuu Kondurypauns - I'pynisl pozetox; cM. pazaen ««[pynis! po3eTok» B
MEHIO KOHQUTYpaLHN).

JUJis KaX10¥ rpyMITbl pO3ETOK MOXHO BBIOPATH JIFOOBIC IPUBEJACHHBIC HUXKE JCHCTBUS (MIIM OTMEHHUTB BEIOOD
Bcex aeiicTBuil). Jlanee mpencraBieHbl OTHOPA30BhIC JCHCTBUSL.

* Ecnu rpymnmna po3eTok HaX0AUTCS B COCTOSHUU BBIKJI.:
— BKJ1. HeMeaJIeHHO

—  Brui. ¢ 3aepixioii: BKIFOUEHHE TPYTITHI PO3ETOK MIPOUCXOAUT CITYCTSI OTPEAETICHHOE BPeMs
B CEKyHJIaX, 3aJjaBaeMoe B Imapamerpe 3ajiep:xka npu Briawdenun nutanns. (CM. pazaen
««BBIKITIOYeHNE» B MEHIO KOHQUTYpALIUI».)
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e Ecmm TpyIiina HaXOOUTCA B COCTOAHUUA Bkur.:
— BbIkJ. HeMeIJIeHHO

—  BpikJ1. ¢ 33/1epiKK0ii: OTKIIOUEHHE TPYIITBI IPOUCXOAUT CITyCTSI ONPENEIICHHOE BPEMS B CEKyHIAX,
3a7aBaeMoe B MapaMeTpe 3a/1epikka npu OTKIoUeHnn nutanmns (cM. ««BeIkimoueHne» B MEHIO
KOH(UTYpaLUN»).

— Ilepe3arpy3nTs HeMeJIEHHO: TPOUCXOAUT MTHOBEHHOE OTKJIFOUEHHE IPYIIbI, 3aTEM OHa
BKJIIOYAETCs CIyCTs OIPEAEICHHOE BPEMs B CEKyHaX, 331aBa€MO€ B IIapaMeTpe
ITponoknTeIbHOCTE epe3arpy3kn (cM. ««BpIKitoueHre» B MEHIO KOHQUTYpaIHN) |
3ajep:KKa NP BKIOYEHUU MUTAHUS.

— [Ilepeszarpyska c 3a/1epKKoii: OTKIIIOUCHHE TPYIITBI TPOUCXOIHUT CITYCTs ONPEAETICHHOE BpeMs
B CEKYH/IaX, 33/1aBacMo¢e B IapameTpe 3ajiepskKka mpu OTKII0UeHn MITaHsl, 3aTeM OHa
BKITIOUAETCs CITYCTs ONPEIEICHHOE BPEMs B CEKyH/IaX, 3a/laBaeMo¢ B TlapaMeTpe
[TpooKNTEILHOCTD Mepe3arpy3Ku U 3a/iep:KKa MpHu BKJIIOYEHHH ITUTAHUS.

— BBIK/JIIOYUTH HeMEIJIEHHO, NMepe3anycK NP Mnojaaye nepeMeHHOro TOKa: MPOUCXOIHT
MT'HOBEHHOE BBIKJIIOUCHHE IPpyNIIbl. Yepes onpeaeneHHoe BpeMs, 3aJaHHOE B CEKYH/aX B
napamerpax [IpomosKuTeIbHOCTH Nepe3arpy3Kku 1 3ajep:KKa NpH BKJIIOYEHHH MHTAHUS,
MpoBepsieTcs, YTO UMeeTcs HanpsbkeHne nepeMeHHoro toka u MBI monnepxuBaet TpeboBanue
MUHUMAaJIbHOTO BPEMEHH aBTOHOMHOMW Pa0oTHI, a 3aTeM BKJIIOUAETCs TpyIIa.

— BBIK/IIOYHTS € 32/1€PKKON, IIepe3alycK IPH Moa4ye IePEMEHHOI0 TOKA: OTKIIOYCHUE TPYIIILL
IIPOUCXOUT CITyCTsl OIPEJEICHHOE BPEMS B CEKYH/IAX, 3aaBAEMOE B ITapaMeTpe 3a/Iep:xKa 1pu
OTKJIIUeHNU nuTaHust. Yepes onpeaereHHOe BpeMs, 3aJaHHOE B CEKYH/1aX B apaMeTpax
IIpoxosKuTEIbHOCTD Nepe3arpy3ku U 3a/iep:KKa NpH BKJIYEHUN MMTAHUS, IPOBEPIETCH,
YTO UMEETCsI HarpspKeHue repeMenHoro Toka u MBI nonnep:krBaet TpeOoBaHNE MUHUMAJIEHOTO
BpPEMEHHM aBTOHOMHOI paboTHI, a 3aTeM BKIIIOYAETCsI TPyIIa.

[ocne BeIOOpa melicTBUS mEenKHUTE «/lanee» it MpocMOTpa MOAPOOHOTO OMUCAHUS JISHCTBYS, BKITIOYAs
naHHble Bcex 3anepkek. lllenkaute «[IpuMeHUTH, 9TOOBI TOATBEPAUTD TO JACHCTBHE.

«be3onacHoCTb» B MEHIO ynpaBrieHUsA

MyTb: YnpaBneHue > be3onacHocTb > YnpaBneHne ceaHCOM

Ha skpanax npencTaBieHbl HOAPOOHBIC CBEJCHUS O MOJIH30BATENSX, BBITOTHUBIIINX BXOJI, HCIIONb3YEMbIi UMH
nHTepdetic (BeO-uHTepdeiic moap30BaTeNs WK HHTEpPEiic KOMaHIHOM CTPOKH), uX IP-anpec u WIMTETLHOCTD
MIPUCYTCTBHS B CUCTEME.

HpI/I HaJIM4UuHn HeO6XOI[I/IMI:IX IpaB MEJIKHUTC UM JJId IPOCMOTpa CPCACTB ay'TeHTI/I(I)I/IKaLII/II/I, HCIIOJIB3YyCMbIX
JJId IPOBEPKU JIMYHOCTHU MTOJIB30BATCIIA. MO’XHO TaK>X€ HCIIOJIb30BaTh KHOIIKY 3aBCpHII/IT]) ceanc oyl BbIBOJa
TIOJIB30BATCJIA U3 CUCTCMBI.
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«CeTb» B MEHI0 ynpaBreHus

MyTb: YnpaBneHue > CeTb > COpocutb/nepesarpy3utb

Ucnonesyiite 3T QyHKUIUM 11 cOpoca pa3nuiHbIX QYHKIMK IIIaThl CETEBOr0O YIPaBiIeHUs U HHTepdeiica
MIOJIb30BAaTEs.

DeiictBue OnucaHue
Hepe3arpyska N .
unTepdeiica [lepesarpy3ka uaTepdeiica ynpasieHus (HanpuMep, BeO-uHTEpdetica morp30BaTes,
P nHTep(eiica KoMaHTHOH CTPOKK) 0e3 OTKIIIOUEHUS U Iiepe3arpy3Ki caMoro yCTpOICTBa.
yIpaBJeHHus

OCTOpO’KHO: TIPU BBIIOJTHEHUH 3TOH ONepaIiiy BCE HACTPOCHHbIC 3HAUCHUSI OyIyT
COpOIIEHBI K YCTAHOBICHHBIM IT0 YMOJIYaHUIO.

Ecmu ve BBIOpaH mapametp nckiounts TCP/IP, Bce HACTpOCHHBIC 3HAYCHHS U TTApaMETPhI
cOpachIBarOTCA K YCTAHOBICHHBIM TI0 YMOTYaHHIO, BKIIIOYAs ITAPAMETP, ONPEACIIOMINH, KaK
JAHHOE YCTPOWCTBO JOIDKHO TONIydaTh 3HaueHws koHpurypanun TCP/IP n kxonpuryparmm
EAPoL. [To ymomaanuro s mapameTpoB koHpuryparuu TCP/IP ucnionssyercst DHCP,
3HadeHue nocryna k EAPoL, «oTkiroueHo.

1

Copocurs Bee Ecmm BrI BEIOEpeTe mapamertp nckaounTs TCP/IP, Bece cymecTByore 3HAYCHIS 1

HaCTPOWKH, 32 NCKITIOYEHHEM TTapaMeTpa, KOTOPBIH OIPEIENsET, KaK 3TO YCTPOHCTBO TOIKHO
noryunth cBoit TCP/IP, n 3Havenns koHduryparwm EAPoL cOpaceiBatoTcst K yCTaHOBICHHBIM
TI0 YMOJTYaHHIO.

IIpumeuanue. B Bepcun 6.8.0 gpynxumst Copocuts Bee (Reset All) Taroke cOpacbiBaeT MMs
TI0JIb30BATENIS M MTapoib J10 3Ha4YeHMH 1o ymomdanuro. [Ipu 3amycke ¢pynkimu «COpocuTh Bcey
Ha YYETHYIO 3aIHCh CYNEePIOIb30BaTeNs IOCTYIHT 3alpOC Ha BBOI HMEHH I0JIb30BATEIIS

1 TIapoJIs.

TCP/IP: cOpoc mapaMeTpa, KOTOPHIH OMpeneNnseT, Kak YCTPOWCTBO JOJDKHO ITOTydaTh CBOU
3HaueHus koupurypauu TCP/IP, Bkirouas konpurypanuto EAPoL, kotopas Bo3Bpariaercs
K 3HAYEHHIO «OTKIIoYeHO». [1o ymomuanuto s napamerpa koudurypauuu TCP/IP
ucnonsdyercs DHCP, 3Hauenue noctyna k EAPoL — «otxitoueHo».

Kondurypanus codsiTusi: cOpacsiBacT COOBITHS K HACTPOHKaM 1o ymordanuio. Jlroboe
KOHKPETHO HACTPOEHHOE COOBITHE MM TPYTIIa COOBITHH TaKXKe BEPHETCS K 3HAYCHUIO 110
yMom4aHuto. CMoTpute « MEHIO yBEIOMIIEHUI.

Suauenust UBII o ymosi9anmio: yCTaHOBKA 3HAUEHUH 110 YMOJIYaHUIO TOJIBKO JUIS
napameTpoB UBII, ceTeBbie HACTPOWKU HE MEHSAIOTCSI.

OTta (1)yHKHI/I${ JAOCTYITHA TOJIBKO B TOM CJIy4ac, €CJIN MOAKIIOYCHO YCTpOﬁCTBO KOHTPOJIA

Toubko
| | OxpyxeHusL.

Nepe3anycTuTh . . -
CurHaJjpl TPEBOTH NPH pa3phbiBe CBII3M ¢ OKPYJKaIOIIEel cpeoii: cOpoc BCeX CUTHAIIOB

TPEBOTH, KOTOPbIEe OBUIN BBI3BaHBI OTEPEH CBSI3U C BHEIIHUMH JaTunkamu. Hanpumep, eciau
JIaT4YMK TEMIIEPaTyphl OTCOSIUHMIICS, YTO MPUBEIIO K IMOSBICHUIO CUTHAJIa TPEBOTH, cOpOC
CHUTHAaJa IOTEPH CBS3H BEPHET CUTHAIU3ALMIO COCTOSIHUS JAaHHOTO JaTulKa B HOPMAJIbHOE
TIOJIOXKEHUE.

IMpumeyanue. [y cOpoca CUTHAIOB TPEBOTH TaTIHKA, ITOAKITIOUCHHOTO K YHUBEPCATEHOMY
TIOPTY aTYMKOB IUIAThI ceTeBoro ynpasienust AP9631 wiu AP9635, orcoequHuTe v BHOBb
TOAKITIOUNTE JaTIHK WITH Tepe3alrycTuTe nHTepdeiic ynpasieHns.

[TonnTuka ynpasienusi: cOpoc HaCTpoeK, KOTopble onpenenstot, kak [ICY Oyner
pearupoBaTrh Ha CUTHAJIBI TPEBOTH, IOCHITIAEMbIE YCTPOHCTBOM BBOJIa-BBIBOJIA C CYXUMHU
KOHTaKTaMH.

1C6poc HACTPOCK MOXKET 3aHATH OKoJIo MUHYTHL. Hactpoennoe ums UBII ve Oyxet cOpomieHo
(cm. «Oxpan «UBIT: obmee»).
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HacTtpounka napameTtpoB: 1

C moMOIIIBIO 3JIEMEHTOB MEHIO0 KOH(OUTYpany MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoOB
UBIT u IICY.

CwM. cnenyromiue pasznensl U pasnen «Hactpoiika mapameTpos: 2».

*  ««['pymnmsl po3eTOK» B MCHIO KOH(PUTYPAITUI
* «HacTpoiiku nmuTaHusi B MEHIO KOH(PHUTYpAITHIDY
*  ««BrIKITIOUCHUEY B MEHIO KOH(DUTYPAITAID
*  «Oxkpansl «UPS I/O» (BBoa-BeiBon UBIT)»
*  «DkpaH «Pacrucanne caMoIuarHOCTHKIY
* «llraHnpoBaHWE BHIKITFOUCHUSD)
*  «OxpaH «OOGHOBIEHNE MPOIINBKID
¢ «Kmuentsr PowerChute Network Shutdown»
*  «OKkpaH «YHHBEPCATLHBIN BBOI-BBIBOI»
*  «MeH1o «be301macHOCTb»»
I[Mpumeuanue. HexoTopeie mapamMeTpsl KOHGUTYpaIlMi MOXKHO YBHIETh Ha SKpaHe ¢ 0030poM

rkoHburyparmu (Configuration Summary): Hacrpoiika (Configuration) > Cetn (Network)
> Cpoaka (Summary).

«pynnbl po3eTOK» B MeHIO KOHUrypauum

MyTb: KoHdurypauua > Npynnbl po3eTok

Ora ¢yukuus gocrynHa He 11 Becex UBII. C ee moMoIip0 MOKHO 0TOOpaXkaTh M HACTPAUBaTh 33ICPIKKU
PO3ETOK | MOCIEA0BATEIHEHO CTEH.

CM. Takxke <<prr[m,1 PO3CTOK B MCHIO COCTOSIHUS», ««prnnbl PO3CTOK» B MCHIO YIIPABJICHUS) U
««BBIKIIOYEHHE» B MECHIO KOH(i)I/IpraI_II/II/I».

OnucaHue rpynn po3eTok

['pynmmpoBaHue po3eTOK BO3MOKHO TOJIBKO JUIA HEKOTOPBIX ycTpoiicTB MBII. UToOb! onpenenuTs,
nojep>kuBaet u yerpoictBo MBI rpymmer pozerok, odparurtecs k jokymenTaruu mo UBIL.

JoctynHble HacTpoiiku 3aBUCAT oT Mozaenu UBII.

OcHoBHbIe rpynnbl po3eTok. B HekoTopeix yctpotictBax UBII monaya nutanus mepeMeHHOTO TOKa
MpeaycMOTpeHa JIsl OTHOW OCHOBHOM Ipymnmbl po3eToK. OCHOBHas rpyIia pO3eTOK YIPaBIsieT
pacnpeseneHreM IUTaH!A [0 BCEM T'pyInaM nepekintouaemMbix po3etok MBII (ecau oHM nMeroTcs).
* Ecnu ocHOBHas rpymnma po3eToK OTKJIIOYEHA, TO TPYIIIBI IEPEKII0YaeMbIX PO3ETOK HE MOTYT OBITh
BKJIFOUCHBI.
* Ecnu oTKIIOYUTH OCHOBHYIO Ipyniy po3eTok, UBII cHagana oTkrouaeT rpynmsl NepeKiIroyaeMbIX
PO3ETOK, a 3aT€M OCHOBHYIO TPYIIILY.
e Jlns BKIIIOUEHUS TPYIIIIBI IepektouaeMbix po3eTok MBI nomkeH cHadana BKIOYUTH OCHOBHYIO
TPYMILy PO3ETOK.
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rpyl'll'lbl nepekKkn4vyaeMbIX PO3ETOK. * Kaxc,uaﬂ IepeKiIroIacMas po3€Tka MOXCT BBITIOJIHATL HCﬁCTBHH
HE3aBHCUMO. MOXKHO 3aIlyCKaThb UK OCTAHABJIHMBATD 3TH PO3CTKHU IO IMMOPAAKY, a TAKIKC IEPC3aIlyCKaTh
yCTpOﬁCTBa, MOAKIIFOYCHHBIC K 9TUM PO3CTKaM.

HacTtpouka rpynn po3eTok

Wmsa n tun rpynnsl po3seTok. [IpocMoTpuTe nms, Tum u 3aaepxku st po3etok MBI Ha skpane
— . lllenkHUTE MMS TPYIIIBI PO3ETOK B pazaesne IUIsl U3MEHEHUS ee
HAacTPOEK, B TOM YHUCIIE 3allepXKEK MOCIIeI0BATEIbHOCTEN 1 MapaMEeTPOB pacIpeie/IeHHUsI Harpy3Ku.

lMporpammHbie napameTpbl. Hactpoiiku 3aBucar ot ycrpoiictea UBII. HMcnons3yiiTe nporpaMMHbIe
rapaMeTpsl, YTOOBI orpeenuTh, kak MBI Oyner pearnpoBaTh Ha KOMaH/bI MTOJIE30BaTEI.

Mone OnucaHue
3anep:kka npu Korma ata rpyrma po3eTok BKIIOYeHa, OHA OXKHIACT B TEIEHUE ATOTO BPEeMEHH (B CEKYyH/IaxX)
OTKJIIOYECHUH IEPET BBIKITFOYCHHUCM. YcranoBuB 3I€CH Pa3HOC BPEMA IJIA PO3CTOK, MOXKHO 3a/1aTh
NMUTAHUSA ITOCJIETOBATCIIbHOCTD UX BBIKITFOYCHUA, T. €. YKa3arh IOPAJIOK, B KAKOM OHHU 6y,Z[yT BBIKJIFOYATHCA.
ﬂpOIlOJ])KI/ITEJII)HOCT])

Po3eTka oxumaeT B TeUEHHE 3TOTO BPEMEHH JI0 IIepe3ammycKa.
nepe3arpy3ku

Korma sTa rpymma po3eTok BEIKIIOUEHA U TPUHUMAET CUT'HAJ HA BKIIIOYEHUE, OHA OXKU/IAeT B
TEUEHHE ITOTO BPEeMEHH (B CEKYHJax) Mepe BKIFOUEHNEM. YCTaHOBHUB 3/1€Ch Pa3HOE BpeMs
JUTS PO3ETOK, MOKHO 3a]1aTh TIOCTIEIOBATEIFHOCTD X BKITIOYCHUS.

3aaep:KKa npu
BKJIKYCHUHU NUTAHUSA

MunumajibHoe
BpeMsi aBTOHOMHOM
Pa6oThI HA BBIXOJE

Hepez[ TMMOBTOPHBIM BKJIFOUCHHUCM UBII JOJIDKCH o0eceunTh OIMpCACICHHOC MUHUMAJILHOC
BpEMs I IOAACPIKKU HArpy3KHU.

MapameTpbl copoca Harpy3ku. COpoc Harpy3KH ITO3BOJSIET YKa3aTh YCIOBHUS, BEI3BIBAIOITHE TIOTEPIO
MUTAHUS HA OTIENBHBIX IPYIIAX MEPEKIIOYACMbIX PO3ETOK.

I[Ipumeuanue. Ecnu ucnons3yercst mapameTp ceteBoro BeikiaoueHus PowerChute aiist ynpasnenus
WBII, He pexoMeHTyeTcs UCTIONb30BaTh MapaMeTphl BeIKIodeHHs anekTpudyectsa [ICY, Tak kak
OHHU MOTYT KOH(JIMKTOBAThH C HACTPOIKaMHU IPyMIIbl PO3ETOK, YkazaHHbIMU B PowerChute.

[Tpumepom ucmonb30BaHus cOpoca HArpy3KH SIBISETCS OTKIIOYEHNE HEKPUTUYHBIX HArpy30K TUIIA
MoHUTOPOB, Koraa MBII padoraer oT OaTapen Wiiu meperpykeH. ITO MO3BOJISAET COKOHOMHTD 3apsT Oarapen u
MPOJUTUTH BPeMs pabOThl BAXKHEHIITMX HATPY30K. J[pyruM MpUMEpOM SIBISICTCS BHIKIFOUCHUE aBTOMATHYECKOTO
nepe3amnycka mocie Neperpy3ku ¢ meilbi UCCIeTOBAHMUS MPUIMHBI IEPETPY3KHU Tepe]] MOBTOPHBIM
BKJIFOUCHUEM TPYIIIBI PO3ETOK.

[TapameTpsl MO3BOJISAIOT BRIKIIIOUATh TPYMITYy po3eTok mpu coomroaenun JIKOBbIX U3 yka3zaHHBIX YCIIOBHM:

* IIpU NpEeBBILIEHUN BpeMEHH paboThI OT Oarapen B MUHYTaX;

*  IIpH JOCTHXCHUU MUHUMAJIBHOTO OCTATOYHOTO BpeMeHH paboTsl BII B MuHyTax; (BpeMst paboThl —
ATO MPOAOIKUTENHEHOCTE paboThl MBII oT OaTapen mtst moamepskanus TEKyIeH HArPy3KH);

* UBII neperpyxeH (TpeOoBaHMs K MUTAHUIO YCTPOUCTB, noakoueHHbIX K MBII, mpeBsimatoT
MOIIHOCTh, KOTOPYIO MoxeT obecnieuntsh MBIT).

MO>KHO TaK>X€ BKJIFOYUTh ccayronmume ,ELGI\/’ICTBI/ISK

. . (OTKMIOYEHNE TPYIITBI TPOUCXOAUT
HeMenJIeHHO 0e3 0KUIaHus BPEeMEHH, 3a/1aBaéMOro B CEKyH/]aX B ITapaMeTpe
. Ilo ymomuaHuI0O 3TOT TapaMeTp OTKIIFOUEH. )
. . (Ocraercs
BBIKJIFOUEHHBIM I10CJIE BOCCTAHOBJICHUS IEPEMEHHOTO HANPSDKEHUS B CETH. DTOT NapaMeTp OTKIIOUYEH
1o ymosryanuto, u BII ket B TeueHre onpeielICeHHOIO BPEMEHH, 3aaBAEMOT0 B CEKYHaX B
napaMmerpe , @ 3aTeM BKJIIOYAET TPYIIIBI PO3ETOK.)
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Cob6bITHA 1 NpepbIBaHUA AN rpynnbl Ppo3eToK. M3MeHeHne coCTOSHUS IPYIIIBI PO3ETOK FEHEPUPYET
coObrtre BIIL: ['pynna po3eTok BKIIIOYEeHA CO CTENEHBIO cepbe3HocTr «MHbopMarmonHasy wim U BI1:
['pynmna pozerok BBIKJIIOUEHA CO CTENEHBIO cepbe3HocTH «lIpenynpeaurensHoey. @opmar coobueHus o
coobrTuax: «UPS: I'pynna po3eTok Homep _epynnsl, ums_epynnel, oeticmsue o npuyurey». Hanpumep:

UPS: Outlet Group 1, Web Server, turned on.
UPS: Outlet Group 3, Printer, turned off.

ITo ymMomuaHuio COOBITHE TEHEPUPYET 3aIMTNUCH B )KypPHAJIE COOBITH, B BJIEKTPOHHOMN ITOYTE W B CHCTEMHOM
xypHaie (Syslog).

[Ipu HacTpoiiKe TPHUEMHUKOB IPEPHIBAHUS TSI COOBITHI TeHepUpYeTCs IpephiBanme 298 BO BpeMs BKITFOUCHHS
TPYTITBI PO3eTOK M 299 — mpH BBIKITIOYEHUH TPYHIIBI po3eToK. Coo0IeHne 0 COOBITHH SBISETCS apTyMEHTOM
MIpepBIBaHUs. YPOBEHb CEPbE3HOCTH 110 YMOTYAHUIO TAKOH K€, KaK M IS COOBITHS.

HacTpouku nutaHma B MeHK0 KOHcpurypaumm

MyTb: KoHdurypauma > Hactponku nutaHums

HoctynHele HacTpoiiku 3aBucsT ot moaenu UBIL.

HomunajibHoe BLIX0AHOEe HANIPSIZKeH e — 3TO HaNpspKeHUe IIepeMeHHOTo Toka, kotopoe MBI
[IPENOCTaBIsAET HArpy3ke. MOXKHO HACTPauBaTh CIEIYIOIIUE 3JIEMEHTHI, 3aBUCSILINE OT YCTPONUCTRA!

M BerHee 1 HUKHCC 3HAYCHUA IMapaMeTpa Hanpﬂmemle ONpeACIIAOT AUAINIa30HbI, B KOTOPBIX HBbII
ABTOMAaTUYCCKU PETYIUPYCT BBIXOAHOC HAIIPSIKCHHUEC, ITIOAABACMOC Ha HAT'PY3KY. 210 3alIAMIACT HArpys3Ky.

[Tpu npeBbiIeHnn BepxHero 3HaueHust HanpsbkeHus MBI ncnonsiyer ¢ynknuio «Ilormxenue
Hanpsokenus APH»; npu HanpsbkeHnn Hike HbkHero 3HadeHus: MBIT ucnons3yer hyHKIuio
«IloBrimenue HanpspxeHuss APH» (nmu nepekimrogaeTcs Ha padoty ot 6arapewn, eciu MBI He nmeer
¢dbynakun «IloBeimenne HanpsokeHust APH»).

* [lpu BriroueHHOH GyHKIMU Pesknm coepesxennusi yneprun MBI paboraer B pexume Oaifmaca u
UCTIONB3YeT SHepruio oonee 3¢pPpexTrBHO. OJHAKO B IKOJIOTHYHOM PEKUME YMEHBIIAETCS! CKOPOCTh
nepexozaa Ha nutanue ot 6atapen WBII npu HeobxoqumocTu. Ecnu B ucnonb3yeMoii cpene
HEOOXOMMO OBICTPOE MEPEKITIOYCHUE, MOYKHO BBIKIIIOUUTH SKOJIOTUIHBINH PEXKUM.

* UBII pearupyeT Ha IOMeXH B JIMHUY 11O/Ia4X TUTAHUS, TIEPEKIIOYAsICh HA TUTaHUE OT OaTapeu.
[TapameTp YUyBcTBUTEILHOCTE TO3BOJISIET U3MEHUTH BpeMsd peakiinyd UBII Ha momexu B JTMHUMU.
Wcnionp3yiite 3nauenmst [lonmkennasi 1 Huzkoe, 910051 mo3BouTh MBI npruHIMaTE IOABOTHMOE
MUTaHKE C TIOMEXaMH B Te4eHHue Ooliee TUTEIHHOTO IMePHoa, TIPEXk/Ie YeM MepeKITIodaThCs Ha
nuTaHue ot Oarapeu. Mcmonb3yiite 3Hauenne Huskoe, korja o moABOANMOM MTUTAHUU U3BECTHO, YTO
OHO COTIPOBOXKIAETCS OONBIIUM KOTMYECTBOM IIOMEX B JIMHUHM, HATIPUMED, KOT/Ia MUTaHUE IMTOJAETCS OT
re’eparopa.

* ]\"IOll_lHOC'l'b PO3€TKHU B BT: MakcuMalibHass HOMUHAJIbHAs MOIIHOCTBH B COOTBETCTBHH C Tpe6OBaHI/I$IMI/I
YCTPONCTB HArpy3KH.

* Hactpoiiku baiinac onpenenstoT ycioBus, pu KoTopbix MBIT MOXeT nepekitoyaThCcsi B peXUM
Oaiiraca.

e AC Qualification Time (BpeMs mpoBepKH CETH ITEPEMEHHOTO TOKA): BpeMs, HEOOX0IUMOe JIJIs
HAXOX/ICHUS NTapaMeTPOB BXOJHOM CETH MEPEMEHHOTO TOKA B JIOMYCTUMOM JHAINa30He, 10 OObSBICHUS
0 TOM, YTO MapaMeTPhI JOIMYCTUMBI
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«BblknoyeHue» B MeHI0 KoHcurypaumm

MyTb: KoHdurypauusa > BbiknroyeHue

Hcnone3yiiTe 3TOT 3KpaH AJisl HACTPOWKHU mapaMeTpoB BeikimtoueHus MBI, cM. cienyromnyro Tabauily 1 pasuesn
««KoHTponupyemoe paHHee BBIKIIOUEHUEY U «3aBEPIICHNUE BBIKIIOUEHUIM.

Ha4yano BbIkNO4YeHUs

OmpeneneHue 3aAepKEeK U IPOAOIDKATEIHFHOCTEH, NCITOB3YEMBIX TIPH HeoOXomuMocTH BeIkTtodeHus MBI

Mone OnucaHue

s YIBII, paGotarormero ot 6arapeu, STOT apamMeTp ONpeiesIIeT HOPOTroBOe 3HAYEHHUE OCTaBIIETOCS
BpEMEHH paboThl, 10 ucTedeHnH kKotoporo Ha MBI BritowaeTcst cocTosHre HU3KOTO ypOBHS 3apsizia

Iponomxurens- Oarapen. Hanpumep, ecrut st mapamerpa «[IpomomkuTebsHOCTE paboThI IPH HA3KOM 3apsizie
HOCTBH PadoThIMpu | OaTaper» yCTaHOBJIEHO 3HayeHue B 10 MMHYT M IPOTrHO3UpYeMOe ocTaBleecs Bpems padots MBI
HH3KOM 3apsiae nocturaer 10 MUHYT WM MeHee, BKITIOYaeTCs] COCTOSTHHE HU3KOTO YPOBH: 3apsina Oarapen. Ecim ne
Oarapeu BoccTaHOBUTH utanue MBI ot ceTy, oH BBIKITFOUNTCS, KoT/Ia 6atapest pa3psiauTcs.

B cocTossHIM HU3KOTO YPOBHSI 3apsifia Oaraper BCe KIIMEHTHI ceTeBoro oTkimoueHust PowerChute,
ces3annblie ¢ [ICY, OynyT BBIKITIOUCHBI.

PaccuutreiBaeTcs 3a1CpiKKa, HCO6XOI[I/IMaH JJIs TOTO, YTOOBI Y Ka)XAa0ro KJIMCHTa PowerChute
OBLIO BpEMs AJId MATKOTO BBIKJIFOUCHUSA, €CIIN UBII unu knuent PowerChute 3aIllyCKacT MAT'KOC

BBIKJTIOUCHHE.
Makc. Tpedyemast * DTO0 MaKCUMaJIbHAs 3aJIeprKKa BBIKIIIOUEHUS], HE0OX0ANMast JII000OMY U3 CEPBEPOB B CIIHCKE
3a/1epKKa KIIMEHTOB ceTeBOro BhIKitoueHns1 PowerChute.

* OHa paccuuThIBacTCs NP BKIIOYEHUH WITH cOpoce nHTepdeiica ynpasienust VBl nim npu
BEIOOpE Mapamerpa Buinysicoennoe coznacoeanue v KHONIKH «I[IpuMeHNTHY.
Cwm. pasgen «3anepxka BeikimodeHus u PowerChute Network Shutdowny.

BbiknioyeHne OCHOBHOW CUrHanm3auum.

OcCHOBHAsI CUTHAJTU3AIIMSI WITH «IIPOCTasi CUTHAIU3AIMSDY — ATO MPOCTOi crmocod B3anmoneiicteust MBI

C cepBepoM, pabouel cTaHIMel WM CHCTEMON CTOPOHHETo npou3BoauTels. [Inara pacmupenus narepdeiica
2 (AP9624) — 310 NONOIHUTEIbHAS IPUHAIICKHOCTD € MOIIepxkKoi Smart Slot, koTopast MOXKET 00eCIICUUTh
npoctyto curHanusanuto 1 UBIL TIpocrtaa curnanuzanusa UBI1 MOXeT OCyIeCTBIATh YBEAOMIIEHUE U
MSTKOE BBIKIIOUEHUE CUCTEMBI, HO HE TIPEAOCTaBISIET (DYHKIUI HEIPEPHIBHOTO PACIIMPEHHOTO MOHUTOPHUHTA,
JOCTYITHBIX TIPH PACIIMPEHHON WM HHTEJUIEKTYyaIbHON CUTHAU3AIINN.

Hpumeuanue. [Tpu nucnonp3oBannu PowerChute Network Shutdown e pexomenmyercs
HCTIOJIB30BATh BHIKIIOUEHHUE OCHOBHOM curHanuzaiuu. s Hekotopsix moneneid UBII takue
(hYHKITHH, KaK BBEIKITIOYCHIE OCHOBHOM CHTHATM3AIINN, MOTYT MTOBIHATE Ha BeIKIItoueHUE MBI

Y TIepeoTIpeeNTh POIOIHKUTEIHHOCTE paOOTHI TIPH HU3KOM 3apsse OaTapeu, KoTopas
ucnonssyercs nporpammoii PowerChute amst pacuera o6miero TpedyeMoro BpeMeHH BBIKITIOUEHHUSL.

Mone OnucaHue
Bxirounte napamerp «BbIKIOU€HHE OCHOBHOM curHanu3anumny, eciu k MBI nonkitoueHn
Beikiouenne cepBep, pabouasi CTaHIMSI WIIM CUCTEMa CTOPOHHETO ITPOM3BOIUTEINS C ITOMOIIBIO Kabens
OCHOBHOH OCHOBHOM cHTrHanu3anmu. Brimounre oty gyHKIuUI0, eciu ncrons3yemsiid BIT He
CHTHATU3ALHHA MOJAEP’KUBAET PACIIMPEHHYI0 CUTHAIM3ALMIO WK HACTPOEH Ha Tepejadyy CUTHAJIOB C

IIOMOIIBIO OCHOBHOH CHUTHaJIN3alluu.
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OcHoBHast
MPOI0JLKUTEb-
HOCTH PadoThI IPU
HU3KOM 3apsjie

st UBI, pabotarorero ot 6arapeu, 3TOT apaMeTp OMpeNesieT MOPOTOBOE 3HAYCHHE
OCTAaBIIIETOCS BpeMEHHU paboThI, 10 HcTedeHnH kKoToporo Ha MBIT BkirtogaeTcst cocTosiHre
HHU3KOTO YPOBHs 3apsaa 6arapeun. [1pu stom MBI BHIMONHAT clieqyromuye 1eCTBHS:
* OToOpa3uT yBemoMIICHHE O HU3KOM YpOBHE 3apsiaa 6arapen Ha aucruiee VBII.
* OTIpaBUT YBEIOMIICHHE O HI3KOM YpOBHE 3apsina Oatapeu ¢ MBI Ha moAKITIOUCHHEBIC
YCTPOICTBA IO KaOEIT0 IIPOCTOH CUTHAH3ALNH.

darapen Ecmu we BoccranoButs nuranue VBIT oT ceTn, OH BEIKITFOYHUTCS, KOTA OaTapest pa3psauTcs.
DTa NPOAOILKUTENBHOCTh A0CTYMHA TodbKO At Moaener Smart-UPS SMT, SMX, SRC,
SURTD u SRT.
OmnpenernsieT NpoaoKUTeNbHOCTh oxkuaanus MBII mocne yBegomiieHus 00 OCHOBHOM
OcHoBHast BBIKITIOUEHHUH, MIPEX]IE YeM OH BhIKIIOUUTCS. [1o ncteuenun storo nepuoaa MBI BeikimtounTcs
3a/1epiKKa HE3aBHCUMO OT OCTABIIIETOCS BPEMCHH PabOTHI OaTapew.
BBIKJIIOYEHMSI Ota 3a/iepKKa JOCTyITHA TOJIBKO ISl onpeaeseHubix moaenei Smart-UPS SMT, SMX, SRC,

SURTD u SRT.

I'Ipop,onmmen bHOCTb BbIKITHO4YeHUA

OmnpeneneHue nepuoaa, Ha KOTOpbld Beikitouaercs MBII.

Mone

OnucaHue

Bpems B cnisiiem
pe:xxume

OmnpenesneHue UHTEpBata BpeMeHH, B TeueHne KoToporo MBII coxpaHseT BEIXOAHYIO
MOILHOCTb BBIKJIFOUEHHOH IIPU UCIIOIb30BaHUM KOMaH[bI crisiniero peskxuma i MBI ninun
rpynisl po3etok. Korma MBI unn rpymnma po3eTok BRIKIIOYAIOTCS, OHU CHOBA BKITIOUAIOTCS
HoCJIe 3aJIaHHOTO 3/1ECh BPEMEHH B CILIIIEM PEXHUME ¢ T0OaBICHUEM BPEMEHH BO3Bpara HilH
3aJICp>KKU MPH BKITIOUYEHHUHN ITUTAHUS [UIs TPYIII po3eToK. Eciu mutanue ot ceTu He ObUIO
BO300HOBIJIEHO K 3TOMY MOMeHTY, BIT mogoxaer ero BO30OHOBICHUS JI0 BKJIIOUSHHSI.

Cwm. pazaen ««[pynmsl po3eTok» B MEHIO KOH(PHUTIYpalin» Ha CTp. 25.

Komanny cosimero pexxuma MokHO nozaTh ¢ nomouisto aucies: UBI, « MBI B MeHto
ynpasieHus», komasasl SNMP wmn mporpammel PowerChute Business Edition.
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MapameTpbl BoikntoyeHusa PowerChute

OmnpeneneHrie napaMeTpoB BHIKIFOUCHUS, HCTIONIL3YEMBIX MIPU CETEBOM BBIKIIOUeHHH PowerChute..

Mone

OnucaHue

Makc. Tpedyemast
3a/IepiKKa -
Boiny:kaeHHOe
corjiacoBaHmue

[Tpu BruttoueHnyn napamerpa Buinyoscoennoe coenacosanue BHIIONHAETCS cOPOC 3HAUCHHUS
«Makc. TpeOyemas 3a7epikka» Ha 3HaYeHHE mapameTrpa «[IpogomKuTenbHOCTh paboThI IpH
HU3KOM 3apsne 6arapem». [ICY ormpasnser maker 0OHOBJICHHOTO COCTOSHUS Ha BCE
3apeructpupoBaHHble areHTH PowerChute. 3arem nporpamma PowerChute cpaBHuBaeT
MIPOIOJKUTENFHOCTD PaOOTHI TIPH HU3KOM 3apsizie OaTaper, OTIPaBICHHYIO B 3TOM MaKeTe,
¢ 00mMM TpeOyeMBbIM BpEMEHEM BBIKIIOUEHHS U YBEITHIHBAET COOTBETCTBYIOIM 00pa3oM
3HadeHne «Makc. TpeOyemas 3afepKKa» Wil «3aaepikKa Py OTKITIOYCHUH ITUTAHISDY IS
TPYIIIBI PO3ETOK, B KOTOPOI OHA 3aperucTpUPOBAHA.

IIporpamma PowerChute BBITTONHSIET TPOBEPKY OCTABIIETOCS BPEeMEHH paboTHI OT H6aTapen
kaxasie 30 ceKyH I, CpaBHHUBAS ITPH 3TOM 001Iee TpeOyeMoe BpEMST BBIKIIIOUSHHUS C
MIPOJOIKATENHHOCTRIO pabOTHI TIPH HU3KOM 3apsie 6atapen, ycraHoBieHHoi Ha [ICY.

[pu BeIOOpE BBIHYXICHHOTO COTTIACOBAHMS 3a/ICPXKKa MPU OTKIFOYCHUH MUTAHUS JUTS BCEX
IPYIII PO3ETOK COPACKIBACTCS HA TAKOE YK€ 3HAUCHHUE, YTO U MPOIODKUTEILHOCT PAdOTHI IPU
HU3KOM 3apsjie OaTtapen.

Jnst pacuera 3HaYeHus1, HeoOxoxumoro BceM kinentam PowerChute, koTopbie
3apeructpupoBanbl Ha [ICY, QyHKIHH BBIHYXICHHOTO COMIACOBAHUS MOXET MOTPEOOBAThHCS
JI0 IeCSTH MUHYT. JIOTIONTHUTENBHBIE CBEICHHUS CM. B pasziene «3aepiKKa BBIKIIOUCHUS U
PowerChute Network Shutdown» Ha ctp. 31.

IloBenenue B
pexnme
«OT daTapen»

Omnpenenenue nosenenus: UbII mocie BbIKIIOUEHUS TUTAHUS:
* [Tepesamyck mociie BO30OHOBICHUS MUTAHKUS — MOCJIC BO30OHOBJICHUS MUTAHUS OT CETU
WBII nepezamyckaercs.
* Brikrouenue 0e3 nepesamnycka — MBI ocTaeTcst BRIKIIOUCHHBIM JJaKe MMOCIIe
BO300OHOBJICHUS ITUTAHUS OT CETH.

HMmsa mojb3oBaTes

Brenure ums nonp3oBarens yIeTHOH 3anuch, HacTpoeHHou it PowerChute. B Bepcun 6.8.0
1 BBIILIE BMECTO PACKPBIBAIOIIEIOCS MEHIO C BApHAHTAMU «CYIIEPIIOIb30BaATENbY,
«aJIMUHHCTPATOP» HJIH «I0Jb30BATENh YCTPOHCTBA» Ul BBOJIA UMEHH MOJIh30BATEIs
UCIIOJIB3YETCs TEKCTOBOE TOJIE.

®pa3sa
ayTeHTH(UKAIUT

Orta dpa3za ucnons3yercs 1 ayreHTHGUKan Mexaxy PowerChute u TICY. B Bepcun 6.8.0 u
BBIIIIE ITepen BkiItoueHneM PowerChute HeoOxoaumMo 3aaath 3Ty ¢pasy.

IIporokoJibl cBSA3U
PowerChute

BriGepure npotokod, uctonp3yronuiics i coequaenns ¢ PowerChute. Ilpumeuanmne.
Br1OpanHEIif TPOTOKOI H0oIKeH OBITh BKITtoueH Ha IICY mepen Tem, Kak MOXXHO OyzeT
ycTaHoBUTH coeamaeHue ¢ PowerChute. CM. «9kpan BeO-10cTymay Ha cTp. 54.

«KoHTponupyemoe paHHee BbIKo4YeHne» U «3aBeplUeHne BbIKITIOYEHUA».

Otu dhyHKIHUU AoCTyHBI He 1718 Bcex MBI O1u ¢pyHkumuy HemocTymHsbl s moxenei Smart-UPS
SMT, SMX, SRC, SURTD u SRT. Undopmaruro 00 yrpaBieHUN paHHUM BBIKJIIOYEHHEM TPYIIT
PO3ETOK AJIst 3TUX MoJienel cM. B pazaene «llapameTpsl cOpoca Harpy3km» Ha cTp. 26.

Oynkunn «KoHTponanpyeMoe paHHEE BBIKIIOUEHHE» MTO3BOJISAIOT BRIKIIOUUTE yeTpoiicTBo UBII,
paboratomee ot 6arapeu, npu coomoaenun JIIOBOI'O u3 ykazaHHBIX YCIOBHIA:

*  IIpU NPEBBILICHUN BPEMEHH paboThI OT 0arapen B MUHYTaX;

*  IIpH AOCTHXCHUU MUHHMaJIBHOTO OCTATOYHOTO BpeMeHH padoTsl MBII B MunyTax; (Bpems paboTbl —
3TO MPOXOILKUTENBHOCTH paboTel BII ot Gatapen ass monaepkaHus TEKyLIeH Harpy3KH);

*  TpH 3apsje 6aTaper HUKE YCTAHOBICHHOTO MPOICHTA OT €€ 001Iel eMKOCTH;
*  mpu cHWKeHUH Harpysku Ha VIBIT 1o 3a1aHHOTO 3HAYEHUS B MPOIICHTAX.

C nomo1upko napamerpa
MOXHO TaKXe yKa3aTb, 10JbkeH i MBI cHoBa BKIIIOYMTECS 1OCTIe BOCCTAHOBICHUS TUTAHUS
MEPEMEHHOTO TOKA B CETH.
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OyHKIUY 3aBepuIeHne BHIKIIYeHHs TTO3BOJISIOT YCTAHOBUTH YCIOBHUE U BPEMS 3aJICP>KKH ISl CIIydacs,
korga MBIT Mo)keT CHOBa BKIIFOUUTHCA MOCIIE BOCCTAHOBJIEHUS MUTAHUS IEPEMEHHOIO TOKA B CETH.

B 3aBucumoctu ot moaenu UBII MoxHO yka3arh 3HadeHHe MunumaibHas eMKOCTh 0aTrapeu Win
MunumajibHoe BpeMsi ABTOHOMHOM padoThl HA BBIX0/e 10 NOBTOpHOro BKiItoueHus MbBIL.

3apepxka BbiknoyeHusa n PowerChute Network Shutdown.

B crenyromem paznene onrcaHo, kKak napameTpsl «[IpomomkuTeIbHOCTh paOOThI IPU HU3KOM 3apsizie
Oarapen», «Makc. TpeOyemas 3aJepiKKa» U 3aJCPKKHU BBIKIIOUEHUS JIUIS TPYII PO3ETOK BIUSIOT HA
MO CIIEA0BATENLHOCTE BEIKIIIOUeHus PowerChute.

JlononHuTeNnpHY0 HHQOPMALIHIO O TIOCIIEA0BATEILHOCTIX BeIKIoueHus: PowerChute cM. B
«PyKoBOICTBE TIONTBE30BATENS 110 CETEBOMY BhIKITIOUeHNIO PowerChute» Ha BeO-caiite

Il o6oux Tumos MBI, ¢ rpynmaMu po3eTok 1 6e3 HUX, BPeMs BRIKIIOUCHHUS ONPEACISIETCS MyTeM
B3aumonericTeus [ICY ¢ nporpammoii PowerChute Network Shutdown cienyromum oopa3zom.

HBII 6e3 rpynn po3eTok

Jns UBIT BE3 rpynm po3eTok BpeMs BRIKITIOUSHUS — 3TO OOJIbIee U3 3HaueHui Maikce. Tpedyemasi

3aaepaxka U Ilporo/skureibHOCTH padoThl IPU HU3KOM 3apsiie 0aTapeu Ha SkpaHe BoikiroueHue miaTsl

CCTCBOI'O YIIPABJICHHS IIIOC HCHACTPpAanuBacMas 2—MI/IHyTHa$I 3aCPIKKa IUTHOC BpEMs 3aACPIKKU AT UBII.

Hauano BbikntoueHus UBI UBI BbiknoYeH

l l

MpogomxkuTenbHOCTL PaboThl NpU HU3KOM 3apsae 6aTapeu unu Henactpansaemas 3apepxka
Makc. Tpebyemas 3afepxka OBYXMUHYTHas BbIKMIOYEHNS

3agepxka VBN

O | | | | | | | | | | |

MBI 6e3 rpynn po3eTok — BpeMsl BbIKNOYEHNA B MUHYTaX

IIpumeyanus:

*Ecnu BeIKTIOUEHHE OBLIO HHHUIOUHUPOBAHO COCTOSAHHUEM HU3KOTO YPOBHA 3apsaia 6aTapeI/I,
MIPOAOJDKUTCIBHOCTD pa60TbI IIpU HU3KOM 3apsac 6aTapeI/1 uMeeT 0oiee BHICOKUIA MPUOPUTET, UCM
MaKCuUMaJibHas Tpe6yeMa$[ 3a1CPIKKa.

*Uckitouenuem sBistrorest mogaenun UBIT ¢ mpedukcom SUM, Ha KOTOPBIX IPYMITBI PO3ETOK UCTIONB3YIOT
meton aist MUBIT 6e3 rpymm po3eTok i pacueTa BpeMeHu BoikitoucHus VBIT.

HBII ¢ rpynnamMu po3eToxk

Jns UBII C rpynmaMu po3eToK BpeMs BBIKIIIOUEHUS — 3TO 3HAYCHHE 3a/1ePiKKa IPU OTKJII0UCeHUN TUTAHNS
Ha 9KpaHe | pyniibl po3eTok IIaThl CETEBOTO YIPaBIeHHs, CM. ««I pyIIs! po3eTok» B MEHIO KOH(GUTypauny.

(doctymHo He Ha Bcex ycrpoiictBax MBIL.)
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Havano BbIkntoueHus Mpynna po3eTok
rpynnbl po3eTok BbIKINIOYEHa

D |

l

l

3apepxkka Npu BbIKIOYEHUM ANIS TPYNMbI PO3ETOK
(akpaH «Ipynnbl po3eToK» Narhbl CETEBOro ynpaseHus)

| | | | | | | | |

Hpumeyanus:

MBM ¢ rpynnamu po3eTok — BpeMA BbIKNKOYeHNA B MUHYTaX

JIOTOTHUTETHHYI0 HH(POPMAITHIO O TIOCIICA0BATEILHOCTIX BhIKTI0UeHUs1 PowerChute cM. B paszene
«Sample Shutdown Scenariosy» (O0pa3Ibl ClICHAPUEB BHIKIIOUCHUS )

[Ipu cpaBHEeHNH TpeOyeMoro BpeMeHH BeIKTFodeHUs PowerChute 1 MakcuMaibHOM TpeOyeMoit
3aIePIKKH JINOO0 33/IePKKH TIPH BBIKITIOYEHHH JUTs TPyTEl po3eTok Ha [ICY ncronms3yercst 6ombiiiee
3HadeHune. Harmpumep, eciw 171t TPOIOIDKUTENFHOCTH BBIKITIOUSHHS B KOMaHJHOW CTPOKE KIIMEHTa
PowerChute ycraHoBITeHO 3Ha9eHHE 8§ MUHYT, HO POAOIDKATENEHOCTE padoTs! MBI mpy HU3KOM
3apsine 6arapeu cocrapiseT 10 munyT, [ICY Oymer ucmons3oBarh Oombiree u3 3HadeHUH (10 MUHYT)
IUTSE MAKCUMAITEHOH TpeOyeMO 3aIepiKKH.

[pu BeIHYX)eHHOM cortacoBanuu [ICY onpammBaer kinentos PowerChute Ha npegmer
YCTaHOBJICHHOTO Ha HUX TpeOyeMOoro BpeMeHH! BBIKIIOUeHNs. B pesynbrare 1 0OHOBIECHHUS
3Ha4YEeHU MaKCHUMaJIbHOHN TpeOyeMoil 3a1epKKH WK 3aePXKKU TPU BBIKIIIOYEHNH IS TPYIIIBI
PO3ETOK MOXKET OTpeOOBaTHCS 10 1ECATH MUHYT.

PowerChute e n3mensier 3HaueHue [pogo/knTe/ bHOCTL padoThl IIPH HU3KOM 3apsijie 0aTapen
Ha IIJIaTe CETEBOTO yNpPaBJICHUS.

3nauenne Maxke. Tpedyemas 3ajaep:xka PowerChute Network Shutdown Bepcuu 3.X 1 BbIIe He
HCIIOJIB3YETCS IUIATOM CeTEeBOro ynpasiaeHus 1o otHoueHuto k MBI ¢ rpynnamu po3eTok.

JKkpaH «UABI1: obwee»

MyTb: Kondurypauusa > UBI

JT10T 3KpaH gocryneH He 11 Bcex UBILL

Hexoropsie 3 ¢pynkuumii, onucanueix ganee, MoryT HE otoOpaxarscs amns nexoropsix MBII.

Mone

OnucaHue

HNma UBII

Wwms nnst unentudukamu UBIT.

Io3unusa UBII

®usnueckas ycranoBka VBII: ycTaHOBKa B CTOMKE UM B BUAE OTJEIBHOIO
Oroka (HarosibHas).

3BYKOBOIi CMTHAJI
TpeBoru

BxumioueHne niti BEIKITIOYEHNE 3BYKOBOI CHTHAJTM3AINH, a JUTSl HEKOTOPBIX YCTPOICTB
WBI1 MOXXHO 3a1aTh YCIIOBHE, IPH KOTOPOM PabOTaET 3ByKOBAs! CHTHAIM3ALIHSL.

S3bIKOBBIE HACTPOKH
KHIKOKPHCTANIHYECKOT0
JAUcIIest

Ornpenenenue s3bIKa, UCHOIb3yeMoro Ha auciuiee VMBI
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Руководства по PowerChute Network Shutdown на веб-сайте APC

Mone

OnucaHue

KK-nucnieii

BrixiroueHre Wil BKITFOUEHUE TOCTYTIA K 3anucy B uHTepdetice muctest MBI

Ecnu goctyn BBIKIIIOYEH, MOTB30BATENb MO-TNPSKHEMY UMEET JOCTYII Ha YTCHUE
OOJIBIIMHCTBA YKPAHOB, HO HE BIOYKEHHBIX YKPAHOB MEHIO « YIIpaBJICHHE» U
«Konpuryparus».

Bpems npeaynpesxaeHust
CHTHAJIa TPEBOTH 0
COCTOSIHMU DaTapeu

YcraHoBKa BpeMEHH (B IHSX) J0 TOSBICHUS KPUTHYECKOTO CUTHAJIA TPEBOTH O
3amene Oarapeu Ha KK-mucruree UBII. YcranoBute 3HaueHue -1, 9T00BI HE
0TOOpaXKaTh MPEAYNPESIKIAIOIIEE YBEIOMIICHHUE.

Bpemsi cHa, curuaJ
TPEeBOTH 0 COCTOSTHUH
O0arapeu

VYcraHOBKa BpeMEHH (B AHSX), B TE4EHHN KOTOPOTO CHT'HAJ TPEBOTH OaTapen
JKK-3kxpana UBII He oToOpaskaics mocie mepBoro NOATBEPKICHUS. YCTaHOBHTE
3Ha4YeHHeE -1, YTOOBI HE OTOOPAXKATH JOMOIHUTENBHBIX IPEIYPEXKICHUH OCIe
MIOATBEP KICHUS TIEPBOTO MPEAYTIPEKACHHS.

IMocnenHss 3aMeHa
O0aTapen

BBox Mecsna u roga nocienneii 3amenst 0arapen UbII.

Yucao 0arapeit
nnm
Buemnue 6aTtapeu

KonmngecTBo Oarapeii, nckiouast BCTpoeHHbIe OaTapen, nmerommuecs B IBI1. Ha
HEKOTOPBIX YCTPOMCTBAX, B KOTOPHIX UCITONB3yeTCst Ooee 16 OaTapeid, Hy»KHO
no6aBnATh o 16 6arapeit (16, 32, 48 1 T. 11.), HO 3aT€M ATO YHUCIIO MOXKHO
CKOPPEKTHPOBATh JI0 HY)KHOTO 3HAYCHUSI.

Buemnuii 0arapeiinbiii
mKagp

HopmupoaHHbie amIiep-uachl (eMKOCTh Oarapeii) GarapeiiHoro mkada ams
BHEIITHETO 0aTapeiHOro NCTOYHHKA ITUTAaHUSL.

Tox 3apsnku 6arapeu

C mOMOIIBIO 3TOTO TOJIT MOXKHO U3MEHHUTh CKOPOCTH 3apsaaku 6arapeii MBI B
npoueHTax. 3neck 100% mpeacTaBlIsiOT CKOPOCTH 3apSIKH, PEKOMEHIYEMYO
npousBoauTesieM. Hanmpumep, 4To0bI yBEIHMYHUTH B JiBa pa3a CKOPOCTb 3apsAKH,
yctanoBute 3HaueHue 200%.

Hanpumep, xorna juist Toka 3apsaku 6atapen ycranosieHo 3HadeHue 100%:

* [Ipu yBennueHnH o0mIei eMKOCTH OaTaper TOK 3apsaKu OaTapew,
MOZaBaeMBIN 3apATHBIM yCTpoiicTBoM s Oarapen UBII, aBromarndeckn
YBEJIMYUBACTCS, YTOOBI COXPAHUTH CKOPOCTH 3apsiaxu 100%, u ckopocTh
3apsIIKK MEHSITh He TpeOyercs.

* [Ipn yMeHbIIIEHNH 001IIei eMKOCTH OaTapen TOK 3apsaku Oarapew,
MOZaBaeMBIN 3apAIHBIM yCTpoiicTBoM s Oarapen UBII, aBromarndeckn
YMEHBIIIAETCs, YTOOBI COXPAaHUTh CKOPOCTH 3apsaaku 100%, u ckopocTh
3apsIIKU MEHSITh He TpeOyercs.

JomomauTenpHYI0 HHOOPMALHIO O EMKOCTH 0aTaper CM. B PyKOBOZACTBE
nonb3oBarens UBII.

Buumanwme! 3apsika mMpu CIIUITKOM BBEICOKOH CKOPOCTH MOYKET IMPHBECTH K
3aKUIIaHUIO I/I/I/IJ'H/I YTCUKE DJICKTPOJIUTA I/I/I/UTI/I IIOBBIIICHUIO AABJICHUS I'a3a.
He u3MensiiTe 3Ty HACTPOUKY, €CJIM He 00J1afaeTe JOCTaTOYHBIMU 3HAHUSMU
B 9TOI obmacTu.

Tun 6arapen

Viaxwure Trn O6arapen, tae VRLA — a1o «Valve Regulated Lead Acid»
(cBHHIIOBO-KHCIIOTHASI OaTapes ¢ KIaaHHBIM PETYIIHPOBAHHUEM ),

a BeHTHIAUMOHHBII

3J1eMeHT — 3TO OaTapest ¢ YKUIKIM JIEKTPOITUTOM (KaK B aBTOMOOHJISIX ).

Oo0wmas eMkocTh 0aTapen

Hcnonp3yiiTe 3TOT mapameTp i onpeneneHus obmeit emkoctu 6arapeit UBIT ot
7 no 200 amrep-gacoB (A-4). DTo 3HAUCHHE UCTIONB3YETCS IS OIICHKH BPEeMEHHU
paboTHI U oTpeneneHus TOKa, HeOOXOAMMOTO s 3apsiaku Oarapeii. Eciom Ha
ucnonszyemom MBIT umeercs mapametp «O0mmas eMKocTh Oarapem»,
OOHOBJISIITE ero 3HaueHue npu jgodasiennu 6arapei B UBIT ninm u3Bnedennn nx
n3 UBII. JlomomHUTENpHYIO HHPOPMAIIHIO O EMKOCTH OaTapey CM. B pyKOBOJCTBE
nonb3oBatens MBI
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AkpaHbl «UPS 1/0O» (BBoa-BbiBoa UBIM)

Cnepytowme akpaHbl JOCTYMNHbI He Ha Bcex ycTponcTeax VB,

AkpaH «Output Relays» (BbixogHble pene)

Mytb: UPS I/0 (BeBoa-BbiBOA UBIT) > Output Relays (BbixogHble pene)

OKpaH HaCTPOWKN BbIXOAHbIX pene NO3BONSeT U3MEHSITb COCTOSIHNE BbIXOOHbBIX pene npu HacTynneHumn
ycnosusi, ceazaHHoro ¢ VMBI, OtobpaxatoTcsa Bce oOHapyKeHHbIe BbIXOOHbIE perne, 1 ANns Kaxgoro perne
MOXHO HaCTPOUTb NPUYMHY U 3adepXKy pene. MoxHo Takke BblOpaTb NONAPHOCTb BbIXOOHbIX pene. o
YMOM4aHuio UCNonb3yeTcs criegytowasn HacTponka nonspHocTtu: «All relays act normally open, when logic
condition is true, relays are energized» (Bce pene AeACTBYHOT Kak HOPMaribHO Pa3oMKHYTbIE, ECIU JTorM4YecKoe
YCNOBME UCTUHHO, Ha perie NoAaeTcs HanpshkeHne).

Cause (MpuumnHa): ykaxuTe ycrnosue, cBssaHHoe ¢ MBI, npu HacTynneHnm KOTOporo n3amMeHsieTcst
COCTOSIHWE BbIXOA4HOro pene. [JocTynHbl crieaytoLime NpuYmnHbI:

No Action (dencTBus OTCyTCTBYHOT) On battery power failure (IMuTtanHue ot
Hartapeun npu cboe nuTaHns)

On battery power failure except peak period | Low battery while on battery (Huskuin 3apsag
(MuTanue ot Gatapeun npy cboe NuTaHug, |GaTtapeun npu NUTaHUKM oT BaTapen)
KpoMe nepmopa nmMKoBbIX Harpy3oK)

Alarm (CurHan) Fault (C6on)
Output on (Bbixoa BkntoYeH) Output Off (Bbixoa BbIKMOYEH)
Online (OnepaTuBHEIN pexum) In Bypass (Pabota B pexume 6annaca)

Mpwu BbIGOPE BapuaHTa «On battery power failure except peak period» (IMutaHne ot 6atapen npu cboe
nMTaHns, KPOMe nepuogda NMKoBbIX Harpy3ok) MBI He Byaet nameHsTb COCTOSHME BbIXOAHOTO pene,
€CMN HaCTPOEeH Nepuos NMKOBbLIX HArpPy30K U TEKyLLiee BpeMs U eHb HEAENW OTHOCATCS K 3TOMY nepuogy.
[ononHuTenesHble cBeaeHNs cM. B pasgerne «3kpaH «Peak Period» (Meprog nMKoBbIX HArpy30K)».

Relay Delay (3apepxka perne):HacTpanBaeMoe nonb3oBaTerneM rose, No3possioLLlee ykazaTb BpeMs
oxnganusa MBI B cekyHaax 40 N3MEHEHUs1 COCTOSIHUS BbIXOOQHOMO pene B Crydae HacTynneHns HaCTPOEHHOM
NpuYrHbIL. HacTpoeHHas 3agepkka NpMMEHSAETCS, TONMbKO eCIn 3afepKKa perne MMeeT HEHyNeBoe 3Ha4YeHne 1
BKMNIOYEH Tarmep 3agepXku. [lononHuTenbHble cBegeHus cM. B pykosoacTtee no UBIT.

Polarity (MonapHocTb):3T0 hm3nyeckoe coCTosiHNE, B KOTOPOM ByayT HAXOAUTLCS BbIXOAHbIE pene npu
HacTynneHuun ycnosus, ceasaHHoro ¢ MBI, ocTynHbl ABa BapuaHTa:

* «All relays act normally open, when logic condition is true, relays are energized» (Bce pene
OEeNCTBYIOT KaKk HOpMaribHO Pa3oMKHYThIe, eCNnU JIorM4Yeckoe ycrioBMe UCTUHHO, Ha perne
rnojaeTcs HanpsikeHue): ecnv BblOpaH 3TOT BapuaHT, NPy HAacTynfieHnn ycrnoBus, cesidaHHoro ¢ MBI,
BbIXOAHbIE pene OyayT BKMOYEHbl. OTOT BApMaHT UCMOMb3YEeTCS N0 YMOMYaHWIO.

* «All relays act normally closed, when logic condition is true, relays are de-energized» (Bce
pene AeNCTBYIOT KaKk HOpMarnbHO 3aMKHYTbI€, €CN1 NOrMyeckoe ycrioBMe UCTUHHO, Ha pere He
nofaeTcs HanpsiKeHue): ecnv BolbpaH 3TOT BapMaHT, Npy HaCTYNneHnn ycnosus, ceadaHHoro ¢ UBIT,
BbIXOAHblE pene ByayT BbIKNIOYEHbI.

nOﬂﬂpHOCTb BbIXO4HbIX pene He peKoOMeHOYyeTCA HaCTpanBaTb, €Crin HAaCTPOeHbl nepnoa NUKOBOW
Harpys3kum Unm 3agepxka pene.
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Mpumep. [ns BbIXoAHOMO pene HacTpoeHa npudnHa «On battery power failure» (MutaHne ot 6atapeun npu

cboe nuTaHuA) n yctaHoeneHa 3agepxka pene 30 cekyHa. Korga MBI HaunHaeT paboTy ot 6aTtapewn, nnata
CEeTeBOro ynpasneHus oxugaet B TedeHve 30 cekyHa, Npexae Yem U3MEHUTb COCTOSHUE 3TOro BbIXOOHOMO

pene Ha To, KOTOpOe 3a4aHo NapameTpoM (MonspHocTb).

AkpaH «Input Contacts» (BxogHble KOHTaKTbI)

Mytb: UPS I/0 (BeBoa-BbiBOA UBI) > «Input Contacts» (BxoaHble KOHTaKTbI)

OkpaH NO3BONSAET N3MEHATb COCTOAHME BXOAHbBIX KOHTAKTOB NPU HaCcTynneHnmn
ycnosus, ceadaHHoro ¢ UBIM. OTtobpaxatoTca Bce 0B6HapyXeHHble BXOAHbIE KOHTaKTbl, U AN KaXa0ro pene
MOXHO HacTpouTb gencreme. MoxHo Takke BbibpaTb BXOAHbIX KOHTAKTOB. 10 ymonyaHuto
ucnonb3yertcd criegytowasa Hactporika nondapHocTtu: «All contacts act normally open» (Bce koHTakThbI
OENCTBYIOT Kak HOPMarnbHO Pa3OMKHYThIE).

Action (JencTBue):ykaxute ycnosue, cesaszaHHoe ¢ MBI, npu HacTynneHun KoToporo UsmMeHsleTcst
COCTOSIHME BXOOHOrO KOHTaKTa. [JoCTynHbI creayoLlime eicTBUs:

No Action (Jenctsusa OTCyTCTBYHOT) Self-Test (CamoguarHocTuka)

External alarm on (BHewwHuWin aBapuiiHbI curHan BkntodeH) |External alarm off (BHewHWIn aBapuyiiHbI curHan
BbIKIOYEH)

Output off no delay (Bbixoa BbikntoueH 6e3 3agepxkkm) Output on (Bbixoa BKntoYeH)

Polarity (MonapHocTb):3T0 hr3nyeckoe coCcTosHNE, B KOTOPOM ByayT HAaXOAMTLCS BXOAHbIE KOHTaKTbI NpW
HacTynneHuun ycnous, ceasaHHoro ¢ MBI, JocTynHbl ABa BapuaHTa:

ecnmn Bbl6paH OTOT BapuUaHT, Npu HacTynieHnn ycnoBusd, CBA3aHHOIO C MBI, BXoOHbIE KOHTaKTbI 6y,u,yT
BbIKITHOYEHbI. DTOT BapMaHT UCNonb3yeTca Nno ymMosn4aHuio.

. ecnm
BblIGpaH 3TOT BapWaHT, NpY HACTYMIIEHUW ycroBUsi, CBA3aHHOTO ¢ MBI, BXxoaHbIe KOHTaKTb! GyayT BKIOYEHbI.

Mpumep.[ns BXogHOro koHTakTa HacTpoeHo fenctene «Self-Test» (CamogmarHocTuka) u ycraHoBrneHa
nonsipHocTb «All contacts act normally open» (Bce koHTaKkTbl 4ENCTBYIOT kKak HOpMarnbHO pa3oMKHYTbIe). [Npu
3aMblKaHUW BXOAHOro KoHTakTa MBI HemeaneHHO HayHeT BbIMOMHEHNEe CaMOANArHOCTUKM.

AkpaH «Peak Period» (lMepuoa NMKOBbLIX Harpy3ok)

Mytb: UPS I/O (BeBoa-BbiBOg UBI) > Peak Period (Meproa nMkoBbIX Harpy3oKk)

Ha akpaHe (Mepuvog NNKOBBIX HArpy30K) MOXXHO HAacTPOUTb Nepuodbl 0CO60M BaXKHOCTH,
Hanpumep Yacbl MUK, B TE4EHME KOTOPbIX BbIXOAHbIE pene He ByayT N3MEHHATb COCTOSIHUE NPY HACTYMNEHN
npunyunHbl «On battery power failure except peak period» (MutaHne ot 6atapen npu cboe NUTaHKs, Kpome
nepuoga NUKoBbIX Harpy3ok). Ecnu MBI HaumMHaeT paboTy oT 6atapen B Takne nepuoabl NMKOBOW Harpy3ku,
COCTOSIHME BbIXOAHOTO perne He byaeT n3aMeHATbCH, NoKa TeKyLme Bpems U AeHb HEAENU He BbIngyT 3a
npeaernbl HacTpoeHHoro nepuoga. Ecnu MBI yxxe He nogaet nuTaHne oT 6atapen Ha MOMEHT OKOHYaHUS
HaCTPOEHHOro neproga MMKOBOW Harpy3ku, COCTOSIHNE BbIXOOQHOIO pere He M3MEHUTCS.

MpumeyaHune. SkpaH (Mepuroa NMKoBbIX HArpy30K) UCMONb3YETCH TONbKO A4S BbIXOOHBIX
pene. [lononHutenesHble cBeaeHns cM. B pasgene «3kpaH «Output Relays» (BbixogHble pene)»
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HacTpowka nepmoga nukoBbIx Harpy3ok ans UBI.

1. Bbibepute BCce nogoxogswime nepuoasl. Nepuoabl npeactaBnstoT cobon uHTepBansl N0 29 MUHYT.
MoxHo BbIbpaTb Heckonbko nepuonos, Hanpumep ¢ 09:00 go 10:59.

2. Bbibepute Bce nogxogsilime AHW Hefenu (BOCKpeceHbe, NoHeAenbHUK, BTOPHUK, cpeaa, YeTBepr,
nsaTHWUUa, cybboTa).

MpumeyaHue. MoXxHO BbIOpaTh OANH UM HECKONLKO AHEW HeOenn, HO B KaXKabI 13 3TUX
OHen B6yaeT ncnonb3oBaTbCsA OAMH U TOT Xe nepuod. HacTpolrika pasHbix NEpMOgOoB B pasHbie
[OHW HEBO3MOXHA.

Mpumep 1. nsa BbIxogHbIX pene HacTpoeHa npuyinHa «On battery power failure except peak period»
(MuTtaHune ot BaTtapeun npu cboe NUTaHUSA, KpOMe nepuoga NMKOBbLIX Harpy3ok). HacTpoeH nepuog NMkoBbIX
Harpy3ok B noHeaenbHuK, BTOpHUK 1 cpeay ¢ 09:00 go 10:29. MBI nepexoauT Ha nutaHue ot 6aTtapeu

B noHegenbHuk B 10:00. Ecnn BT Bce ewe nogaet nutaHue ot 6atapen B 10:30, cOCTOsIHME BbIXOOQHOMO pene
namenutca B 10:30.

Mpumep 2.[0ns BbIXOAHbIX pene HacTpoeHa npuyuHa «On battery power failure except peak period»
(Mutanuwe ot Gatapemn npu cboe NuTaHus, Kpome nepuoga NUKOBbIX Harpy3ok). B none «AC Input Qualification»
(MpoBepka BXOAHOW CETU NEPEMEHHONO TOKa) ykasaHo 15 cekyHa (cMm. pasgen «HacTponkm nuTtaHns B MEHIO
KOHdpmrypauumy»). HactpoeH nepuoa nuKoBbIX Harpy3ok B 4eTsepr n natHuuy ¢ 18:00 go 19:59. MBI
nepexoauT Ha nutaHue ot 6atapewn B YeTBepr B 19:45. MNMogaya nutaHusa Ha VBT Bo3obHoBnsieTcs B 19:54,
nocne 4ero VBl BbINONHAET NPOBEPKY NOAKMIOYEHNS NEPEMEHHOTO TOKa N OXMAAET B TeveHue 15 cekyHg
nepen nepeknoveHnem Ha paboty ot cetu. [ockonbky B 910 Bpems VBl yxe He ocylecTBnaeT nutaHme ot
BaTtapeu, COCTOSAHME BLIXOAHOMO pere He N3MEHUTCS.

JKpaH «PacnucaHme camoamarHOCTUKU»

Mytb: UBMN > KoHdurypauusa > PacnucaHne camoamnarHoCTuku

Hcnonp3yiiTe 3TOT napaMeTp AJs1 HACTPOUKH BPEMEHH 3aIycka caMonuarHocTuku Ha MBI

I'Inal-mpOBaH ne BbIKJITIOYeHUA
MyTb: KoHdurypauua > NMnaHupoBaHue

Ora ¢yHKIMA KocTymHa He sl Bcex MBI, @yHKIuu mIaHupOBaHUS CaMOTECTHPOBAHISI OTIUIAIOTCS TSI
pas3HbIx ycrpoiicts UBII.

IIpumeuanue. He coznaaiite HakiaApIBatoIMeECs IPyT Ha Jipyra pacnucanus. [ [pumep HaknaapIBarOIIMXCs qpyT
Ha JIpyTra paciyCaHrii BRIKITIOUSHNS: exenHeBHOe BhikodeHue ¢ 20:00 mo 21:00 u pazoBoe BeikimrodeHue ¢ 20:10 10
20:30. HanoskeHve pacmicaHuii BEIKITFOYCHHUS MOXKET TIPUBECTH K HEM3BECTHBIM M HETIPOBEPCHHBIM PE3YITBTaTaM.

Ona o6oux napameTtpoB: UBI n «pynnbl po3eTok»

MoskHo HacTpouTh BhIKItoueHue s MBI B obnactu WM JUIS OTACILHOW TPYIITHI TEPEKITF0YaeMbIX
PO3eTOK (€ClIi BO3MOXKHO) B 00J1aCTH

[Ipu BEIOOpE 3805 JIIO0BIE HACTPOCHHBIC PACIIMCAHUS OTOOPAKAIOTCS BIOJIb BEpXHEH
YacTH IKpaHa C MOIPOOHBIMH CBECHISIMH, BKITIOUAsi CBEICHHUS O TOM, BKIIFOYCHBI OHU HITH BBIKITIOUYEHBI.
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PepaktupoBaHue, BKNOYeHUe, OTKIIOYEeHNe unm yaaneHue 3anslaHupoBaHHOIO BbIKIMOYEHUS.
[llenkHuTE UMS pacIMCaHUs B CIIUCKE paclMCaHUM, PacnoyiokeHHOM B1osb 3KkpaHa MBI unu ['pynms:
pozetror. OTOOpaXKarOTCsI MOJHBIC CBEICHUS, U MOXXHO U3MEHUTH MapaMeTpbl. B TOM 4mciie MOXKHO BPEMEHHO
BBIKJTFOUUTH YCTPOUCTBO, CHAB (MIaXKOK BKIIIOUNTE, WK yAAIUTh YCTPOHCTBO MOITHOCTHIO.

Co3pgaHue pacnucaHua BbikoyeHun UBI unu rpynnbl nepeknioyaeMbiX pO3eToK.

1. B paznmene [lnanuposanne Beioepute UBII umu rpynmny pozerok.

2. HCHOJ’ILSyﬁTC MEPCKIIOYATCIIN JIL BI)I60p.’:1 THUIIA BBIKJIFOUCHH A, KOTOPOC HAAO0 3aIllJIaHUPOBATh:
Ouuopa’;onoc BBIKJIIOYCHHC, E:xeqHeBHOE BBIKJIIOYeHHe UIH ExxeHenebHOE BLIKJIIOUYEeHue, 3aTeéM
MICJIKHUTC KHOIIKY Jlaﬂee.

3. YrtoOBI BpEMEHHO OTKIIIOYUTH PACcIUCaHue, CHUMHUTE (DIaKOK BriiiounThs.

4. VYkaxure HUMs, a TAKKE JaTy U BpEMA IJId paClluCaHuAd.
IIJ'ISI CIKCHCICIIbHOT'O BBIKIIFOUCHHS YKAXKUTC UHTCPBAJ B PACKPBIBAOIIEMCH T10JIC.

5. VYkaxwure, TOMHKHO JIN YCTPOHCTBO WIIM TPYIINA PO3ETOK MOBTOPHO BKITIOYATHCS TIOCTIE BHIKIFOUEHUS:

IToBTOpHOE BRIIIOUEHNE: YKaXHTe, OyaeT u BKiItodarbes: MIBIT B KOHKpeTHBIH 1eHb U B KOHKPETHOE
Bpemsi: Huxorna (MBI Brmtouaercs Bpyunyto) uinu Hemensenno (MBI BirounTes mocne oKunaHus
B 6 MUHYT).

TonmpKko A TPYIIIBI PO3ETOK YKAKHUTE TPYIITY IS BEIKITFOUSHHSI, IETKHYB COOTBETCTBYIONIYIO KHOTIKY.

KiineHTBI ceTeBOro BLIKJIIOYEHUS 110 CUTHAJI y PowerChute: YKaXXUTE, CIACAYET JIM YBCAOMIIATH KIIMCHTEI
PowerChute; cMm. paszaen «Kimuentsr PowerChute Network Shutdowny.

OTH napaMeTpsl TO3BOJISIOT UcToNb30BaTh yTHinTy PowerChute Network Shutdown s
BBIKITFOUCHUS 10 SO CEpBEPOB B CETH, TMIE€ UCIIONIB3YETCS KITMEHTCKAsE BEPCUS ITON yTHIIUTHL.

©

JKpaH «OOHOBIEHNEe NMPOLUNBKNY

MyTtb: UBIM > KoHdurypaumsa > O6HOBNEHUE NPOLLUNBKU

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

DT0 OOHOBJICHHE OTHOCHUTCS K npowuexe na MbPII. He mytaiite ¢ oOHOBIeHHeM mipormuBku [ICY
(cm. pasnen «llepemada dhaiimoy).

IMpumeuanmne. /s ooHOBIeHNs TpomuBKkU Ha MBIT mogenmn SRT HeoOxoaumo cHavama 0OHOBUTE
npomuBky IICY no AOS Bepcun 6.2.1 win Beime. B npotuBHoM cityuae MBIT moxxeT nepecrtars
paboTars.

CrenyiiTe MHCTPYKIHSM Ha dKpaHe O0noB/ienne MpomnBKI, YTOObI ONPEaeTUTh, HY>KHO JIH
BBHIKIIIOUNTH Bbixon MBII nepen oOHOBIEHHEM HPOLIMBKH. JTO 3aBUCUT OT ONPEAeICHHON MOACTH
WBIIL.

IIpumeuanue. /[ npocMotpa skpana O0HoBeHne npomnsKky B Internet Explorer®
UCTIONB3YHTE Bepcuio Opay3epa 10 uiiH BhIIe ¢ BBIKIIOYEHHBIM IPOCMOTPOM B PEKUME

COBMECTUMOCTH. DKpaH OOHOBJICHHUS MPOIIUBKH HECOBMECTHM C Opay3epoM Edge®.

CL&4S,

BrimonauTe 3TH NeicTBUS 1T OOHOBJIEHUS TPOIIUBKH. (AJIbTEepHATHBHBIC CIIOCOOBI CM. TaKXKe B paszenax
«O6nosienue npomuBku UBII ¢ ycrpoiictea USB (Tomsko AP9631 mmm AP9635)» u «Mcmonp3oBanue FTP
111 oOHOBJIeHHS TTpotuBKU UBIT»).
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Wudopmanmro no nonyueHuro paiina ¢ 0GHOBICHHEM IPOLIMBKH U JaTbHEHIINE HHCTPYKLUH CM.
B CTaThiX C WACHTHU(HUKAaTOpaMH u B 0Oa3e 3HaHMII Ha

Bri6epure Kondurypamus - O6HOB/IeHHe TPONIUBKH.
[llenkHUTE KHOMIKY U HaWHUTE 3arpy>KeHHBIN (aiiyl 0OHOBICHHUS Ha KOMIIBIOTEDE.
enxaute kHonky O6unoBuTEL MBI, uro0bl 00HOBUTH Npomineky UBII.

ITo 3aBepiieHny 0OHOBICHHS IPOBEPHTE COCTOSHUE B pasnese Pesyibrar nmocienero 00HoBICHNS |
Texyiasi Bepcusi WIK B )KypHaJe COOBITHH.

O6HoBneHune npowunBku UBI ¢ yctpouctea USB (Tonbko AP9631 nunn AP9635)

[Mepen Tem kak ooHOBHUTH NpomuBKy MBII, yoenurecs, uro ycrpoiictBo USB noanepkusaet crangaptr USB
v1.1 u umeer Qaiinosyto cucremy FAT, FAT16 niam FAT32.

1.
2.

Bcraswre yerpotictso USB B mopt USB xommsroTepa.

OTxkpoiiTe cTarbio 0a3bl 3HaHUH ¢ 1] u Ha , YTOOBI 3arPy3HTH
TIpaBUILHBIN (Daiim oOHOBIeHUs pomuBKY st BII, u coxpanuTte (aii B KOpHEBOM KaTaore
ycrpotictBa USB wmim B karanore /upsfw/ Ha ycrpoiictee USB.

M3Bnekute yerpoiictBo USB, coneprkamee haiin mpoMMBKY, U3 TTOPTa KOMITHIOTEpA M BCTABETE €TO
B mopt USB na [ICV.

Otxkpoiite BeO-unTepdeiic NMC u neperiqute B paznen Kondurypauns > O0HoBIeHe TPOMINBKIL,
BriGepure ¢aiin npommBKY B PACKPHIBAIOIIEMCS CIIICKE TIO]T [TAHENbI0 00HOoBJIeHMs ¢ yeTpoiictBa USB.
lenkuute kHOKYy O6noBuTHL MBI, uT00B 00HOBHTH MpoIMBKY UBII.

Mpumeuanue. Ji1s 0OHOBIEHUS MOXET OTPEOOBATHCSI HECKOJILKO MUHYT. He n3Bnekaiire
ycrporictBo USB m3 IICY, noka o6HoBnenue npormusku UBII He Oymet 3aBepreHo. Ecim
ycrpoiictBo USB Oymer n3BiieueHo niepe/T BEIIOTHEHHEM 00OHOBIICHHUS ITPOIITHUBKH,
0OHOBJICHHE HE OyZIET BHITIOTHEHO YCIICIITHO.

ITo 3aBeprieHUN OOHOBJICHHUS MPOBEPHTE COCTOSTHKE B paszeie Pesyinrar nmocieanero o0HoBIeHMs
WU B )KypHaJIe COOBITHI.

Ucnonb3oBaHue FTP ana o6HoBneHus npowuBku UBT

Ecnun HeoOxoanMo 0OHOBHUTE cauiIKoM MHOTO ycTpoicTB MBII, MoxkHO caenats 3To ObicTpee ¢ momotnsio FTP.
[Tpumep HYXHBIX JEHCTBUI MPUBEIEH B CIEAYIOMIEH Mpoeaype. ITOT Cnocol sBIsSeTCS aJIbTePHATHBHBIM
croco0y «OkpaH «OOHOBIICHNE IPOIIUBKI»Y.

1.

MpumeyaHue. B Bepcun 6.8.0 npotokon FTP oTkntoyeH no ymonyanuio. BkntounTte ero, npexae
yem npogormknte. Cm. pasgen «QkpaH cepeepa FTP».

Hudopmarmro o nomydeHuto haiina ¢ 00HOBISHHUEM HPOIHBKY U IaJTbHEHITNE HHCTPYKIIUH CM. B
CTaThAX C UACHTU(DUKATOPAMU u B 0ase 3HaHMI Ha

[Tepemaiite daiin ooHoBIeHU: Mo FTP B xaranor upsfw Ha mrate, 9T00BI HaUaTh MPOIIECC OOHOBICHUS.

[Tepemaga npommBku 1o FTP MoxeT OBITh ipepBaHa, eciu (aity1 0OHOBICHISI IIOBPEXKICH WITH
HenpuMmeHuM st UBIT.

[Tpumep 3arpy3ku daiina 00HOBIEeHUS ¢ oMol komanasl DOS FTP:

$ ftp <Ampec ceresBol njaTtuH IICY>

Connected to <Ampec ceTeroMm mJjaTe [ICY>.

220 AP9631 Network Management Card AOS vX.Y.Z FTP server ready.
User (<Ampec cereBoml mjatTel I[ICY>: (none)): apc
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331 User name okay, need password.

Password:

230 User logged in, proceed.
ftp> bin

200 TYPE Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark).
ftp> cd upstw
250 CWD requested file action okay, completed.
ftp> put «<IyTe k odanny npommBku MBII>»
200 PORT Command okay.
150 File status okay; about to open data connection.
226 Closing data connection.
ftp: 121984 bytes sent in 1.39Seconds 87.70Kbytes/sec.
ftp> quit
221 Goodbye.
3. Tlo 3aBeprieHIN OOHOBIICHUS MTPOBEPHTE COCTOSIHUE B pasene Pesyabrar mocsieanero 00HOBIeHUs
Ha CTpaHuIle OOHOBJICHHUS IPOITUBKY BeO-HHTEpdeiica wiIn B XKypHaIe COOBITHH.

KnueHtbl PowerChute Network Shutdown

Mytb: UBMN > KoHdurypaumsa > PowerChute

PowerChute Network Shutdown no3BossieT ynaneHHO BBIKIIOUHATH ycTporicTBa MBI

[Tpu ycranoBke knuenta PowerChute Network Shutdown on no6aBisieTcst B 3TOT CHICOK aBTOMAaTHUECKH.
[pu ynanenun kauenta PowerChute Network Shutdown on aBromarnuecku ynansercs.

enkuaute [lobasuth kianenT, 4To0bl N0O6aBuTh [P-anpec HoBoro kimenra PowerChute Network Shutdown.
Jlns ynaneHus KiveHra menkauTe [P-aapec 3Toro KjmeHTa B CIKMCKE, a 3aTeM MISIKHUTE YiaauTh kiuenrt. B
ATOM CITUCKE MOXKET OBITE 10 50 [P-ampecoB KIMEHTOB.

[py HaMUYUK TPYIIT PO3ETOK HEOOXOAUMO TaKXKE YKa3aTh, Kakasi IpyINa PO3eTOK MPEIOCTaBIsCT MUTaHUE
knuenty PowerChute.

B Bepcun 6.8.0 PowerChute e moxket coeaunutbes ¢ [ICY, ecan Ha [ICY BIKIIIOUEH POTOKOI
HTTP. Yto6s! Britounth nipotokost HTTP wim HTTPS, cM. pa3nen «QkpaH BeO-10CTyIIa».

JKpaH «YHMBepcanbHbIi BBOA-BbIBOAY

MeHro YuugepcaabHbiil BBOI-BbIBO/I IPUMEHUMO, €CJIM YCTAaHOBIIEHBI TaTIUKH TEMIIEPaTyphl
n Biakaoctd (AP9335T/TH) nnm ycTpolicTBO BBOZIA-BEIBOA ¢ CyXHM KOHTakToM (AP9810).
Hcnonp3oBaHue 3TUX YCTPONUCTB YaCTO HA3bIBAIOT MOHUTOPUHIOM OKPYXKAIOIIEH Cpe/ibl.

JKkpaH «TemnepaTtypa 1 BlaXXHOCTb»

nyTb: YHMBepcaﬂbelﬁ BBOA-BbIBOL > TemnepaTypa n BNaXHOCTb

3,Z[GCL 0To6pa>1<aeTc;1 UM, COCTOAIHUC TPEBOTH, TEMIICPATYpPa U BJIAKHOCTDH (CCJ'II/I HO,[[I[Cp)KI/IBaGTCﬂ) JJIsL
KaXXI0ro gardyuvka. H_ICJ'IKHI/ITG UM JaT4dyvKa, YTOOBI U3MEHUTE UM U MECTOIOJIOKEHHE HUITU HaCTpOUTH
TMOPOIrOBLIC 3HAYCHUSA U TUCTCPE3UC.

lMoporoBbie 3Ha4YeHuA. [ KaXKI0ro JaT4rKa 3a/1al0TCs TOPOrOBbIe 3HAUEHUS TEMIIEPATYPHI U BIAKHOCTH
(ecniu mopaepKUBaeTcs Takoe uaMepenue). [Ipu BbIxozae mokasaressi 3a MOPOTOBBIE 3HAYSHHSI 3BYYUT CUTHAI
TPEBOTH.
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Coobuienus Bricokoe n Huzkoe sBrsitoTes npeaynpexaaromumu. Coobmenust Maxenvym u Munumym
SBTISIFOTCSL KPUTUUECKUMHU U TPeOYIOT BHUMAHUSI.

Mictepesunc. Mcnonp3yiiTe 3HaYeHNE THCTEPE3HCca BO H30eKaHNe TOBTOPHBIX CUTHAJIOB TPEBOTH I OJJHOTO
Y TOTO K€ HapyIIeHHs TOPOTOB TEMIIEPATypPhl UK BIAXKHOCTH.

KOF,Z[a TEMIICPATypa WIIHU BIAXHOCTDb, BBI3bIBAIOIIAA BbIXO 3a IMOPOroBOC 3HAUCHUEC, CKIIOHHA K
HC3HAYUTCIIbHOMY KOJIEOaHUIO BBCPX U BHHU3, OHAa MOKET MHOTOKPATHO I'CHCPUPOBATL CUTHAJI. bonbmee
3HA4YCHUC I'UCTCPE3rCa MOKECT 3TO NIPECAOTBPATUTh.

Ecnu 3HaueHne ructepesuca HeJ0CTaTOUHO BEJIUKO, Kole0aHue MOXKET CHadasla BbI3bIBATh HAPYILICHUE
MTOPOTOBHIX 3HAUEHUH, a TOTOM BOCCTaHABINBATh HOPMAJIbHYIO CUTYAIHIO, YTO O3HAYAET, YTO CUTHAJ TPEBOTH
MOXeT cpabaThiBaTh HECKOJIBKO pa3. CM. IpuMepHI Jajee, MpeJBapuTeIbHO 00paTHB BHUMaHUE Ha
ClIelyOIIUe 3aMeUaHusl.

* B ciydae BbIX0Ja 32 BEpXHEE U HIDKHEE IMOPOTOBEIE 3HAUCHHUS TOUKOM cOpoca curHaia TPEBOTH
SIBJISIETCS IOPOTOBOE 3HAYEHUE MUHYC YKa3aHHOE 3HAYEHNE TUCTEpPE3UCa.

» Jlns HapyIIeHNns MUHIMAaJIFHOTO ¥ HU3KOTO MTOPOTOBOTO 3HAYEHUH TOUKa cOpoca — 3TO TIOPOTOBOE
3HAYEHWE N0C 3HAYCHNE THCTEPE3nca.

[Ipumep moBBIIIEHHS BIAXKHOCTH € KojeOaHUsAMHE. JlOMTyCTUM, MakcumaibHoe IOPOTOBOE 3HAYCHIE
BIQXKHOCTH cocTaBisieT 65%, a rucrepesnc BiaxkHocTH paBeH 10%. JlomycTim, 9TO BIaXKHOCTh MIOMHAMAETCS
BhITIIEe 65%, BBI3BIBAsI CUTHAJ TpeBorH. [lociae 3Toro oHa MHOTOKpaTHO oIrycKaeTcs 10 60% u mogHuMaeTcst 10
70%, onHako — Giaromaps 3HaueHHIo rucrepesnca B 10% — curaan TpeBoru He cOpachIBaeTCs U MOATOMY
HUKaKOW HOBOM TPEBOTH HE BO3HUKAeET. J[is cOpoca CyIecTBYIOIEro CUrHalla TPEBOTH BIAYKHOCTD JIOJKHA
ynacth Hike 55% (4T0 COOTBETCTBYET 3HaYeHUIO 65% Mmunyc 10%).

[Ipumep mageHus TeMIepaTypsl ¢ konedanusMu. Jlomyctum, MunumanbHoe TOPOTOBOE 3HAYCHHE
Temrepatypsl paBHO 12°C, a ructepesuc temieparypbl — 2°C. JIonmycTuM, 4TO TEMIIEpaTypa MajaeT HIKE
12°C, BbI3bIBas curnain TpeBoru. [locne 3Toro oHa MHOrokparHo nogaumaercs 1o 13°C u onyckaercs 1o
11°C, omaako — Oaromapsi 3HaYEHUIO THCTepe3uca B 2°C — CHTHAI TPEBOTH HE COPACHIBACTCS U TIOITOMY
HUKaKOW HOBOIl TpeBOTH He BO3HHUKaeT. 11 cOpoca CymecTBYIONMETr0 CUTHAIa TPEBOTH TeMIIEpaTypa JOKHA
nonHAThes Boite 14°C (uto cooTBercTBYyeT 3HaUeHUIO 12°C naioc 2°C).

AKpaH «BxoaHble KOHTaKTbI»
MyTb: YHUBepcanbHbIN BBOA/BbIBOA > BXOoAHbIE KOHTAKTbI

Ha 9KpaHe BxoaHbIe KOHTAKTBI 0T06pa>1<aeTc;1 UMs, COCTOAHUC TPECBOTH U COCTOSIHUC (OTKpBIT nIn 3aKpBIT)
KaXXI0ro KOHTakTa. Ot JAAaHHBIC aBTOMAaTUYCCKU MOJY4Yar0TCA U 0T06pa>1<a}0Tc;1 34CCh IPpU YCTAHOBKE
yCTpOP'ICTBa JJIL MOHUTOPUHTA OKPY)KaIOH_ICﬁ CpcAbl.

U_IeJIKHI/ITe UM BXOJHOT'O KOHTaKTa AJId IOJIyYCHUA HOI[pO6HOFO OIIKMCaHUs COCTOSAHUSA NI JJIsA H&CTpOfIKI/I
3HAYCHUH. HpI/I OTK/IIOYCHHUH I[aHHBIfI KOHTAKT HE (I)OpMI/IpyCT aBaprIHOI‘O CUrHajia, gaxe €CJIn OH HaXOJUTCA
B aHOMAJIbHOM T10JIOKeHHH. OCTaIbHEIC OIS PacCMOTPCHBI AaJiec.

Mone OnucaHue
Cocrosinme HopwmalsibHoe, eciy TaHHBIA BXOIHON KOHTAKT HE COOOIAeT 00 aBApHITHOM CUTHAJIE WU HE
TpeBorn €000IIaeT 0 CTENEHN OMAaCHOCTH TIPH COOOIIeHNN 00 aBapuitHOM curHaie. Eciu 3To mose

BBIKITIOUEHO JIJISl KOHTAKTa, OToOpaxkaeTcss OTiII0ueHo.
CocTosinue Tekyliee cOCTOSHNE JAHHOTO BXOAHOIO KOHTAKTa: 3aKpbITO UM OTKPLITO.

Hopmanbnoe | HopmansHoe (HeaBapHifHOE) COCTOSIHAE JAHHOTO BXOJHOTO KOHTAKTa: 3aKPLITO WIN
COCTOSIHHE OTkpsbITO.

CreneHp 0MacHOCTU aBapUUHOTO CUTHAIA, TEHEPUPYEMOI0 aHOMAJIBHBIM COCTOSHUEM
JTAHHOTO BXOJHOTO KOHTAKTa:

IlpexynpenuresnsHoe unu Kpurunyeckas.

CreneHnnb
ONMACHOCTH

AKkpaH «BbixogHoe pene»
MyTb: YHUBepcanbHbI BBOA-BbIBOA, > BbixogHoe pene

Brixoanoe pesie — 37ech 0TOOpakaeTcss MMsI M COCTOSTHHE KaXKIOTO pelie (OTKPBITO HITH 3aKPBITO). DTH
JTAaHHBIE aBTOMATHYECKHU TIOIYYar0TCA U OTOOPaXaroTCsl 3/1eCh PU YCTAHOBKE YCTPOMCTBA /I MOHUTOPHHTA
OKpY>Karolen cpepl.

PykoBoacTBO nonb3oBaTens nnartbl ceTesoro ynpasneHus UBI 2 40



[leaxHUTE UM BXOJJHOTO KOHTAKTA JUISI ITOIYyYEHUS MTOIPOOHOTO OMTUCAHMS COCTOSHHUS WM JUIS HACTPONKHU
3HaueHuil. [lons paccMoTpeHs! naee.

MNone OnucaHue
Cocrosinue Texymiee cocTOsIHUE AAHHOTO BBIXOIHOTO pelie. 3akphiTo Wik OTKPLITO.
HopmanbHoe . "
HopmanbsHoe (HeaBapHitHOE) COCTOSTHHE TAaHHOTO BBIXOTHOTO peie. 3akphiTo Hid OTKPLITO.
COCTOsIHHE
JIsl 'BMEHEHUS TEKYIIET0 COCTOSHUS JAaHHOTO BBIXOJHOTO Pelie YCTAaHOBUTE 3TOT (PIasKOK U
Yupasiaenue A it A A perey b

MICIIKHUTE «HpI/IMCHI/ITL)).

Bpewmsi B cekyHax, B TeUeHHE KOTOPOTO BEIOPAHHBIN CUTHAJ TPEBOTH JIOJDKEH CYIIECTBOBATH,
IpeXIe YeM cpaboTaeT BEIXOAHOE pere. Mcnone3ylTe 3Ty HacTpOHKy, 4TOOBI H30eXaTh
3ajgepKKa AKTHBALlUU CUT'HAJIa TPEBOTH BO BPEMsI KOPOTKUX MEPEXOAHBIX IPOLIECCOB.

Ecnu nocne Havana nepriona 3a1ep>Kku pOpMHUPYIOTCS OTIONMHHUTENBHBIC CHTHAJIBI TPEBOTH,
3a/IeprKKa He TIepe3alrycKaeTcsl, a MpoIoIDKACTCs IO TeX 1op, OKa He cpaboTaeT BEIXOIHOE peJie.

MuHnMaIbHOE BpeMs B CEKyH/IaX, B TCUEHHE KOTOPOTO BBIXOIHOE PElie OCTACTCS aKTUBHBIM
MocJyIe MOJa4Yy CUTHAIA TPEBOTH.

Jaxe B ciaydae KOPpPEKTHPOBKH aKTUBU3UPYIOIIETO CUTHAIA TPEBOTH BBIXOJHOE pelie
OCTaeTCs BKIIIOUEHHBIM, MTOKA HE 3aKOHYUTCS JAaHHBIN TIEPUO/I.

Vnep:xanue

HaCTpOﬁKa MNOJNTUTUKN yrnpaBlieHUA

MyTb: YHUBepcanbHbIN BBOA-BbIBOA > [MonuTuKa ynpaBneHus

HaIICY AP9631 min AP9635, k KOTOpOIi MOAKIIIOYEHO J0 IBYX YCTPOUCTB BBOAA-BBIBOAA C CYXHM KOHTaKTOM
(AP9810), MOXHO BBITTOTHUTH CIEAYIOIINE NEHCTBUS:

*  HACTPOUTH BBIXOJHBIC PEJIC Ha OTKPBITUE WU 3aKPBITHE HAa OCHOBaHMM coObITHi Ha VBIT 1 BXOMHBIX
KOHTaKTax; cM. pasjeln «Hacrpolika BeIxona s peakiuu Ha COObITHEY,

* Hactpoutb MBIl Ha BeINOTHEHHE IEUCTBUN HA OCHOBAHHUM BXOJHBIX KOHTAKTOB; CM. pa3jiel
«Hactpoitka UBII unu BbIxoaa 175 peakiluy Ha BXOJHOM CUTHAJ TPEBOTH».

He Bce ycrpoiictBa UBI1 MOXKHO HACTPOUTH HA PEAKITUIO HAa BXOJIHbIE KOHTAKTHI.

HacTporka Bbixoga gns peakuum Ha cobbiTue.

B mento Kondurypanus seiéepure YHHBepcaabHbIil BBOA-BbIBOA 1 [losiuTHKa ynpaBiaeHus.
[lenkuute KHONKY /[00aBUTEL HOJIUTHKY.
[lenxHUTE UM KATETOPHUH WIIA TIOAKATETOPUH ISl IPOCMOTPA COOTBETCTBYFOIINX COOBITHIA.

JIist HACTPOMKY IENKHUTE UMS COOBITHS, YCTAHOBUTE (DIIaXKOK BBIXOJHOTO pelie, KOTopoe Oyier
MEHSTh COCTOSHUE B CIy4ae 3TOr0 COOBITHS, U MENKHUTE COXPAHNTH MOJINTHKY,

Ll s

HacTtpouka UBI nnu Bbixoga Ansa peakuuu Ha BXOGHOM CUrHan TpeBOru.
1. B mento Kondurypanus seioepure YHnBepcaibHblil BBOA-BbIBOA 1 [losiuTHKa ynpaBiaeHus.
2. llenkuute KHONKY /L00ABUTEH MOJIUTHKY.
3. Ienxuure nogkareroputo KouraxT BBOIA-BLIBO/IA.
4

BBI66pI/ITC COOBITHE C TOIi Ke CCPLE3HOCTHIO, UTO U BXO,E[HOP'I KOHTAKT. HaanMep, €CJIM JJIs1 BXOAHOI'O
KOHTAKTa YCTAHOBJICHA KPUTHUYCCKad CEPHE3HOCTD, BbI6epI/ITC KPUTHYCCKOC COOBITHE.
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TICY moayepuBaeT 10 4eThIpeX BX0a0B. HeoOXoanmMo yka3aTh BXO/, KOTOPBIH OyAET CBSI3aH C 3THM
COOBITHEM.

B packpsbiBaromeMcs cimcke BEIOEpUTE HOMEP YHHBEPCAIBLHOTO naruvka (1 wim 2),
K KOTOPOMY TOJKITIOYAeTCsl YCTPOHCTBO BBOJIA-BBIBOJIA C CYyXUM KOHTAKTOM.

B packpeiBaromeMcs crimcke BbIOepHUTE OYKBY 115 30HBI (A nian B) KoHTakTa, Ha KOTOPBIi
YCTAHOBJIEH BXOJ.

Onpenenute neicteue, kotopoe UBII Oynet BEIMONHATE (€ciau OHO TpeOyeTcs ), KOoT/ia COCTOSIHAE BXOAA
N3MEHSETCH.

BriGepute BBIXO, KOTOPBIA OYyIET OTKPHIBATHCS T 3aKPBIBATHCS (€CIIH 3TO TpedyeTcs).
[enkauTe

HactpanBaemas oneparisi IpoOUCXOIUT OMH Pas3.

Ecnm BoccTaHOBUTH Ha BXOJle HOPMAJIbHOE COCTOSHUE JI0 cOpOoca yCIOBHS TPEBOTH, Ha BBIXOIE
COCTOSIHHE HE M3MEHHTCA, TIOKA YCIOBHE TPEBOTH He Oy/IeT COPOIIIEHO, a 3aTeM CHOBA YCTAHOBJIEHO.
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MeH10 «Be3onacHOCTb»

AKpaH «YnpaBneHue ceaHCoOM»

MyTb: KoHdurypauma > BesonacHocTb > YnpaBneHue ceaHCOM

Brurouenne ¢pyHkuu PazpemnTs 0JHOBpeMeHHbIe BX0/IbI 03HAYAET, YTO B CUCTEMY MOTYT OJTHOBPEMEHHO
BOKTH JBa MOJIb30BaTe/ s Wi Oosee. Kax oMy M0OIb30BaTeIN0 MPEI0CTABISCTCS PABHBIN JOCTYII, U KaXKABIH
untepgeric (HTTP, FTP, xoncois telnet, koHCONb ¢ ocienoBareabHbiM uHTEpdeiicom (CLI) u T. 1.)
paccMaTpHuBaeTCs Kak MOJIb30BaTellb, BOLICAIINN B cucTeMy. DyHKIMS PazpeninTh 0/IHOBPeMEeHHBIE BXO/IbI
o0ecrneunBaeT BO3MOKHOCTh OJTHOBPEMEHHOTO BX0/la BOCbMH T0JIb30BaTe/eH B BeO-uHTEpdeiic, msiTn — B
nHTepdhelic KOMaHIHONH CTPOKH U OJTHOTO — B KOHCOJIb C TIOCJICIOBATEIbHBIM HHTEP(EHCOM.

Ynanennas ayrentuduranna zadnoxnposana. [ICY moxnepxuBaer xpaneane Radius mis maporneit Ha
cepBepe. OHAKO, €CIT BKIIIOYHTH ATO nepeoripenenenue, [ICY mo3BoiIuT J0KaI-HOMY MOJIB30BATEIIO
BBIMIOJIHUTG BX0J ¢ oMotibio naposis ais IICY, coxpanennoro nokansHOo Ha [ICY. Cm. Takxke «JIokanpHbIe
TTOJTB30BATENN» U «AyTCHTH(HUKAITUS YIAICHHBIX MTOJIb30BaTEIICH.

OTBeT ping

MyTb: KoHdurypauma > BesonacHocTb > OTBeT ping

Ycranosute drakok OTret ping [Pv4, 4TOOBI IJ1aTa CETEBOIO YIIPABICHHS 2 MOIJIa OTBEYATh HA CUTHAJIBI
9X0-TecTHpoBaHusA. Takol pexumM He npumensercs i [Pvo.

JlokanbHbIe Nonb3oBaTenu

Hcnonp3yiTe 3TH MyHKTHI MEHIO JUIs TPOCMOTpa M HACTPOMKH JTOCTYIa U OT/IENbHBIX TapaMeTpoB (HarpuMep,
¢dopmara oToOpakeHHs AaThl) nHTepdeiicoB mosab3oBarens [ICY. DTo NpUMEHNMO K MOJIB30BATENSM B
COOTBETCTBHUHU C UX UIMEHAMHU BXOJa.

MyTtb: Kondwmrypaums > BesonacHocTb > JlokanbHble nonb3oBatenu > YnpaBneHue

HacTtpouka goctyna nons3oBaTtens. C moMompi 3Toi GYHKIUN aIMAHUCTPATOP WITH
CYIEpIIOIb30BaTEIh MOKET COCTABUTD CITUCOK MOJIb30BaTeN e, KOTOPBIM AOCTYIIEH HHTEP(EC MOTb30BaTes,
¥ HaCTPOMTH THX Monb3oBareneil. lLleIKkHnTe CChUTIKY MIMEHH JUTS TIPOCMOTpA CBEICHUH, M3MEHEHHS WITH
yAaJIeHHs MOJIb30BaTeIs.

H_IGJ'IKHI/ITG Jlo0aBUTH MOJIb30BaTEJIsI JJIsL I[O6aBJ'ICHI/I$I noib3oBarens. Ha OTKPBIBIIEMCS DKpaHE
KOII(I)Hpral[IIﬂ [HoJns3osareisi MOXXKHO ,I[O6aBI/ITL MOJIB30BAaTCJIAA U OTO3BATh AOCTYII, CHAB CI)J'Ia)KOK ﬂOCTy".
MaxkcumaibHas AJIMHA UMCHHU U MAapOJIst COCTABIIACT 64 6aﬁTa, IIpU UCIIOJIB30BAHUHN MHOTO00aWTOBBIX CHMBOJIOB
9TO COOTBETCTBYCT MCHBIICMY YHCIIy CUMBOJIOB. HCO6XOI[I/IMO BBCCTHU IapOJIb.

3HaueHus AnuHHEe 64 OaHTOB B MOJSX UIMEHU U TIAPOJIS MOTYT OBITh yCEUeHB!!
Cozpaiite mapoib, UCIOIB3yd COYETaHNE CHUMBOJIOB BEPXHETO W HIKHETO PETUCTPA, YUCENT U
CHelUaNbHBIX CUMBOJIOB. JlIiHA TTaponeil He MoXkeT npeBbimars 64 cumBona B gpopmare ASCIL.

HCHOJ’ILSyﬁTe napameTp npeBl)IIIICIIO BpEMS OKMAaHUA C€aHCa I HaCTpOﬁKH BPEMCHU OKHUJAaHUA, 110
HUCTCYCHUU KOTOPOTO HHTCp(beﬁC ITIOJIB30BATECJISA BBIIIOJIHACT HpPIHy,I[HTeJ'ILHBIﬁ BBIXO/J ITOJB30BATCIIA U3
CHCTCMBI (1'[0 YMOJIYaHUIO — TPH MI/IHyTLI). HpI/I N3MCHCHHWH 3TOTI'O 3HAYCHUA HCOGXO,[[I/IMO BBIMTH U3 CHUCTEMBI,
YTOOBI U3BMCHEHNE BCTYIIUJIO B CHUITY.

Ynanennas ayreHTHGUKALUSA NMOCTe10BATEIHHOI0 MOAK/IIOYeHNs 3a010kupoBaHa. Beibpas sty
¢dyskImio, MokHO 000t RADIUS, Bcons3ys MoaKIIIoueHHe KOHCOIHU C TIOCIIeA0BaTeIhHBIM HHTEpdeicoM
(CLI). Ha »ToM 2KpaHe MOKHO BKJIFOUUTH JaHHYIO (DYHKIIAIO JIJIST BRBIOPAHHOTO IOJIE30BATEIsI, OMHAKO €€
MOYKHO BKITIOUUTH U TIOOANBHO; CM. paszien « DKpaH « YIIpaBIeHHE CEAaHCOM».

Cwum. Taxke «Koudurypanus > bezonacHocTh > JIokabHBIE TIOIB30BaTENN > HacTpOMKHY TI0 YMOTIaHUIOY
nanee. JlomomHATENbHYI0 HHPOPMAIIMIO 00 YUETHBIX 3alTUCSIX CM. B pa3zese « THIbl y9eTHBIX 3amucei.

MapameTpbl nonb3oBaTtens. YcraHoBute Quaxok LIgeToBas komnpoBka kypHasia coObITHI, YTOOBI
BKJIFOUHTH (DYHKIIUIO BBIJICTICHHS [BETOM TEKCTa COOOIICHMIA 00 aBapUHHBIX CUTHANIAX, PETUCTPUPYEMBIX
B XKypHaJIe COOBITHH. (3aMCH CUCTEMHBIX COOBITUH M N3MEHEHUS KOH(PUTYypaIUK HE U3MEHSIT CBOM IIBET.)
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LiBeT TeKcTa Cepbe3HOCTb aBapUIMHOro cMrHana

Kpacubiii Kputnueckasi: KpUTHICCKUHA aBapUHHBIN CHTHAJ, TPEOYIOIINH HEMEIJICHHOTO IPUHATHSI MEp.

[IpeaynpeanTe/bHOe: aBapUITHBIA CUTHAN TpeOyeT BHUMaHMUS, TOCKONBKY HE yCTpaHCHHAs!

OpankeBblii
BOBpEMsI Mpo0diieMa MOXKET MIPUBECTHU K MTOTEPE JAaHHBIX U Iopye 000pyAOBaHUsL.

3eneHbIit Curnanu CG]’)O].IJ(‘IIZ YCJ10BUSA, KOTOPBIC BbI3BAJIN CUT'HAJI, YCTPAHCHBI.

HO])\lilfl LHOe: CHTHAJIOB TPECBOI'M HET. IInara cereBoro yupaBJCHUA U BCC TOAKIIOYCHHBIC K Hel

Yepubiii o
yCTpo#cTBa paboTalOT HOPMAJIBHO.

Wundopmanmonnasi: CUTHAI TPEBOTH, peocTaBIsIoMmUi nHdopmaruio. [lnara cereBoro

Cunnii M .
YIpaBIICHUS U BCE MOIKIIOYCHHBIC K HEH yCTPOUCTBA pabOTAIOT HOPMAIBHO.

@opmat jKypHAIA IKCIIOPTA. DKCIIOPTUPOBAHHBIE (ailbl )KypHAJIOB MOTYT OBITH OTGOPMATUPOBAHEI B BHIIE
3HAUCHMH, pa3ieNeHHbIX 3amsIThiMU (comma-separated values — CSV) wiun 3Hakamu TaOyssiunu. CM. paszaen
«OTOOpaXkeHHe XypHasla COOBITHIN.

BribepuTe mikany Temmeparypsl s H3MepeHuid B 3ToM uHTepdeiice nonb3oBareins. 3Hauenue CLUIA,
00bIUuHAasI COOTBETCTBYET rpagycam Dapenreiita, a Merpuueckas — rpagycam Llenscus.

SI3BIK ITONTB30BATEIHLCKOIO I/IHTep(I)Cf/'Ica MOXKHO YyKa3aTh B II0JIC S3bIK. SI3BIK MOXKHO TaKke YKa3aThb MIpHU 3arpy3Ke.

MOJKHO TaKKe 3a/1aBaTh Pa3IWYHbIC S3bIKH IJIS TOyYaTeeil 3IeKTPOHHOM MOYThl M TPUEMHHKOB
npepbiBaHuil SNMP. Cum. paznensl «Ilomydarenu snexkTpoHHo# nouts» u «llomyuyarenu
MIPEPBIBAHUI.

MyTb: KoHdurypauus > BezonacHocTb > JlokanbHble nonb3oBaTteny > HacTponku no ymonyaHuio

Hactpoiika 3HaueHH 10 yMOTYaHHUIO MOXKET YCKOPUTH J0OaBIeHUE M0Ib30BaTenel. lcnonb3yiire 310 MEHIO
JUISl HACTPOWKH 3HAYSHUH 110 YMOIYaHUIO JUTSi MHOTHX IapaMeTpoB; cM. paszaen «Kondurypanus >
bezonacHocTs > JIoKaJIbHBIE TIOJIB30BATENN > YIIPABICHHUE) BBILLE.

AyTeHTdmKauma yaaneHHbIX nonb3oBarenen
MyTb: KoHdurypauusa > BesonacHocTb > YaaneHHble nofib3oBaTenu > ayteHTUdUuKauma

AyTeHTUdUKaLUA. YKaKUTE CTOCO0 ayTEHTU(HUKAIIMY TI0JIh30BATENICH TIPU BXOJIE B CUCTEMY.

Wudopmarmro o JokanbHON ayTeHTH(UKAIMK (0e3 HCIOIB30BaHMs [ICHTPaIM30BaHHOM
ayreHTH(uKamu cepepa RADIUS) cm. B «PykoBozcTBe 1o 6€30macHOCTHY, TOCTYITHOM Ha
BeO-caiite

[MoxnepxwuBatotcs cieayromue GyHKINN ayTeHTUUKAIUU 1 posepku noamuHaocTn RADIUS (Remote
Authentication Dial-In User Service — ciyx0a ynaneHHOH ayTeHTH(QHUKALUK OIb30BaTelel Mo TeaeOHHBIM
JIUHUSM):
» Korna nomnp3oBaTens 0CyMECTBISET JOCTYI K IUIATE CETEBOTO YNPABIECHHS HIIH K IPYTOMY CETEBOMY
YCTpOHCTBY ¢ BKItoUeHHBbIME (yHKIMsiMu RADIUS, 3anpoc ayreHTH(UKAINN TTepeaaeTcsi Ha cepBep
RADIUS, uTo65!I onpenienuTh ypoBEeHb AOMyCKa MOIb30BATENS.

» Jlnuna umeH nons3oBarened RADIUS, ucnonsszyemsix B IICY, orpannuena 32 cumBoIamu.

BLIGepI/ITe OJUH U3 CJICAYIOIIUX BAPUAHTOB!

e Toubko soxansHas ayrentudurxanns. RADIUS orkmtouen. CM. paznen «JlokanbHbie
MOJIb30BATEIN».

o RADIUS, zarem siokaibnas ayrentuduranns. Brirodensr 06e ¢pynkiun. CHavyana 3anpanmBaeTcs
ayreHTu(ukanus ot cepepa RADIUS. Ecnu cepsep RADIUS He oTBeuaet, To HCIOAb3yeTCs
JIOKaJbHas ayTeHTU(UKALINS.

* Toasko RADIUS. JlokansHas ayTeHTH(MUKAIAS OTCYTCTBYET.
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Ecnu BeiOupaetcs , a cepsep RADIUS HenocTyIeH, HempaBUIbLHO
UACHTH(GUIUPOBAH WM HENPaBUIBLHO CKOH(DUTYPUPOBaH, TO YAaJICHHBIA JOCTYII
HEBO3MOXEH JJIsI BceX Mosb3oBareineil. st BoccTaHOBIeHUs 10CTyNa He0OX0ANMO
HCTIONIb30BATh MTOJKIIOYEHNE K HHTep(]elicy KOMaHAHON CTPOKH II0 IIOCIIEA0BATEIILHOMY
KaHaJIy CBSI3U U H3MEHUTh HACTPOUKY Ha HIH

Hampumep, koMaH1a U3MEHEHH HACTPOUKH JOCTYTIa Ha HUMEET CIIeTYIOIINUNA BU/L:
radius -a local

Cwum. Taxke pazmen «Ikpad RADIUSy» mamee u «Kondurypuposanue cepsepa RADIUS.

AkpaH RADIUS

MyTb: KoHdurypauma > BesonacHocTb > YaaneHHble nonb3oBaTtenu > RADIUS
s ayTeHTHUKALNY yOaJeHHBIX M0JIb30BaTeseld MOXXHO ncronbs3oBath cepsep RADIUS. Mcnons3yiite 3Ty
(YHKIMIO [UIsl BBIIOJHEHUS CIEAYIOIINX ASHCTBUMI!

» TIpocmortpets criricok cepBepoB RADIUS (makcuMyM ABa), nocTynHbIX 11 [ICY, U Tepros BpeMeH!
OKUJAHUS IS KQXKJIOTO U3 HUX.

* HacrpouTs mapameTpsl ayTeHTH(PHUKALIKMHU AJI1 HOBOTO MM CylecTByloliero cepsepa RADIUS,
HIEJKHYB CCBUIKY

HacTtpoiika RADIUS OnucaHue

WNwms nnm IP-anpec cepsepa (IPv4 umu [Pv6).

IMpumeuanue. J{is ayrenrudukanun momap3osarenei ceppep RADIUS mo
Cepsep RADIUS YMOJIYaHHUIO UCTIONB3YeT TTopT 1812. UTo6kI HCIIONB30BaTh JAPYTOi MOPT, 100aBbTE K
nMenu win [P-anpecy cepsepa RADIUS aBoeroune ¢ nocnenyromum yKazaHueM
HOMepa HoBoro nopta. [ICY nogmepxuBaet moptel 1812, 5000-32768.

Cexpert Oo6mmii cexper s cepepa RADIUS 1 matsl ceTeBoro yrpasieHHs.

Bpems oxxuganus Bpewms B cexyHaax, B TeUeHHE KOTOPOTO IJIaTa CETEBOTO YIIPABICHUS 0XKUJIaeT OTBETa
oTBeTa ot cepBepa RADIUS.

Hacrpoiixu BBeanTe uMs 1 mapoib aAMHHNACTPATOPA, YTOOBI IIPOTECTUPOBATH HACTPOCHHBIH Ty Th
TeCTHPOBAHMSA k cepBepy RADIUS.

IIponycTurh

TeCTUPOBaHUE U [Iponyck Tecta mytu k cepsepy RADIUS.

NPUMEHUTH

CM. Taxke paznen «AyTeHTU(UKAIVS YIAICHHBIX MMOJIb30BaTenei» Boie u «KoHpurypuposanue
cepsepa RADIUS» nanee.

KoHndurypuposaHue cepsepa RADIUS

CBopHble AaHHbIe 0 npoueaype HaCTPOMKM.
Heob6xonumo Hactpouts cepBep RADIUS Ha paborty ¢ I[ICY; cM. neiicTBuUS qainee.

[Mpumeps! mons3oBatensckux QaitnoB RADIUS ¢ arpubytamu, 3aBucsIME oT octaBimka (VSA),
W NIpUMEp 3alKCH B CTIOBapHbIH daiin Ha cepBepe RADIUS cm. B «PykoBozacTBe 10 6€3011acHOCTHY,
JOCTYITHOM Ha BeO-caiite

Hobaewre [P-anpec IICY B cniucok (¢aiin) kmuentor cepepa RADIUS.

2. Tlomb3oBarenu TOMKHBI OBITh HACTPOESHEI C aTPHOYTaMU «THIT OOCITYKHUBAHUS», €CIIH HE 3a]JaHbI
arpuOyTHI MMOCTAaBIIMKA. EciM HacTpoeHHbIe aTprOyThI «THIT 00CITYKHBaHU» OTCYTCTBYIOT,
MOJIb30BaTeNy OyIyT UMETh TOJBKO TOCTYII JJIsl YTEHUs (TOJILKO B HHTepQeiice monb30BaTes).

Wudopmanmro o ¢aiine nons3osareneirt RADIUS cM. B ToKyMeHTanuu K cepBepy
RADIUS, a mpumep — B «PykoBoacTBe 1m0 6€301MacHOCTI» Ha BeO-caiTe

PykoBoacTBO nonb3oBaTens nnartbl ceTesoro ynpasneHus UBI 2 45


https://www.apc.com/us/en/download/document/SPD_LFLG-9VYK3D_EN/
https://www.apc.com/us/en/download/document/SPD_LFLG-9VYK3D_EN/

3. Bwmecto aTpuOyTOoB «THI 00CITy>KUBaHUS», IpeaycMaTrpuBaeMbix cepeepoM RADIUS, MmoxHO
MCIOIB30BaTh VSA.
Hnst VSA tpeOyercst 3anuch B cioBape 1 B nob3oBarensckoM daitne RADIUS. B cnioBapHoM ¢aiine
omnpexaenute nMeHa uis KioueBbix ¢iioB ATPUBYT u 3HAUEHUE, Ho He 1u1st TudpoBBIX 3HAYCHHI.
[pun m3menennn 1MpPOBBIX 3HAYeHUH (HyHKUIMK ayTeHTH(uKamy 1 aBropusad RADIUS mepecraror
(YyHKIHOHUPOBATh. VSA MMeeT NpenMyILecTBO epes cTanaapTHeIMU aTpudytamu RADIUS.

HacTpoiika cepBepa RADIUS B UNIX® ¢ TeHeBbIMM naponsimu.
Ecnu ¢aitner reneBoro naposs UNIX (/etc/passwd) UCmonb3yr0Tes BMECTE CO CIIOBApHBIMU (haitiamu
RADIUS, to mist ayreHTH()HUKALNN TOIB30BaTENICH MOYKHO PUMEHHTD JBa CIICAYIONIUX METO/A:

* Ecmu Bce nonb3oBarenu UNIX umeror npaBa aAMUHHCTpATOpa, 100aBbTe B (hailsl mosp30BaTenei
RADIUS cnenyromue qannsie. UToOb! JOMYCTUTH TOJBKO MOJIB30BaTEICH YCTPOUCTB, 3aMeHuTe T
obcnmyxuBanusi APC Ha Device (YCTpOHCTBO).

DEFAULT Auth-Type = System
APC-Service-Type = Admin
» JloGaBbTe MMEHa MONIB30BATENCH U aTpUOyThI K «I10Jb30BaTeIbckoMy» (aiiny RADIUS u nposepste
naponu 1 /etc/passwd. Huoke npuBenen npumep U1 nosib3oBarenedl bconners U thawk:

bconners Auth-Type = System

APC-Service-Type = Admin

thawk Auth-Type = System

APC-Service-Type = Device
MoppepxuBaemble cepBepbl RADIUS.
Monnepxupatorcst FreeRADIUS Bepcwuit 1.x 1 2., a Takxe cepBep nonutuku cet (NPS) Microsoft Server
2008 u 2012. MOoXHO HCITONIB30BaTh APYTHe 001IenocTyHbIe npuiokeHuss RADIUS, Ho, BO3MOXXHO, OHU HE
OBLIH TIPOTECTUPOBAHBI B IIOJTHON MEpeE.

JKpaHbl 6paHamMayapa
MyTb: Kondurypauua > BesonacHocTb > Bpanamayap > KoHdurypaumsa
Bxirouenue v BBIKIIIOUCHUE (I)yHKI_II/II/I 6paH/:[May3pa. ITo YMOJIYaHUIO YKa3aHa HACTPOCHHAA IMOJMTHUKA.

VYeranoBute Guaxkok BriiiounTs, 4ToOB BKIIOUUTH Opanamayap. [1o ymomrdanuio 3ToT (iakok CHAT.

*  Haxwmute kHONKY [IpunMeHuTE, YTOOBI MOATBEPIUTH BKIFOYCHUE BEIOPAHHOM ITOMUTHKY.
OtxkpeiBaercs crpanuna Hoareepsxienne dOpanamayipa.

— Ha crpanurie noaTBep /IeHNs MPUBEICHA PEKOMEH/IAIHSI TECTUPOBATh OpaHMaydp Tepes
BKJTFOUCHHEM. JTa OTIepalns sSIBISICTCS 00s13aTeIbHOM.

— IlepBas rumepccrlika BEACT Ha CTPaHUILY MOJUTUKH OpaHaMayapa.
— BrTopas runepccbuika BeIeT Ha CTPaHUIly TIOJTUTUKHA TECTUPOBAHUS OpaHaMaydpa.

— Haxwmute kaonKy IlpriMennTs, 9T00bI BKIIIOYUTH OpaHAMAaydp U BEPHYTHCS HA CTPAHUILY
KOH(HUTYpaITiu.
— Haxwmure kaonKy OTMena, yToObl BEPHYTHCS Ha CTPaHHILY KOH(PUTYPAIMH, He BKITIOYas OpaHaMayap.
*  Haxwmute kHONKy OTMeHa: BRIOpaHHAS MOJUTHKA HE BKIIIOUaeTcs. BBl ocTaeTech Ha CTpaHUIES
KOH(UTrypauuu.
MyTb: KoHdurypauusa > BesonacHocTb > BpaHamayap > AKTUBHasA NONUTUKA

Br160p akTHBHOM TOTUTHKY B PACKPBIBAIOIIEMCS CIIUCKE «Jl0CTyITHBIC TOMUTUKIY, a TAKKE MPOCMOTP CPOKa
ee peiictBusl. [lo yMomuaHuto 0TOOpaXkaeTcsl TEKyIasi aKTHBHAS TIOJTUTHKA, P HEOOXOTUMOCTHU BBl MOXKETE
BBIOpATh B CIUCKE JAPYTYO MOJIUTHKY.

*  Haxwmure xHonky [lpuvennTs, 4To0bI MPUMEHUTH 3MeHeHMs. Ecii ObUT BRIOPaH U BKITIOUECH JAPYTOM
OpanaMay?p, 3TO U3MEHEHHE IPUMEHSIETCS HeMe ieHHO. Ecnu Oblia BeIOpaHa HOBast HACTPOCHHAS
MOJIUTHKA, PEKOMEH/TyeTCs TPOTECTUPOBATh HOBBIHM OpaHmmaysp nepea BrimodeHueM. (CM. pHUBeIeHHOES
BBIIIIC ONTMCAHNE KOH(PHUTYPAITHH. )
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e Haxwmure KHOIIKY O'l‘MClla, YTOOBI BOCCTAHOBUTD HUCXOOHYIO aKTUBHYIO IIOJIMTUKY U OCTAaThCA Ha
CTpaHUIIC AKTUBHOM IOJIUTUKHU.

MyTb: Kondurypauua > BesonacHocTb > BpaHamayap > AKTUBHbIe nNpaBuna

Ecnu OpanaMaysp BKITIOUEH, Ha 3TON CTpaHMIIe, JOCTYITHOU TONBKO JIJISl YTCHHS, OTOOPAKACTCSI CITUCOK
OTJIEJBHBIX MPABUII, IPUHYAUTEIHHO MPUMEHEHHBIX TEKYIeH aKTUBHON onuTukoi. CM. pazaen Cosznanne/
pelakTUupoBanue MoJnTHKN, rae onucansl nons «lIpuopurer», «Hasnauenuey, «ctounuxy, «IIpoTokomny,
«/[evictBue» u «KypHam».

MyTtb: KoHdurypauumsa > BesonacHocTb > BpaHnamayap > Co3gaHue/pegaktmpoBaHue NONMUTUKU

CO3I[3HI/IC HOBOM ITOJIMTUKA TU00 YAQJICHUC WU U3MCHCHHUC CyH.[eCTByIOH.[CfIZ

IIpumeyanue. XoTs yaanuTh akTUBHYIO BKIIIOUEHHYIO IOJIUTHKY OpaHaMay3pa Hellb3sl, UCTIONb3YEeMYIO TONUTUHKY
MOKHO M3MEeHUTh. OHAKO Je1aTh 3TO HE PEKOMEHIYeTCsI, TAK KaK N3MEHEHHS IPHUMEHSIOTCSI HeMEUIeHHO. BmecTo
3TOTO OTKJIIOUUTE OpaHIMay3p, U3MEHUTE IIOJIUTHUKY, IPOTECTUPYHTE €€ U CHOBA BKIIFOUHTE.

Coznanue nmosmmtukn: Haxvure kHONKy /l00aBUTE MOJMTHKY M BBEAUTE UM JUIs HOBOTO (paiina
OpanaMayspa. ITo UMsl JJOIDKHO UMeTh paciiupenue .fwl. Ecnu He yka3biBaTh paciimpenue, K UMEeHU (aiina
aBTOMAaTU4ECKH nobasisercs .fwl.

e Haxwmurte kaonky Ilpuvennts: Ecmu uMms daiina momycTuMo, co3aaeTcs IyCToM (aiir 1Ist MO THKHI
Opanamayspa. OH HaXoaUTCs B manke /fwl BMecTe ¢ APYruMu MOJTUTHKAMH CUCTEMBI.

*  Haxwmure kHonky OTMeHa, yToObI BEpHYTHCS Ha MPEIbLIYILYIO CTPaHHLLY, He co3aaBasi ¢aiin Opanamayspa.
M3meHeHMe cyliecTBYIOWEN NONUTUKMN:

Beibepute VzvenuTs 1monTHKy, 4ToObI NEPEHTH Ha CTPaHUILy peIaKTHPOBaHUS. MO)KHO U3MEHHUTD MOJUTHKY
OpaHIMayspa, KOTopasi He SIBIISIeTCSl aKTHBHOM.

Crpanunia npeaynpexaceHus: Eciiu Bl NOMBITaeTECh U3MEHUTh AKTUBHYIO BKIIFOYCHHYIO TIOJIUTHKY,
OTKPBIBACTCS CTPAHUIIA IPESTYTIPEKICHUS:

«/3MeHeHNe AKTHBHOI MOJUTHKA OpaHIMAay3pa NPUBeNeT K HeMeIJIeHHOMY MPUMEHEHHI0 BCEX
m3menennii. [lepen BKIIIOUeHHEM MOJTUTHKY PEKOMEHIYETCS] OTKIIOYNTH OpanaMay?Ip u
NMPOTECTHPOBATH €e.)

— Haxwmure kaonKy IlprMennTts, 9T00bI MOKUHYTH CTPAHUITY TPEAYIPEXKACHUS U BEPHYTHCSA Ha
cTpanuity «VI3MeHeHne TOIUTHKIY.

— Haxwmure kHOnKy OTMena, YTOOBI MOKUHYTH CTPAHUITY TIPEAYTPEKACHNS U BEPHYTHCS Ha CTPAHHLLY
«Co3nanne/peJakTHPOBaHNE TIOTUTUKID).

1. Bribepure n3MeHseMyI0 MOJUTHKY B pacKpbIBatomieMcs criucke Mvsi moJuTnKm, a 3aTeM HaKMHATE
KHOIKY U3MEeHUTb NMOJIUTHKY.

2. Haxwmmure kHOnKy /lodaBuTh npasn/io wim Beioepute [IpnopureT A5 CyIIeCTBYIOLIETO MPpaBuIa,
4T0oOBI IEpeiiTH Ha cTpanuly M3menenne npaeuiia. Ha 310l cTpaHuie MOXHO H3MEHHUTh HACTPOUKH
MpaBUJIa WM YAAIUTH BEIOPaHHOE TIPaBHJIO.

Hacrpoiika Onucanue

Ecnu 2 npaBuia KOHQIUKTYIOT MEXTy COOOM, MPUMEHSETCS MPABIIIO ¢ HANOOIBIITHM

Priorit . ’
ority npuoputeroM. Hanbonpmmii mpuoputet paBeH 1, Haumensmii — 250.
host: B mone «IP/any» BBenute otnenpHsIi [P-agpec.
Type subnet: B mone «IP/any» BBenuTe ampec nouacery.

range: B oie «IP/any» BBeauTe nmuamaszon IP-anpecos.
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Hacrpoiika

Onucanne

IP/any

Vkaxwure [P-aapec winn quana3zon [P-agpecoB, k KOTOPBIM MPUMEHSACTCS 3TO MPABUIIO, JTHOO
BBIOEPUTE OTHO U3 CICAYIOIINX 3HAUCHHIA:

* any: NpaBWJIO MpUMEHsAETCs He3aBucuMo ot [P-aapeca.
* anyipv4: npaBuiIo IpuUMeHsieTcs 1uist moboro IPv4-anpeca.

e anyipv6: mpaBwiIo puMeHseTcs s Jirodoro IPv6-anapeca.

Port

VYKkakuTe nopT, K KOTOPOMY IPUMEHSIETCS. IPaBUIIO.
* None: mpaBuiIO HE IPUMEHSAETCS HU K OZTHOMY H3 ITOPTOB.
* Common Configured ports: BeiOepuTe CTaHAAPTHBINA TOPT.

* Other: ykaxuTe HeCTaHIapTHBIM HOMEp TOpTa.

Protocol

VYKaKUTE MPOTOKOI, K KOTOPOMY IPUMEHSETCSI TPABHIIO.
* any: JT000H MPOTOKOI.
* tcp: MCMONB3YeTCs TS HAICKHON mepenadr HHPOPMAIIH MEXTY TPHITOKCHUSIMU.

* udp: ansrepHaruBa nporoxony TCP, ncmonbsyemast Ii1sl yCKOpEHH Tepeaadr B YCIOBUSIX
MEHBIIEH MPOITYCKHOM crtocOOHOCTH. XO0Ts B mpoTokosie UDP MeHbIIe 3a1ep:KKH, TIPOTOKOI
TCP nanexuee.

° icmp: HCIOJB3YCTCA JId BBIBOJA CBG,Z[GHI/Iﬁ 00 omubKax JJI1 YCTPAHCHUA HCIIOJIaJ0K.

* icmpv6: ncnonb3yercs A BEIBOIA CBEICHUI 00 ommOKax Ui yCTpaHEHHSI HEIOIa 0K
B MIPIJIOKEHUX, UCTIONB3yIOmux [Pv6-aapeca.

Action

allow: pa3zpeminTh makeT, COOTBETCTBYIOIIUMA STOMY MPABUITY.
discard: oTMEHHUTP MaKeT, COOTBETCTBYIOIINI 3TOMY ITPAaBUITY.

Log

Ecnu 5T0 paBuIiIo MpUMEHSIETCS K MTAKETY, TO HE3aBUCHMO OT TOTO, pa3peIlaeTcs M HaKkeT Wi
Onokupyercs, B XypHan OpaHamayspa nobasisiercst 3anuck. CM. paznen «Kypran
OpanaMayspay.

Pexomenayercst 100aBUTH OJJHO M3 CICAYIONINX MPABUII B KAYeCTBE HU3KOIIPHOPUTETHOTO MPaBHJIa B
TIOJINTUKY OpaHIMaydpa:

e YroOBI HCIOIK30BATh OpaHaMay3p B pEKUME OCIIOTO CIHCKa, T00aBhTe
250 Dest any / Source any / protocol any / discard

*  YroOBI HCTIOIK30BATh OpaHaAMAY3p B PSKUME YEPHOTO CIHCKA, T00aBhTe
250 Dest any / Source any / protocol any / allow

YpaneHne nonnuTukn:

Bribepure YiaanTh monTHKY, 9TOOBI OTKPHITH cTpaHuity «llonTBepiknenre yraneHusD.

Haxxmure kHOTIKY IIpuivieHNTE IS IOATBEPIKICHUS YIAJICHHS BEIOpAaHHOTO haiia Oparamayspa u3 (haittoBoit

CUCTEMBEIL.

MyTb: MyTb: KoHdurypauma > BesonacHocTb > BpaHamayap > 3arpy3ka nofiMTuKm

3arpys3Kka NOJUTHKH (C pacmmperreM .fwl) U3 HCTOUHMKA, BHEILTHETO 1S JaHHOTO YCTPOKCTBA.

MyTb: MyTb: KoHdurypauma > BesonacHoctb > BpaHamayap > NpoBepka

Bpemennoe npuMeHeHHe MpaBuIT BEIOPAHHOM TTOJIUTUKH Ha YKa3aHHBIN TIEPUO]I.
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802.1 X KoHcurypaumsa 6esonacHocTu

MyTb: KoHdurypauua > BesonacHocTb > besonacHoctb 802.1 X

MCY GepeT Ha cebs ponb 3anpalunBatoLLEero ycTponcTea B apxutektype EAPoL (Paclumnpsiembiii npoTokon
ayTeHTMdMKauum No NoKanbHOW CeTh), NCNoNb3yemMon Ang ynpasneHns JOCTynoMm K cety no nopty B IEEE

802.1 X. IMCY noppepxmeaeT EAP-TLS kak meTon ayTeHTUMKaLMKN, KOTOPbIA TpebyeT 3arpy3kun Tpex

KIMMEHTCKMNX CEPTUGMKATOB. 3aKpbITbIi KoY XpaHUTCS B 3alumMcpoBaHHOM dhopmaTe. Bbl AOMmKHbI YkasaTb

OEeNCTBUTENbHYI0 NaponbHyo pady, 4ToObl NoNy4nTb JOCTYN K KOHGUrypauumn 6esonacHoctn 802.1 X.

MPUMEYAHUE: MNCY nogaepXvnBaeT TONbKO MeToq ayTeHTudukaumm EAP-TLS.

Beb-nHTepdelic npegnaraet cneayowme BapnaHTel HacTponku EAPOL.

MapameTphbl

OnucaHue

HocTtyn kK EAPoL

Mcnonb3yeTtcs Ans BKIOYEHUS UMK OTKIMIOYEeHNs 4ocTyna K 6e30nacHoCTy
802.1 X.

NMPUMEYAHME: no ymonyaHuto goctyn k 6esonacHoctn 802.1X OTKIOYEH.
[ocTyn MOXXHO BKNMIOYUTL TOFNBKO NPU HANM4YnmM AencTBUTENbHbIX
cepTUUKaToB 1 AEUCTBUTENBHON NaponbHOW bpasbl AN 3aKpbITOro Krtoya.

NpeHTndpukarop
3anpawmvBaroLero
ycTpoucTBa

[Mo3BonsieT 3agaTb COOGCTBEHHBLIM MAEHTUdUKATOP 3anpalLmBatoLLErO
ycTponcTaa (4o 32 CMMBOMOB, BKMoYasa npobensl).

NMPUMEYAHMUE: no ymonyaHuio ngeHTmdumkaTop 3anpawumsaroLero
ycTponcTBa umeeT 3HadeHrne « NMC-Supplicant-xx:Xx:XX:XX:XX:XX»,
rae Habop «xx» ato MAC-ID TCY.

CepTtudumkar LIC

3arpysute/3amennTe unu yganute kopHeson ceptudomkar LIC. MNogaepxrBaemble
dopmarthbl channos: PEM (noyTa ¢ ycoBepLUEeHCTBOBaAHHOM 3aLLmTon Privacy
Enhanced Mail), DER (ocobble npaBuna kogmpoBaHus Distinguished Encoding
Rules) n pacwmpenus cannos .pem, .PEM, .der, n .DER.

CepTtudukar
3aKpbITOro Krroya

3arpysure/3amenunTe unm yaanute 3ampoBaHHbIN 3aKPbITbIA KITHY.
MopaepxnBaemblie hopmartsbl parinos: PEM (nodta ¢ ycoBepLIEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna kognpoBaHus
Distinguished Encoding Rules) n pacwupenuns dannos .key n .KEY.

MPUMEYAHUE: He3alumdpoBaHHbIe 3aKpbITble KoY HEAOMYCTUMBI.

MaponbHas dpasa
3aKpbITOro Krkya

Ykaxute naponbHyto opasy Ans AemgpoBkn 3ainppoBaHHOIO 3aKpbITOro
kntoya. JlumuT: 64 cumBona Bkrnovas npobenbi.

Monb3oBaTenb-
CKUW/OTKPbITbIN
ceptudmkar

3arpysuTte/3ameHuTe unu yganurte nonb30BaTenbCKUN/OTKPbIThIN cepTudumKar.
MopopepxnBaemble hopmartsl parinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awuTton Privacy Enhanced Mail), DER (ocobble npaBuna kognposaHus
Distinguished Encoding Rules) n pacwupennsa ¢annos .pem, .PEM, .der,

n .DER.
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HacTtpounka napameTpoB: 2

C moMOIIIBIO 3JIEMEHTOB MEHIO0 KOH(OUTYpany MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoOB
UBIT u IICY.

CwM. cnepyromiue pasnensl U pasnen «Hactpoiika mapamerpos: 1».
¢ ««CeTb» B MEHIO KOHQHUTYPALIUI»
*  «MeHI0 yBeJOMIICHUI»
¢ «Menrmw «OO0mmeE»»
*  «KypHaibl B MEHIO KOHQUTYpAIHI

I[Mpumeuanue. HexoTopeie mapamMeTpsl KOHGUTYpaIlMi MOXKHO YBHIIETh Ha SKpaHe ¢ 0030pOoM
rxoHduryparmu (Configuration Summary): Hacrpoiika (Configuration) > Cetn (Network) >
Cponka (Summary).

«CeTb» B MeHIK KOHdurypaumm

9AKpaH Hactpoek TCP/IP ansa IPv4
MyTb: Kondurypauusa > Cetb > TCP/IP > Hactpoiiku IPv4

Jlannas QyHKUMS TO3BOJISIET MPOCMOTPETH JII000H TeKkymuii agpec IPv4, macky monceru, nuto3 mo
ymomgaauio, MAC-aapec u pexxuM 3arpy3ku miatsl ceteBoro ynpasienus 2 (IICY) mis UBIL. Hwkuss gacts
SKpaHa UCTOJIb3YeTCs 1A HACTPOUKHU ITUX MapaMeTPOB, B TOM YUCIE U JJIs1 OTKIIIoueHus [Pv4.

Nudopmarmro o DHCP u mapamerpax DHCP cM. B cTangaprax u
Mapametp OnucaHue
Py4noii B atom pazpene MoxHO ykazats agpec IPv4, macky nmoaceTu U UTI03 O YMOJIYaHHUIO.

VYeTpoicTBO 3anpamuBact yepe3 32-CeKyHTHbIC HHTEPBAJIBI CETEBBIC HACTPOHKH Y JIF000TO 13
cepBepoB BOOTP:

* Eciiit oHa monmy4aeT JOMyCTHMBIH OTBET, TO 3aIlyCKAeT CETEBBIE CITYKOBI.

* [Ipu HanmMuMK paHee 3a/laHHBIX CETEBBIX [TAPaMETPOB U IIPH OTCYTCTBUH AOIYCTUMOI'O OTBETa Ha
TISITH 3aIPOCOB (MCXOAHBIN M YETHIPE MMOBTOPHBIX) CUCTEMA MO YMOJIYaHHUIO UCTIONb3YET 3TH
napameTpbl. ITo obecreunBaeT JOCTYITHOCTb YCTpoicTBa, eciu cepsep BOOTP nenocrynen.

BOOTP*

* Eci yerpoiictBo Haxogut cepep BOOTP, Ho HanpaBiieHHBIH eMy 3armpoc He cpabaTeiBacT Wil
3aBepIIaeTcsl o TaliM-ayTy, YCTPOHCTBO MPEKPAIIAeT 3apoC CETEBbIX MapaMeTPOB JI0 Iepe3arycKa.

YerpoiicTBo 3amparmmBacT depes 32-ceKyHIHbIe HHTEPBaJIbl CETeBbIe HACTPOUKH Yy JIF000TO U3
cepsepoB DHCP:
* Ecitu cepsep DHCP Oyner nHaiiieH, HO HanpaBJIeHHBIN eMy 3alpoc He cpadaThiBacT HilH

3aBCPUIACTCS 11O TaﬁM-ayTy, CHUCTEMa MPEKPAILIACT 3alPOC CCTEBBIX MAPAMETPOB A0 IEpe3alycCcka.

DHCP*
* KpoMe Toro, MO>XHO HaCTPOUTh YCTPOMCTBO € IOMOILBIO NapameTpa Tpedosars (aiin cookie,

XapPaKTePHbIN 1151 HoCTAaBINKA, 4T00bI NpuHaThL ajpec DHCP, 94To no3BoiseT NpuHUMAaTh
BBIJIABa€MbIC 3HAYCHUS U 3aITyCKaTh CETEBBIC CIIYKOBI.

Cwm. pazgen «Ilapamerpsl orBeToB DHCP».

*Knacc nocrasmmuka: APC
Wnentudukatop wmuenra: MAC-aapec yctpoiictBa. Eciu HM3MEHHTh 3TO 3HAY€HHE, HOBOC 3HAYCHHE JIOJDKHO OBITh

yHUKanbHbIM B JIC.
Kiracc nonms3oBarenst: Ha3BaHUE MO MEKPOIIPOTpaMMHOT0 o0ectieueHus; cM. paszeln «Ilepenada daifaosy.
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9KpaH HacTtpoek TCP/IP ansa IPv6

MyTb: KoHdurypauua > Cetb > TCP/IP > Hactpoiiku IPv6

Hannas (GyHKIMS MO3BOJSET IPOCMOTPETH JII00BIE TeKYIIHe HacTpoiiku IPv6 mmaTel ceTeBoro ympasiaeHus 2
(IICY) UBII. HuxHss yacTh 3KpaHa UCIIONB3YeTCs A1 HACTPOWKH 3THX MapaMeTPOB, B TOM YHCIIE U IS

oTKIIroueHus [Pvo.

MOo’KHO KCTIOIB30BATh PYUHYIO WM aBTOMaTH4ecKyto [P-aapecanuio. MoKHO TakKe 0OJJHOBPEMEHHO
HCIOJIB30BaTh 00€ HacTpoiiku. /g pydHoil agpecannu ( ) yctaHoBuTe (IIaXKOK U BBETUTE

vb u

YcranoBute (raskok , 4TOOBI CHCTEMa IMoJTydasa MpehUKCH aipecoB OT
MapipyTu3aropa (eciu TakoBoil uMeetcs). Cuctema OyJeT UCIOIb30BaTh YKa3aHHBIC MTPEPUKCHI IS
ABTOMAaTHUYECKON HACTPOUKH anpecoB [Pv6.

Bo3morkHbie popmarbl IPV6 OnucaHue
fe80:0000:0000:0000:0204:61ff:fe9d:f156 nonHas ¢popma [Pv6
f€80:0:0:0:204:611f:fe9d:f156 MPOITYCK Ha4YaIbHBIX HyJeH
fe80:204:611f:fe9d:f156 CBOpaYMBaHUE HECKOJIBKUX HyJICH B :: B ampece IPv6

£e80:0000:0000:0000:0204:6111:254.157.241.86

IPv4 ¢ oTnenbHBIMU YETHIPbMSI CHMBOJIAMHU, OTACIIEHHBIMU
TOYKOM B KOHIIE

£e80:0:0:0:0204:611f:254.157.241.86

MPOIYCK HadyaJIbHBIX Hyleil, [Pv4 ¢ oTaeIbHBIMH YeThIpbMS
CUMBOJIAMU, OTACICHHBIMU TOYKOH B KOHIIE

fe80:204:6111:254.157.241.86

C OTJIEJIbHBIMU YETHIPbMS CUMBOJIAMHU, OT/IEJICHHBIMU
TOYKOH B KOHIIE, CBOPaYMBAaHUE HECKOIBKUX HYJEH

localhost

fe80:

npedukc link-local

2001:

100aBHBIN OJHOAIPECHBIH pedHKC

Host

CM. CJIEIYIOIILYIO TaOIHITy.

Pexxum DHCPv6 ana KoHdurypauum IPv6

Mapamertp

OnucaHue

YnpasJiisieMblil
MApLIPyTH3ATOP

Korna stoT dnakok ycranosien, DHCPv6 ynpasnsercs guraramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MoJTy4aeMbIMH B COOOIICHMSIX MapipyTu3aropa [Pvo.

[Tpu moy4uennu coobmenus mapmpytusaropa [ICY mpoBepsieT, ycTaHOBIECHBI JH Guaru «M»
u «Oy. IICY unTepnpeTupyeT Ux CIeaYIOUIM 00pa3oM:

* Hu omun poiar He 3agan. O3HayaeT, 4To JOKAIbHAS CETh HE MMeEeT HHDPACTPYKTYPBI
DHCPv6. [Tnara ceTeBOro yrpaBieHHUs HCIIOJIB3YET COOOIIECHUS MapIIPyTH3aTOpa U PyTHbIE
HACTPOUKH JJIS TIONTyUeHHs aApecoB, He sBistromuxcs «link-localy (ucmonb3yembIx st
CBSI3U B MpeEJeNiax OJHOTO CETMEHTA CETH), @ TAKIKE IPYTUe HACTPOMKH.

*3aganbl Gaaru «M» uiau «M» u «O». B 3ToM citydae umeeTcs MoTHass KOHPUTyparus
aapeca DHCPv6. DHCPv6 ncnions3yercs A MOJyYeHHs aApecoB U IMPOYUX HACTPOCK
KoH(purypanuu. 1ot pexxum HazbiBaeTcst «DHCPv6 ¢ coxpaneHneM aapecoBy.

[ocne nomyuenus ¢nara «M» korpurypanus angpeca DHCPv6 ocraercst qelicTBUTENBHOM,
MIOKa paccMaTpHuBaeMblii HHTepderc He OyIeT 3aKpBIT, JaKe €CIIU MOCIEeAYIONE TaKEeThI
COOOIIEHNI MapIIPyTH3aToOpa MOCTYIAl0T 0e3 YCTaHOBIEHHOTO ¢iara «My.

Ecnu nmepBeiM OyzeT momyder daar «Oy», a 3areM ¢urar «My, Iara CeTeBOTo yIpaBISHHS
MPOU3BE/IET MOJHYI0 KOHQUTYpAIHIO afpeca 1Mo noixyueHnu ¢uara «Mpy.

*3agaH TosbKO (harar «O». B 3TOM ciydae miaTa CeTeBOTro ynpaBiIeHHUs OTCHUIACT HaKeT
DHCPv6 Info-Request (maket 3ampoca napopmarun). DHCPv6 ucmonb3yeTcs ams
HACTPOUKH «JIpyTUX» IMapaMeTpoB (Takux kak MectononoxkeHrne DNS-cepsepos), HO HE
JUIA IOTy9eHus axpecoB. OToT pexuM HazbsiBaeTcst «K DHCPv6 Ge3 coxpaHeHHs agpecoBy.
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Pexxum DHCPv6 ana KoHpurypaumm IPve

Mapametp OnucaHue
Anpec u apyrue DHCPv6 ucnonb3yercst 1S TOTy4eHHs alpecoB U MPOYMX HACTPOEK KOH(uUrypannu. IToT
CBeleHus pexxum HasbiBaeTcs «DHCPv6 ¢ coxpaneHueM afpecoBy.
Toabko cBenenusi, | DHCPv6 ncnonb3yercs s HACTPONKH «IPYTHX» MapaMeTpoB (TAKUX KaK MECTOIOJIOKEHUE
3a HCKJIIYEeHHeM DNS-ceprepon), HO HE mnst momyuenus anpecos. 1ot peskuM HaszbiBaeTcs K DHCPv6 6e3
ajpecos COXPAHCHHUS aJJPECOBY.
Huxorna DHCPv6 HE ucnonbs3yercs sl KaKHX-THOO HACTPOCK KOH(PHUTYpaluu.

MapameTpbl otBeToB DHCP

Kaxnprit nevicreurensubiii orBer DHCP conepxut napamerpst ¢ HacTpoiikamu TCP/IP, koTopble HEOOXOAMMBI
TICY mist paboThl B ceTd. KaxIbIit OTBET TaK¥Ke COACPKUT APYTYIO MHPOPMAIIUIO, BIUSIOIIYIO Ha padoTy IICY.
CM. Takxke HoKyMeHT ¢ uaeHtudukaropom ID FA156110 Ha BeO-caiite

CBepaieHUs1 0 KOHKpeTHOM nocTtaBLlyuKke (napametp 43). IICY ucmonk3yer 3ToT napameTp otkiuka DHCP
IUIS OTIPEZICIICHHS TOCTOBEPHOCTH OTBeTa. JlaHHBIN mapamerp conepkuT otHocsmuecs K APC mapamerpsl B
¢dopmare TAG/LEN/DATA, Ha3siBaeMbie cookie APC. [1o ymongaHuto 3TOT mapaMeTp OTKITIOUEH.

Cookie APC. Tag 1, Len 4, Data «1APC»
[Mapametp 43 coobmaet IICY, uto cepsep DHCP HacTpoeH Ha o0Ciy)KHBaHUE YCTPOMHCTB.

Jaree B mecTHaaaTepuaHOM (hopMare mpecTaBiieH MpUMep HHPOPMAIIUH, 3aBUCSIIEH OT
MTOCTABINMKA, B KOTOPOil conmepkarcs naHubie cookie APC:

TapameTrp 43 = 0x01 0x04 0x31 0x41 0x50 0x43

MapameTtpbl TCP/IP. TICY ucnons3yet mis onpenencHus ceonx Hactpoek TCP/IP creqyromue mapamMeTpsl,
coneprkamnuecs B qoctoBepHoM oTkinrke DHCP. Bee ykazanHbIe mapaMeTpsl, 3a HCKITFOUEHHEM TIEPBOTO,
onucansl B RFC2132.

IP-aapec (13 mons yiaddr orkimka DHCP, ortucannoro 8 RFC2131): IP-anpec, BemaBaeMbIit
cepsepom DHCP IICYV.

Macka nojaceru (mapamerp 1). Macka nozxcetu omnpezeisieT 3HaueHue, Heooxoaumoe aist pabotst IICY
B CETH.

MapumpyTu3aTop, T.e. IUTI03 IT0 YMOoT4aHuio (mapametp 3). Axpec nuiro3a o yMOTYaHHUIo,
HEOOXOMUMBIN 1A pa6OTLI TICY B ceTn.

Bpems Beitaun IP-agpeca (mapametp 51). [IpoMexxyTok BpeMeHHU, B TEUCHUE KOTOPOTO BHIIACTCS
IP-ampec nns TICY.

Bpems oonoBaenus, T1 (mapamerp 58): Bpewms, kotopoe IICY HomKHA OXXUAIATH TIOCIIE BHIIAYH
[P-agpeca nepex Tem, Kak OHa CMOXKET 3alIPOCUTh OOHOBJIEHHE STOTO Ha3HAYCHHUS.

Bpems npoasienns ucnoan3oBanus, T2 (mapamerp 59). Bpems, kotopoe IICY nomkHa 0XKHUIATH
nocye Bbiaun [P-agpeca nmepen Tem, kak OHa CMOXET MPOATIUTH HCIIOIb30BAaHHUE apeca.

Opyruve napameTpsbl. IICY Takke HCTONB3YeT CIEAYIONe TapaMeTphl, COEpKaIliecs B JOCTOBEPHOM
orxsimke DHCP. Bece ykazaHHBIE mapaMeTphl, 32 UCKIIIOYEHUEM IBYX MTOCIEIHUX, onucanbl B RFC2132.

CepBepbl NPOTOKOJa ceTeBOro BpeMenu (mapametp 42). Jlo neyx NTP-cepBepoB (nepBUYHBII
(OCHOBHOI) M BTOPHYHBIN (BCIIOMOTaTeNbHBII)), KOTOpbIe MOXKET NCIOIB30BaTh [ICY.

Cnsur Bpemenu (napametp 2). Casur BpeMeHu noacetu [ICY 0THOCUTENBEHO YHUBEPCAIBHOTO
koopauHupoBanHoro BpemeHu (UTC), 3anaBaeMblii B ceKyHIax.

CepBep nomeHHbIX nMeH (apametp 6). Jlo 1Byx cepBepoB gomeHHBIX uMeH (DNS) (nepBudHbINA U
BTOPHUYHBII), KOTOPBIE MOXKET UCIIOIB30BaTh [ICY.

Hmsa xocra (mapametp 12). Ims xocT-y371a, KoTopoe ucnoib3yet [ICY (MakcuMaibHas JuimHa — 32
CHUMBOJIA).
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e Hmsa nomena (mapametp 15). Ums nqomena, kotopoe ucrnonb3yet [ICY (MakcuManbHas ajimHa — 64
CHMBOJIA).

* Boot File Name (u3 nons file orkinka DHCP, onncannoro 8 RFC2131). ITonHOCTBIO ONpeieieHHbIH My Th
JI0 TIOJB30BATENBCKOTO (aiina KoHpurypauuu (ini-¢aiina), ucnonsp3yemoro npu 3arpyske. [one siaddr
orBera DHCP onpezensier [P-anpec cepsepa, ¢ kotoporo [ICY ocymiecTBiseT 3arpy3ky ini-thaiina. [Tocne
3arpy3ku [ICY uComb3yerT ini-(aii B KauecTBe 3arpy304HOro (aiiyia ¢ 1enblo H3MEHEHHs HACTPOEK.

* TlomHocThio onpenenennoe ums gomena (FQDN, mapamerp 81). [TonmHOCTBIO OnpeieieHHOE UM
nomena [ICYV.

AKkpaH «CKopoCTb nopra»
MyTb: KoHdurypaumsa > Cetb > CKkopocTb nopTa
[MapameTp ckopoCTH MOPTa 3a1a€T CKOPOCTh 0OMeHa nanHbIMu TiopTa Ethernet. Texymuii mapamerp
oToOpaxkaeTcs B pazzaene Texyiias cKopocTh.
[TapameTp MOXXHO U3MEHHUTD, BEIOpAB MEPEKITIOUATENb B pasaene CropocTh mopra:

» Ilpu 3HaueHun ABTocoriacosanue (10 YMOJIUYaHUIO) CETEBBIC YCTPONUCTRA OTPEACISIOT MAKCUMAIIBHO
BO3MOXKHYIO CKOPOCTb II€PEIauy JaHHBIX. ECIIM IPU 3TOM CKOPOCTH NIEPEIAUX TaHHBIX IBYX YCTPOICTB
HE COBIAIAIOT, 0OMEH OyIeT OCYIIECTBIATLCS HA O0Iee HU3KOW CKOPOCTH.

*  MosxHo Taroke BeiOpars 10 wnum 100 Mout/c; 11a KaXkaoro U3 3THX MapaMeTpoB MOXKHO yKa3aTh
3HAYCHUE:!

— IOJYAYILIEKC (nepe;laqa JAHHBIX TOJIBKO B OJHOM HAIlpaBJICHUU 3a CAUHULTY BpeMeHI/I) nin

—  TOJIHBIH aynuere (OAWH KaHaJl MOXKET UCTIONB30BaThCs JUIS TIepeIadd JaHHbBIX Cpasy B IBYX
HaTPaBJICHUSAX ).

OkpaH DNS

MyTb: KoHdurypauma > Cetb > DNS > KoHdomrypauums

3navuenus B pazaene Cocrosnue cay:k0bl JOMEHHBIX NMEeH 0TOOpaXaroT TEKYIIee COCTOSHIE U HACTPOUKY.

[Mapametpsl B paznene Pyunbie HACTPOUKN cJIy:K0bI IOMEHHBIX HMeH HCIONB3YIOTCS ISl HACTPOUKH
crcTeMbl ToMeHHBIX uMeH (DNS):

e Bxmrouenne MeHIO 320,10 KHPOBATE PydHbIe HACTpoiikn DNS M03BONSIET yCTAHOBHUTD, YTOOKI JaHHBIC
KOH(HUTYpAIH OT APYTUX HCTOYHUKOB, TakuX kak DHCP, nMenu npropuTteT mepe BEIOTHEHHOM B
ATOM paszeiic PyIYHOU KOH(PHUTYpaIHEH.

e Vxaxwurte anpeca IPv4 wmm [Pv6 mns mapamerpa Iepeuunpiii DNS-cepsep B TP HEOOXOAUMOCTH IS
mapameTpa Bropuunsiii DNS-cepsep. UTOOBI OTIPABIIATE IICKTPOHHYIO IMOYTY ¢ IoMoIIbio IICY,
He0o0X0omMMO Kak MUHUMYM yKa3aTh IP-anpec nepBuanoro DNS-cepsepa.

— TICY xnet otBeTa 10 15 cexyHn ot nmepBudIHOTO Miu BropuaHoro DNS-cepsepa. Ecnu IICY He
MOJTy4aeT OTBET B YKa3aHHOE BpeMs, COOOIIICHNE 3TIEKTPOHHOM MOUTHI He Oy/IeT OTHPaBICHO.
Ucnons3yiite DNS-cepBepsl B TOM ke cerMeHTe, Tae pacnonoxena [ICY, UM B COCEAHEM
CErMeHTe, HO He B IPYTHX ynajeHHbIX cermeHTax ceTtu (I'C).

— Tlocne onpenenenus [P-anpecos cepsepoB DNS BBIMONHUTE UX MPOBEPKY; CM. pazzen «IKpaH
mpoBepku DNS».

e Cunxponmzanms uven cucrtembl. [To3Bonser cuaxponnsuposath M xocta DNS ¢ umenem IICV.
[lenkuute ccbuIKy «MMs cUCTEMBI» IS ONPEACIICHUS 3HAYCHUS.

Ecau umst xocta DNS u ums cuctemsl [ICY cuHHXpOHU3UPOBAHEL, IJIMHA UMEHU CUCTEMBI
OTpaHUYCHA OIpeIeICHHBIM KOJTUYISCTBOM CUMBOJIOB B 3aBucuMOcTH oT DNS RFC. Eciu
OHH HE CHHXPOHU3UPOBAHBI, UMSI CUCTEMBI MOXKET COJIEPIKATh 10 255 CHMBOJIOB.

*  Wwms xocra. Ilocie 3aganus 31ech UMEHH XOCT-Y3J1a U YKa3aHHUsI JOMEHHOTO UMEHH B none Mmsi
JI0MEeHa, IOJIb30BaTeNIb MOXKET YKa3blBaTh MM XOCT-y37a B 1I000M nojie natepdeiica [ICY (kpome
a/IpecoB MEKTPOHHOI MOYTHI), KOTOPBIE pabOTAIOT C JOMEHHBIM HMEHEM.
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o Uwmsa nomena (IPv4/1Pv6). dns untepgeiica IICY B aToM pazzaerne noTpedyeTcs yKa3aTh TOIbKO HMS
nomeHa. Bo Bcex ocTanbHBIX NONsIX nHTEpdeiica moms3oBaress [ICY (kpome nonel aapecos
ANIEKTPOHHON TIOYTHI), Pa0OTAIOIINX C JOMEHHBIMH UMEHAMH, I1J1aTa CETEBOTO YIPaBICHHUS 10
YMOYaHUIO JOOABHUT JaHHOE TOMEHHOE UMS, €CIIH OyIeT BBEJCHO TOIBKO UM XOCT-y3I1a.

— Yr00BI MEPEONPEACIUTh PACIIUPEHUE YKa3aHHOIO MMEHHU XOCTa IOCPEICTBOM no0aBiIeHUs
MMEHH JOMEHA, 3aJaiTe B M0JIE UMEHU JOMEHA 3HAYEHUE IO YMOTYaHUI0 somedomain.com
wiu 3HaueHue 0.0.0.0.

— Yt0oOBI N3MEHUTH PACIIUPEHUE KOHKPENHO20 UMEHHN XOCT-y371a (HapuMep, IpH ONpeeIeHUN
TOJTyYaTesisi IpephIBaHMil), TOCTaBbTE KOHEUHYIO TOUKY. [ICY pacto3HaeT UM XOCT-Yy3J1a C TOUKOH
(HarmpuMep, mySnmpServer .) KaK IOJHOLEHHOE IOMEHHOE UM M1 He TOOABIISIET JOMEHHOE MMSL.

e Ums nomena (IPv6). Ykaxunre nomeHHoe ums [Pvo6.

AkpaH npoBepku DNS
MyTb: Kondurypauusa > Cetb > DNS > TecTupoBaHue

JanHas hyHKIMS UCTIONB3yeTcs ist oTipaBku 3anpoca DNS, kotopslii mpoBepsieT HacTpoiiky DNS-cepBepa mytem
noucka 1o IP-agpecy. [lpouenypy HacTpoilku cepBepOB CM. B BBILICTIPUBEACHHOM pazaene «kpaH DNSy.
[IpocmoTpuTe pe3yasTarsl IpoBepKH B moje Llocienuii orBeT HAa 3anpoc.

o Jlnsa mapametpa Tun 3anpoca yKaXuTe METOJ UCTIONB30BaHUsI 3arpocoB DNS; cM. cleayroIyro
Ta0IUILy.

* B mone Bonpoc B 3anpoce yKaxuTe 3HAYCHHUE, KOTOPOE OyIET HCITOIB30BATHCS JIJIsl BRIOPAHHOTO THIIA
3arpoca B COOTBETCTBUU C IAHHBIMU TAOJHIIbI.

Bbi6paHHbIii TMN 3anpoca Ucnonb3yembiit 3anpoc
10 XOCTYy Nms xocta, URL

MO MOJHOMY IOMEHHOMY ITonHOE MOMEHHOE M BUa

HMeHH MOV _CepBep.MO¥ IOMEeH.Com
no IP-aapecy IP-agpec cepsepa

no MX Anpec Mail Exchange

OKpaH Beb-gocTyna
MyTb: Kondurypauusa > Cetb > WWW > [locTyn

JanHast GyHKIUS UCIONB3YETCs JUTS HACTPOMKH METO/Ia TOCTyMa K BeO-uHTepdeiicy. (s akTuBamyu Jro0bIx
M3MCHEHHM, BRITIOTHEHHBIX B ATOM pazene, moTpedyercs nepezarpy3utsb [ICY. Cm. paznen ««CeTb» B MEHIO
yIIpaBJICHUS» Ha CTp. 24.)

C nomomibo GraxxkoB « BKIFOYMTEY MOXKHO BKIIIOUUTH JOCTYI K HHTEpdelcy nonb3oBaress no nporoxkory HTTP
nm HT'TPS (umu mo o6oum nipotokonam). [Tporokon HTTPS Bemonuser mudpoBaHrne MMEH MoIb30BaTeseH,
napoJieil U JaHHBIX, IepefaBaeMbIx Bo BpeMs ceaHca. [Ipotokon HTTP ne BrimonHsieT mmgppoBanue.
IIpumeuanne. B Bepcun 6.8.0 u Beitie HTTP Beiximrouen, a HTTPS BkirodeH rmo ymom4aHuio.

HTTPS raxke BemmomnuaseT ayreHTHGUKaIIo [ICY ¢ momornrsio nudposoro ceprudukara. Onucanue
Pa3ITUYIHBIX CTIOCOOOB HCIIONB30BaHMS MU(PPOBEIX cepTUHUKATOB cM. B pazzeie «Co3gaHue u yCTaHOBKA
UQPPOBBIX cepTUHUKATOBY B «PYKOBOJCTBE MO OE30MACHOCTH» Ha BeO-caiTe

Jnst nononHUTENbHON 0€30MacHOCTH IS TapaMeTpa NOPTHI MOXKHO U3MEHUTH 3HaUEHHE, YKa3aB JII000H
HEHCIOIb3yeMblil TopT B nuamnazone S000-32768. Heo6xonumo NCHOIb30BaTh ABOETOUHE (:) B aIpeCHOM I10JIe
Opay3epa [uis1 ykazaHusi HoMepa nopra. Hampumep, mist Homepa mopta 5000 u [P-aapeca 152.214.12.114:

http(s)://152.214.12.114:5000
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Be6-3kpaH cepTudmkarta SSL

MyTb: KoHdurypauuma > Cetb > WWW > SSL-ceptudmkar

JlobaBnenue, 3aMeHa U ynajieHue ceptudukaroB 6e3omacaocti. SSL (Secure Socket Layer) — 310 mpoTokos,
HCIOJIb3YEMBIH 1151 MU(POBAHUS JaHHBIX, IEPEeIaBacMbIX MEX 1y Opay3epoM U BeO-CEpBEPOM.

MOFYT HCIIOJIB30BaThCA CICAYIOIINE 3HAUCHU ITapaMeTpa Cocrosinue:

lopubiii ceprudurar, [TnaTol ceTeBOro ynpapiaeHus ObLI YCTAHOBJICH WK CO3JIaH ICHCTBUTEIbHBIN
ceprudukar. lI{enKHUTE 3Ty CCBUIKY, YTOOBI YBUICTh COICPIKUMOE cepTU(UKaTa.

Ceprudpurar ne yeranosien. Ceprudukar He ycraHoBiIeH uin 0bu1 ycranosieH FTP i SCP B
HemnpaBwibHOM MecTe. C MOMOLIBI0 KOMaH bl Jlo0aBuTh mim 3aMeHuTh (aiii ceprudurara
yCTaHOBUTE cepTrdHKaT B Hauiexkalee Mecto: /ssl Ha [ICY.

Coznanue. [Inara ceTeBOro yrnpaBlieHHs CO37aeT CePTUHKAT, IIOCKOIBLKY He 00HApYyKEeH
JEHCTBYIOIAN CePTHQHUKAT.

3arpyska. BemmonHsercs akTuBanus cepTudukaTa Ha IUIaTe CETEBOTO YIpaBIeHHs.

Ecnu 6vin yemanoenen nedeticmeumenviviil cepmugpuxam unu cepmugpuxam He Obll 3a2pyiHceH npu
sxmouennom SSL, niama cemesozo ynpaenenus cozoaem cepmupuram no YMOIUAHUIO, 3Mom
npoyecc Modicem 8bi36ambv 3A0epPAHCKY 00paweHus K unmepgheiicy npumMepHo Ha 00HY MUHYIIY.
Ceprudukar 1o yMoI4aHHUIO MOXXHO HCIIOIB30BaTh IS 00SCIICUCHUSI OCHOBHBIX (DYHKITHIA
0€30MacHOCTH ITyTeM MIU(PPOBaHUsI JAHHBIX, HO IIPH 3TOM IIPU BXOJIE B CUCTEMY OyNeT BEIBOIUTHCS
npenynpexaeHue o 6€30MacHOCTH.

JlobapuTs i 3amennTs aiin cepruduxara. Haliante daiin ceprudukara, co3gaHHbli ¢ TOMOIIBIO
Mactepa 6ezomacHocTH. {7 BeIOOpa MeTo1a HCIOAb30BaHus U(PPOBBIX cePTUPHUKATOB, CO3AaHHBIX
MacTepoM Oe3onacHocTu uin creHepupoBanHbIX [ICY, cm. pazaen «Co3naHue U yCTaHOBKA HU(PPOBBIX
ceptudukaros» B «PykoBoncTse no 6e3omacHOCTH» Ha BeO-caiiTe

Yinannts. Yoanenue ceprudukara. CM. Taxke TEKCT Ha SKpaHe.

OKpaH KoOHconum

MyTb: KoHdurypauusa > Cetb > KoHconb > [loctyn

MyTb: KoHdurypauma > Cetb > KoHconb > Kntoy xocta SSH

HocTtyn k koHconu. [{ins o6HoBieHus: Mukponporpammbl MBI moTpebyercst BKIIIOYUTH JOCTYIT K KOHCOJIH;
cM. pasaen «JkpaH « OOHOBIECHHE POUIMBKI»Y. JJOCTYIT K KOHCOIH MO3BOJISIET HCIIONB30BaTh HHTEpQeiic
KOMaHJHOM CTPOKH.

C nomo1bio GpraxxkoB «BKITIOYHATE MOKHO BKIIIOYUTB AOCTYN K HHTEP(ENCy KOMaHIHOW CTPOKH IO
nporokony Telnet mmu SSH (wnm mo odboum npotokonam). Telnet He mudpyeT nMeHa monp3o0BaTeNei, Taponu
W JaHHBIC BO BpeMs Iepenay, a mpotokoa SSH BeimonHseT mudposaHue.

Hpumeuanue. [Tpu Brmouennu SSH srurouaercs takxke SCP (Secure Copy) aist 3alIAIIICHHON 1epenadn
¢aitnos. JJomonmauTensuyro nHGOpMarmio 06 ucronszoBannu SCP cM. B pasnene «llepemaua dhaitmony.

Jnis mapameTpa mopThl, KOTOPHIHA OyIeT NCHoabp30BaThes Ist cBs3u ¢ [ICY, MOXKHO IPUCBOUTH JTFOOOH
cBoOOAHBIN TIOPT B Arana3one 5000-32768 mis obecredeHus JOMOTHATEIFHOM 3aIINTHI.

[Topt Telnet. ITo ymomuanuto umeeT 3HadeHue 23. JIjis onpeaeneHus mopTa, He 3aIaHHOTO 110 YMOITYaHUIO,
HEOOXOMIMO HCTIONBE30BaTh JBOSTOUHE (:) MITH TIPpo0et, Kak TpeOyeT Toro KirMeHTCKas mporpamma Telnet.

Hanpumep, anst mopra 5000 u [P-agpeca 152.214.12.114 xnuentckas nporpamma Telnet TpeOyet
UCIIOJIb30BAHUS OJHOM U3 CIEAYIOIUX KOMaH[;

telnet 152.214.12.114:5000 wau telnet 152.214.12.114 5000

[Topt SSH. Ilo ymonmuanuto umeet 3HaueHue 22. @opMar KOMaHIHOM CTPOKH, HEOOXOAMMBIN IS
3alaHxs HE UCIIOJIb3YEMOTO 10 YMOJIYAHUIO [IOPTA, IIPUBEJEH B JOKYMEHTALUU IIPOrPAMMBbI-KIUEHTA
SSH. Cwm. taxxke «Kiarou xocta SSH» manee.

Kntou xocta SSH. [Ipu ucnons3zoBanuu npotokona SSH (Secure Shell Protocol) myist noctyna k kKoHCOIH
MOXKHO J00aBIISITh, 3aMEHSTH WA YIAIATH KIIFOY X0CTa Ha dkpaHe «Kimroa xocta SSLy.
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YKa3bIBACT, ABJIACTCA JIM KJIHOY XOCTa (CCerTHLII‘/'I KJ'IIO‘{) HeﬁCTBHTCHBHLIM. MOI‘YT
HCIIOJIB30BAaThCA CIACAYIOIINE 3HAYCHUS ITapaMeTpa «CocTrosHue»:

. : OTCYTCTBYIOT UCHOJIB3yEeMbIE KITFOUH XOCTa.

. . Ilmara ceTeBOrO ympaBiIeHUs CO3AaET KIIFOY XOCTa, IIOCKOJIBKY He OBLIO HaliIeHO HU OJJHOTO
JEHCTBYIOIIETO KITFOYA.

. . BeimonHsieTcst akTUBAINS KITI04a X0CTa Ha TUIaTe CETEBOTO YIIPABICHUS.

. . OIIuH U3 claenyoumMX JOMYCTUMBIX KIIF0UeH XocTa HaXoAUTCs B Karanore /ssh

(pexoMeHyeMOe MECTOIIOIOKEHUE Ha TJIaTe CETEBOrO yIPaBIECHUs):
— 1024- wm 2048-pa3psaaHbIA KITFOY XOCTa, CO3IaHHBIA MacTepOM HACTPOHKH 0E€30MIacCHOCTH

— 2048-pa3psaanbrii Kimod xocta RSA, co3maHHbIiA I1aT0H CETEBOTO YIIPABICHU.

. 3arpy3uTe (haiii KIrroda XocTa, CO3IaHHOTO MacTEpOM HACTPOUKH
6e3onacuoctr. MHbopMmariiio 00 HCIoabp30BaHNH MacTepa 0e30MmacHOCTH cM. B «PykoBozcTBE 10 6€301acHOCTI
Ha BeO-caiite . UTOOBI NCIIONTE30BATh BHENIHUH KITFOY XOCTa, 3arpy3UTe €r0 Mepe BKIFOUCHHUEM (CM. pa3ment
«/locTyTt K KOHCOJI BHIIIIE).

Ipumeuanue. UtoObI COKpaTUTh BpeMsi, HeoOXonuMoe JUTd BKItoueHnss SSH, coznaiite u 3arpy3uTe KIrod
xocTa 3abaroBpeMeHHo. Ecau exmouums SSH, He 3aepy3us Koy xocma, niama cemesoeo ynpaeieHus.
nOMpaAmum npuUMepHo MUHymy 071 co30anus Kawoua, a cepsep SSH 6yoem 6 smo epems nedocmynen.

. Y,Z[aJ'IGHI/Ie Kiroda xocta. CM. TakKe TeKCT Ha OKpaHe.

Urto0b1 ucrionb3oBatk SSH, He00X0aMMO UMETh ycTaHOBIIEHHBIN KireHT SSH. boibpmmHCTBO
miatdopm Linux u UNIX umeroT B cBoeM cocTase KiueHT SSH, HO onepanmoHHas cucremMa
Microsoft Windows He nMeeT TakoBOTO. J[OCTYITHEI KIIMEHTCKHE ITporpaMMbl Windows pa3TiaHbIX
paspaborumnkoB, HanpuMep mporpamma PuTTY, nocTymHas mo ampecy

OKpaHbl SNMP

Bce nmena, maponu u uMena coobmects it SNMP niepenarorces 1o ceTH B BHIe OOBIYHOTO TekeTa. Eciu ceTh
TpeOyeT BBICOKYIO CTEIIEHL 0€301MacHOCTH MH(PPOBAHUS, OTKIIFOUNTE HocTym SNMP nin ycTaHOBUTE IS
KaXKJIOTO U3 CO0OIIecTB mpasa gocTyna Ha uyTeHue. (CoobIecTBo ¢ T0CTYIOM Ha YTEHHE MOXKET MOTydaTh
HHQPOPMAIIHIO O CTaTyce W UCIIONIb30BaTh MpepbiBanus SNMP).

[Ipu ncnons3oBanuu cpeactsa StruxureWare Data Center Expert mist ynpasnenns UBII B oTkpbITOMH ceTH
cuctemsl StruxureWare neodxooumo Bkmounts SNMP v1 unun SNMP v3 B unrepdetice IICY. docTtyn Ha
YTeHHE MO3BOJISIET yCTpoicTBY Struxure Ware nomyuars npepsiBanus ot [ICY, a JOCTyN Ha 3alUCch HEOOXOAUM
npu padote ¢ uaTepdeiicom nmonszosatrens [ICY mis nucnonszoBanus ycrpoiicta StruxureWare B kadecTBe
MOTy4aress NpephIBaHAM.

Hua cszu ¢ EcoStruxure IT npu monutopunre UBII takske ucnons3yrores npotokoiasl SNMPv1 unun SNMPv3.

JIONONMHUTETbHYI0 HH(GOPMAIHIO IO YIPABICHUIO 0€30MaCHOCTHIO CUCTEMBI CM. B «PyKoBO/ICTBE
110 0€30IacHOCTH» Ha BeO-caiiTe

SNMPV1.

MyTb: Kondurypauusa > Cetb > SNMPv1 > [loctyn n KoHTponb goctyna

[Tapametp WCTIOJBb3YeTCs s BKITIOUeHHs WiiH BhIkiroueHust SNMP Bepcun 1 xak metona
B3aumozeicTaus ¢ IICY.

I[pumeuanue. B Bepcun 6.8.0 u Beime SNMPvI o ymonmuanuro BeikitodeH. Heooxoqumo
OIpeNeNUTh UM coolriecTna ( ) 10 TOTO, KaKk OyJeT ycTaHOBJIEHA CBA3b
¢ npoTtokosioM SNMPv1.
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Hcnonr3oBanne SNMPv2c nmonaepxupaercs ¢ momoribio GyHkiuit SNMPv1.

KoHTpornbk aocTtyna. MoXHO HACTPOUTB JI0 YEThIPEX 3alrcel KOHTPOJIS IOCTYIIa, YTOOB! ONPEeINTh, KaKas U3
ceTeBbIX cucteM yrpasineHus (NMS) umeer noctyn k LICY. [l peqakTipoBaHus MIENKHUATE UMST COOOILECTBA.

o ymorqanuio oiHa 3amych Ha3HAYaeTcs Ha KaXI0€ U3 YeThIpeX JOCTYMHBIX coodiiectB SNMPv1. Brl moxere
W3MEHSTh 3TH HACTPOUKH, YTOOBI IPUMEHUTD D0slee 0OHOU 3anucu Ois 106020 cooduyecmaa, Ui PSAOCTaABICHUS
JIOCTYTIa [0 HECKOJIBKUM OTpeieNieHHbIM afipecaM [Pv4 u IPv6, numenam xoctoB win Mackam [P-agpecos.

+ Ilo ymomuanuto coobmmectBo umeet noctyn k [ICY u3 moboro Mecra B ceTH.

* [lpu HacTpoOliKe HECKOJNBKHX 3alTUCeH YIPABICHUS JOCTYIIOM IS COOOIIECTBA C TFOOBIM HMEHEM 3TO
3HAYUT, YTO OJHO WJIM HECKOJIHKO COOOIIECTB UMEET JOCTY K YCTPOMCTBY.

. Ims1, xoTopoe cuctema ympasieHus ceTeio (Network Management System — NMS)
JOJKHA WCTIONB30BATh ISl TOCTYTIAa K coo0mecTBy. MakcnManbsHas JyimHa cocTasisaeT 15 cumBonos ASCII.

. Anpec IPv4 wu [Pv6, macka [P-aapeca umm ums X0CT-y371a, KOTOPBIHA
yIpasisieT 1ocTymnoMm cucteM NMS. Ms xocT-y3ma uinu onpeaenenusiii [P-anpec (mampumep, 149.225.12.1)
OTKPBIBAET JOCTYT TOJBKO cuctemMe NMS B nanHOM cermeHTe ceTu. [P-agpeca, comepxammue 255,
OTPAHUYMBAIOT JOCTYII CICAYIOIUM 00pa30oM:

* 149.225.12.255: noctyn NMS toneko B cermente 149.225.12.
e 149.225. : moctyrmt NMS Tonbko B cermMenTe 149.225.
e 149. : noctynn NMS Tonbko B cermMente 149.
* 0.0.0.0 (HacTpO¥iKH IO YMOJYAHHUIO), KOTOPHIC MOTYT OBITh TAKKE IIPEACTABJICHBI B BUJIC
255.255.255.255: nocryn nr060# cucteMbl NMS B 11000M cermMeHTe.
. le#icTBUS, KOTOPBIE MOXKET BBIMOIHATH NMS B cooOIIeCTBE.

. . Tonbko onepauuu GET, B mo6oe Bpems.

. . [Tomyuars (GET) B mo6oe Bpems u pasmemath (SET) urdopmaruio, eciu npyrue
TTOJIB30BATEH HE paboTaIoOT B MHTEpQEiice Moap30BaTels Wik B HHTepdelice KOMaHIHON CTPOKH.

. . Homyuars (GET) u pazmemars (SET) undopmanuto B mrodoe Bpemsi.
. . 3anpemeno nony4ars (GET) u pasmemars (SET) undopmariuio B modoe Bpems.

SNMPv3.

MyTb: Kondurypauua > Cetb > SNMPv3 > floctyn, MNMpocunu nonb3osaTtenen n KoHTponb
aocTtyna

st 3anpocoB GET u SET u mony4vareneit npeprsiBanmii B SNMPV3 mipu ueHTH(OUKAIMA TT0JTB30BaTEICH
MCIOJIb3YeTCs cucTeMa npoduieit monas3oBareneit. [lonbp3oarens SNMPvV3 nomkeH uMeTh mpodhuib
MOJIb30BaTels, Ha3HaueHHbIH B iporpamme MIB anst Bemmonnenus onepanuii GET/SET, npocmorpa MIB
U NIOJIyY€HHUS IPEPHIBAHUI.

I[pumeuanue. B Bepcuu 6.8.0 u Bime SNMPv3 o ymonmuanuio BeikitodeH. Heooxoqumo
HACTPOUTH JCHCTBUTENBHBINA NPO(UIb NONTB30BaTENs, HCIONB3YsI MApOJIbHbIE (hpa3bl
( ) 1o TOrO, Kak OyZeT ycTaHOBJIEHA CBA3b

¢ npoTtokosioM SNMPv3.
Juns ucnionp3oBanust SNMPv3 HeoOxoanmo umeTth porpammy MIB ¢ mognepxkoit SNMPv3.

[ICY noxnepxusaet ayreHTrduranuto SHA nimm MDS, a Taxke 3amuty ¢ nomomisio AES nm
DES (mmdposanue).

[TapameTtp TO3BOJISIET UCIIOJIH30BATh JAHHBIM METOJ] B3aUMOJIEHCTBHS C
YCTPOMCTBOM.
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Mpodomnu nonb3osaTteneit. [1lo ymoruanuio oToOpaxaeT CIMCOK HACTPOEK /ISl Y€ThIpEX MpoQuIeit
MOJIB30BATEINeil ¢ IMEHAMH OT hi (3 , HE MCTIONB3YFOIIHX
ayTeHTU(HUKAIIAIO U 3amuTy (MmudpoBanue). YToOb H3MEHUTH CISAYIOMINE HACTPOUKH ITOTH30BATEITHECKOTO
npoduIs, METKHATE UMS TT0JIb30BaTeNsl B YKA3aHHOM CITHCKE.

. . Unentudukarop npodus nonszosarens. SNMP Bepcun 3 orobpaxaer
¢yuknuu GET, SET u obecrieunBaet 3axBar B IMOJIb30BATEIBCKHA TPO(UIB MYyTEM COTIOCTABICHHUS
WMEHH TI0JIb30BaTels MPOMUIISL C UMEHEM TI0JIb30BATENs B IEPEAaBacMOM IaKeTe JaHHbIX. MMs
MOJIb30BAaTeNsl MOXKET cofiepkarh 10 32 cumBosnoB ASCII.

. . ®paza u3 15-32 cumsonoB ASCII, npoBepstoas
B3anMozeicTBIe cucteMbl NMS ¢ yerpoiicTBoM 1o ipotokory SNMPv3; momkHa OBITh yCTaHOBIICHA
B cucteMe NMS. OHa Taxke npoBepsieT, YT0O0b! COOOIICHHE HE MEHSUIOCHh BO BpeMs Iepeaadn, a TaAKKe
CBsI3b C COOOIIEHNEM IIEPHOANIECKHU OIICP)KUBAJIACH. JTO MO3BOJISIET Y3HATh, YTO COOOIIEHHE HE
3a7iep>KaHoO U He OBIJIO CKONMPOBAHO U IIOBTOPHO OTIPABJICHO B HECOOTBETCTBYIOIEE BPEMSL.

. . ®paza u3 15-32 cumsonoB ASCII, xoTopas obecrieanBacT
KOHGHUACHITNAIBHOCTD JaHHBIX, OTIPABIAEMBIX crucTeMoit NMS Ha 1aHHOE yCTPONCTBO UITH
MIPUHUMAEMBIX OT JaHHOTO ycTpoiicTBa uepe3 SNMPv3.

. . [Iporokon SNMPv3, nognepkusaroniumii ayrentudukanuo SHA u
MDS. JomxHO OBITH BEIOPAHO OTHO M3 3THX 3HAYCHUH.

. . [Iporoxon SNMPv3, nogaepxuBaroiuii B kKauecTBEe MPOTOKOJIOB
muQpoBanus U aenndpoBanus JaHHbIX TpoTokoinbl AES u DES. Heo0xonuMo ucnonb30BaTh Kak
MPOTOKOJ KOH(PUICHITHAIEHOCTH, TaK ¥ Mapoiib KOH(PHUICHIIMATLHOCTH, B IPOTUBHOM CIIy4ae 3arpoc
SNMP He Oyner 3amm¢ppoBaH.

OnHako Henb3st BBIOpaTh MPOTOKOJ KOH(DUACHIINATBHOCTH, €CIIM HE BBIOPaH MPOTOKOI
ayTeHTH(UKAIIH.

KoHTponb gocTtyna. MoXHO HACTPOUTB JIO YETBIPEX 3aIHCEH KOHTPOJIS JOCTYIIA, YTOOBI OMPEIEITUTh, KaKas U3
ceTeBBIX cucteM yrpasieHus (NMS) mmeer goctym k [ICY. Jlns pemakTipoBaHus MEITKHATE UMS TIOJTE30BATEIA.

[To ymMouaHUIO OTHA 3aITMCh HA3HAYASTCS Ha KKIIBIA U3 YeThIpex mpod el moip3oBarelneii. Bel Mokere
M3MEHSATH 3TH HACTPOUKH, YTOOBI IPUMEHUTH Hosiee 00HOU 3anucu 0Jisi NPOQUIs NOTb308aMeENsL, TS
MPEN0CTaBIIEHUS JOCTYTa 10 HECKOIBKUM omnpesieNieHHbIM [P-anpecam, nMeHaMm xocToB uin mackam [P-agpecos.

* Tlo ymomuanmto Bce cucteMbl NMS, HCTIONB3YIONTNE 3TOT MPO(HITb, IMEIOT AOCTYI K 3TOMY YCTPOMCTBY.

» Ilpu HacTpoiiKe HECKOMBKHX 3aIACeH YIPABICHUS JOCTYIIOM ISl OJHOTO PO TOIB30BATENS 3TO
3HAYHT, YTO OJIMH FJIF HECKOJIBKO JPYTHX MPOQIIIel OIbh30BaTee JOIDKHBI IMETh TOCTY K YCTPOHCTBY.

. B packpriBaromemcst criucke BeIOepUTE MPOGMITH ITOTH30BATENS, IJIsT KOTOPOTO OymeT
MpUMEHEHa JIJaHHAs 3alUCh YIPaBIeHHUs 0CTYHoM. JIJist BEIOOpa TOCTYITHBI YEThIPEe UIMEHU MOh30BaTEIIs,
HACTPOEHHBIX ¢ moMombio pyHkmu «IIpodmnm nonp3oBareneii.

. IP-anpec, macka IP-agpeca unm uMst XoCT-y351a, KOTOPBIN yIPABISIET JOCTYTIOM
NMS. Nms xocT-y371a wim onpeaeneHnsiit [P-anpec (Hampumep, 149.225.12.1) oTKpBIBACT JOCTYIT TOIHKO
cucteme NMS B manHOM cermente cet. Macka [P-anpeca, koTopast COMEp>KUAT YHCIIO 255, oTpaHUIHBACT
TOCTYII CIIETYIOTITIM 00pa3oM:

e 149.225.12.255: ngoctyn NMS Tonpko B cermenTe 149.225.12.
o 149.225. : toctynn NMS Tonbko B cermente 149.225.
*  149. : roctyn NMS Tonbko B cermente 149.

e 0.0.0.0 (HacTpOHKH MO YMOIYAHUIO), KOTOPHIE MOTYT OBITH TAKXKe HPEICTaBICHEI B BUE
255.255.255.255: nocryn nro6oi cuctembl NMS B m000M cerMeHTe.

AkpaHbl Modbus

HUcrnonsayitre mapamerpbt Modbus, uto0st HacTpouTs [ICY Ha rcnonb3oBanue mpotokoina Modbus 1ist mopkimtoueHust
CHICTEMBI TUCTIETYePH3AIMK HHXeHepHOTo 00opynoBanus (Building Management System — BMS). [1nars! cereBoro
ympasnenns AP9630 u AP9631 nmonaepxwuBatot potokon Modbus TCP B O0NBIIMHCTBE MUKPOITPOTPAMMHBIX
npunokennid. Oynxmmto Modbus Serial mognepxuBaeT TobKoO TU1aTa ceTeBoro yrpasieHus AP9635.
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Yro6sl mpoBeputs coBMectuMocTh [ICY ¢ Modbus, obparutech k gokymenTtanuu no [ICY.

JomonmauTtensHas nHbGOpMAHs 00 HCIIONB30BaHNH mpoTokoia Modbus Ha [ICY — cm.
«/lONIOTHUTENBHYIO TOKYMEHTAIHIO TI0 TIpoTokoiry Modbusy u «KapTel perucTpoB mpoTokoia
Modbusy, koTopbIe TOCTYITHEI Ha BeO-caiiTe

J171s1 ToNyYeHus TOTOTHUTENbHON HH(OpMAIIIU 00 ycmarnogke u ycmpaneHuu HeuCnpasHocmell
Modbus ona nnamol cemegoeo ynpaenenus AP9635 odparurech k
, TOCTyITHO# Ha BeO-calite APC

Jis monmy4enust nHGOpManuy 00 yIpaBIeHUH IPYIIION MEPEKII0YaeMbIX PO3ETOK € IIOMOIIBIO
Modbus anst mozeneit Smart-UPS ¢ npeduxcamu SMT, SMX, SURTD, SRC u SRT o6parturecs k
, IOCTyTHOH Ha BeO-calite APC

I[Mpumeuanmne. /aTuvku TemMnepaTypsl U BIaXKHOCTH, TOAKIIOYaeMbIE K TOPTaM BBO/A-BHIBOIA
[ICY AP9631 u AP9635, He moiep >kuBaroTCs IpU UCTIoNb3oBaHuu Modbus.

MocnepoBartenbHbIn noptT Modbus (Tonbko ana nnatel AP9635).

MyTtb: Kondwmrypaumsa > Cetb > Modbus > lNocnepgoBaTenbHbIN NOPT

1. HapaMeTp ﬂOC'l‘yll I/ICHOHI)SYCTCH JJIs1 BKIIFOUCHU S WU BBIKJITFOUCHUS ITOCIICI0BATCIIBHOI'O HOpTa
Modbus kak MeTona B3auMozeiictaus ¢ [ICV.

2. 3apaiiTe mapaMeTpsl MOJAKIFOYCHHS 10 MOCiIeA0BaTeIbHOMY mopTy Modbus:

— Crxopocts nepenaqun (Baud Rate) — ckopocThk niepeavn JaHHBIX B OUTax B CeKyHIy. MOXKHO
3anate 3HaueHune 9600 (mo ymomyanuio), 19200, 2400 umu 38400.

— bwut "erHocTn — OUT A7 MPOBEPKU YETHOCTH. MOXKHO YCTAaHOBUTH 3HaUeHUE «UeTHBIN»,
«Heuetnprity nnn «Het».

— leneroii yHuKAILHBIN UAeHTU(UKATOP — YHUKATBHBIA HASHTH(DUKATOP IIEIEBOTO
ycTpoiicTBa. MOXXHO yCTaHOBUTH 3HaYeHUE oT 1 g0 247.

3. lllenkaute «I[IpuMEHUTEY, YTOOBI COXPAHUTH H3MEHEHHUS.

Modbus TCP.
MyTb: Kondurypauua > Cetb > Modbus > TCP

1. Iapametp /locTyn UCTIONB3yeTCs TS BKIIFOYSHHUS WK BRIKITFOYeHHs mpoTokoia Modbus TCP kak
meToxa B3aumoneiicteug ¢ I[ICVY.

2. 3amaiite HOMep nopTa st coenuaeHnss TCP. MokHO ycTaHOBHTH 3HadeHHE 502 (110 YMOIYaHUIO) WITH
3HayeHue ot 5000 go 32768.

3. 3amaitre Taiiv-ayT noakaw4uenus (Communication Timeout). MOXXHO yCTaHOBUTBH 3HAYCHHE
«Hwuxorma» (0 cexynn) wimm 3aaderue ot 1 g0 64800.

4. Hlenkaute «[IpuMEeHUTEY», YTOOBI COXPAaHUTH N3MEHEHHS.

AkpaH BACnet

Ucnons3yiite mapamerpsl BACnet, uto0sr HacTpouTs [ICY Ha ncnons3osanne nporokona BACnet mis
npenocTasieHus naHHbIX 00 MBIl cucteme aBTOMaTn3MpOBaHHOTO YIPABICHUS 30aHUEM.

JomnonuurensHble cBeneHus 0 Toukax AaHHbx MBI, npenocraBnsembix nocpeactsom BACnet,
cM. B mokymeHTax «BACnet Application Mapsy» (Kaptsl peanuzarnu BACnet) Ha BeO-catite APC
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Kondurypauuss BACnet

ITapamerp Onucanue
Yeranoute 3T0T (h1akoK, 4ToOs! BKIItounTh BACnet. B npornBHOM cityuae k [ICY
Henb3s Oyner obparutses yepe3 BACnet. [To ymomuanuio BACnet oTkitrodeH.
Hocryn IMpumeuanue. B Bepcun 6.8.0 u BhIme mpotokoa BACnet o yMOT4aHUIO OTKITIOYCH

1 HE MOXKET OBITh BKIIIOUCH, T0KA HE YCTAHOBJICH MapOJIb [UIsl YIPABICHUS CBS3BIO C
ycrpotrictBoM (Device Communication Control Password).

ID ycrpoiicTBa

YHHKaNbHBIN UneHTUDHUKATOD 115 ycTpoiicTBa BACnet, ncronb3yeMsiii 1uist oOpatieHus
K Hemy. JJomyctumslit nuanaszon: 0—4194303.

HNms yerpoiicTBa

Wwmst mannoTO yerpoiictBa BACnet, koTopoe OKHO OBITh YHUKAIBHBIM B paMKax CeTH
BAChet. ITo ymormuaHHIo /115 yCTpOHCTBa UCIONB3yeTcs nMs B hopmare «BACn-+mocnenane
BoceMb 1udp MAC-anpeca [ICY». MunnMansHast miHa paBHa 1 CMMBOITY, MAKCUMaJTbHAs —
150, mpu 3TOM pazpelIeHo UCIOIb30BaTh CIEUATbHBIE CUMBOJIBL.

CeTeBoii MpoTOKOJI

Bribepute HyXHBIH TIPOTOKOI:
*  BACnhet/IP

Bpems oxxnganus
APDU

Cpok B MIIIITHCEKYHAAX, B TeueHue kotoporo [ICY oxunaer oret Ha 3ampoc BACnet.
Jomyctumerit nuanason: 1000-30000. CrangaptHoe 3HaueHne — 6000.

IloBTOpPHBIEC NONBITKH
APDU

Uuciio mOBTOPHBIX MONBITOK BRIIOMHUTH 3arpoc BACnet, npennpruanmaemsix [ICY, npexne
4eM 3arpoc OyaeT npepsad. Jomyctumerit nuanazon: 1-10. CrangaprHoe 3HadeHre — 3.

Cayxo6a Device Communication Control ucrnonb3yercst kiaueHToM BACnet, 4To0b! nath
KOMaHJy yIaJIeHHOMY ycTpoiicTBy (Hampumep, [ICY ¢ mogaepxkoit BACnet)
MIPEKPaTUTh OTNPaBIATh 3anpockl APDU unn orBedaTh Ha HUX (KpOME OTHOCSIIUXCS K
ciryx0e Device Communication Control) B TeueHHe 3aJaHHOTO IepUoAa. DTy CIy)O0y
MOYKHO UCIIOJIb30BaTh JUIsl TUarHOCTHKH.

Mapoas Vxaxwure nmapons Device Communication Control, uto0s1 kimenT BACnet He Mor ynpaBisiTh
Device B3aumoneiicteueM c [ICY uepe3 BACnet, He penocTaBuB 3aJaHHbIN 371€Ch MAPOJIb. DTOT
Communication apoib AOJLKEH UMETh JUIMHY OT 8 10 20 CUMBOJIOB M COAEPKATh CIIEAYIOLLIEE:
Control
* ucio
* CUMBOII B BEPXHEM PETHCTPE.
* CHMBOJI B HUOKHEM PETHUCTPE.
¢ CierinajabHbBII CUMBOIJL.
PexomentyeTcst U3SMEHUTH MapoJIb pH nepBoM BritoueHun BACnet. [l 3Toro 3Hath
TeKyILIUil maposs He TpebyeTcs.
BACnet/IP
IMapameTtp Onucanune

JlokabHbIH MOPT

Iopr UDP/IP, ucnions3yemstit [ICY st oripasku 1 nomyuennst coodmennit BACnet/IP.
Jomycrumsrii quamazon: 5000—-65535. Hactpotika mo ymomdanuto: 47808.

IMpumeuanne. Anpec IICY ¢ nognepxxoit BACnet/IP onpenensiercs B Bune IP-anpeca
IICY u nokanbHOrO NOpTA.

PykoBoacTBO nonb3oBaTens nnartbl ceTesoro ynpasneHus UBI 2 60




IMapameTp Onucanue
YcranoBuTe 3TOT Qraskok, 9To0BI 3apeructpupoBath [ICY Ha ycTpoiicTBe ynpaBieHUsS
mmpoxkoseniaareM BACnet (BBMD).
IIpumeuanue. Bam HyxHO 3apeructpupoBats [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha yctpoiictee BBMD, ecnu B moacetu [ICY ceifuac HeT ycTpoiicTBa
BBMD snu6o IICY ucnons3yer apyroii iokaipHbli mopt aiust BBMD.
| IP Router |
BBMD A BBMD B
NMC Vv NMC X NMC Z
BrJIIOYUTH Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHMX YCTPOiicTB e W ey
Port: 47808 Port: 47809
Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIIE IPIMEpE:
* BBMD A ynpasnsier muipokoeareabHpiMu coodmenusimu Ha [ICY 'V u W.
* BBMD B ympasisier mupokoBemaretbHbIMu coobmenusmu Ha [ICY X n Y.

* Toneko IICY Z nyxHO 3aperucTpupoBath Ha ycrpoiictee BBMD A miu B B
KayecTBE CTOPOHHET0 YCTPOMCTBA, TaK Kak B ee nmojcetu Her BBMD.

* [Tocne perucrpamym [ICY Z MOKeT IpUHAMATE IIHPOKOBEIIATENIFHBIE COOOIICHHS OT
BBMD, Ha KOTOpOM OHa 3aperrcTpHpOBaHa, a TAKXKE OTHPABIIATH Ha HETO COOOIIICHHS,
kotopsle BBMD TpaHcimpyeT Ha Bce yCTpOMCTBA B CBOEH MOZACETH, a TAKOKE HA IpyrHe
ycrpoiictea BBMD B cetu uepe3 IP-mapipyTtuzarop.

Craryc peructpanmu cToporaero ycrpoiictsa (FDR):

* Perucrpanusi CTOPOHHUX YCTPOICTB HEAKTUBHA
FDR sBisieTcst HEaKTUBHOM B CIEAYIOIIUX CITyYasixX:
— FDR Bkitouena, a BACnet oTKIIFOueH.
— FDR ortkmrouena, a BACnet BxiroueH.

— FDR u BACnet OTKIIOYEHEI.

o Pemnpauna BbIIIOJTHEHA

Perucrpanusa FDR ycrnenrHo BhIoigHEHa.

Craryc * PerucTpanusi 0TKJI0OHeHA
Peructparus FDR 3aBepinena ¢ omubkoii. [ICY aBToMaTH4eCKH MOBTOPUT
MOMBITKY PETUCTPALIUH, HO MOXKHO YCTAaHOBHUTH (PIaXKOK
, 4r00bI [ICY moBTOpHMIIa MOMBITKY
perucCTparyy.
* Perucrpauus oTnpasjieHa
3anpoc FDR ornpasineH, HO ellie He BBITIONHEH.
* Unknown (HeusBectHo)
Cocrostane FDR Hem3BectHo. OOparutech B ciy0y TeXHUIeCcKol nmonnepxku APC
10 BOTIPOCY YCTPaHEHUS IpoOIIeM.
YerpoiicTBo
ynpaBJieHHs [P-agpec mwin nmonHOE JOMEHHOE UMS YCTPOICTBA YIPaBICHUS IIHPOKOBEIIAaHHEM
IIMPOKOBEIAHHEM BAChnet, ¢ kxoTopbsIM Oyzaet 3apeructpupopana nansas [ICY.
BACnet/IP
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IMapameTp Onucanue

Hopr

[opt ycrpotictea BBMD, ¢ koTtopsiMm Oymet 3apeructpuponana 3ta [ICY.

Cpoxk Ku3HHM

[epuon B cekyHmax, B TeueHue koroporo BBMD Oyner cuntars ganayto [ICY
3aperucTpupoBaHHbIM ycTpoiicTBoM. Ecnu IICY He MOBTOPUT PErUCTPaLIUIO 10
HCTeUYCeHNUS 3TOTO cpoka, BBMD ymamuT ee 3 cBoeii TabIUIBI CTOPOHHIX YCTPOMCTB,
nocie gero I[ICY He cMOXET OTIPaBIATh WM IIPHHAMATD [INPOKOBEIIATEIbHBIC
coobmerns gepe3 3To ycrpoiicteo BBMD. JlaHHBIN TapaMeTp onpeaessieT, Kak 9acTo
[ICY peructpupyercs Ha ycrporictBe BBMD, Tak kak IICY noneitaercs noBTOpUTH
PETHCTPAIHIO 10 HCTEYEHHS 3TOTO CPOKa.

OkpaH cepBepa FTP

MyTb: Kondurypauua > Cetb > Cepep FTP

Hcnonws3yiTe 3TOT 3KpaH AJid paspelieHus goctymna k cepsepy FTP u onpenenenus nopra.

MapameTtp

OnucaHue

Hoctyn

Cepgep FTP nepenaet dhaiinet 6e3 mudposanus. B Bepcuu 6.8.0 u Boiie FTP o ymonuanuto
BBIKJTFOYCH.

Jlis mudpoBaHHOM TIepenadn (GaiIoB UCTIONB3YHTE 3alTUICHHBIN MPOTOKON KorrpoBaHus Secure Copy
(SCP). IIpotoxon SCP aBTOMaTniecky UCHONL3yeTCs P BKITFOUEHUH TipoTokona SSH, onHako uis
MPUMEHEHHS NIepeiav HaIeKHO 3alUIIEHHBIX (aiiyioB He0OX0IMMO OTKIIOUHTS 371echk cepsep FTP.

B Bepcuu 6.8.0 u Beire SCP He paspemmt nepenars ¢aidi, moka He OyzieT W3MEHEeH Mapolib
CyTIepIIONB30BaTels (apc) .

Ipumeyanne. Ecin notpebyercst noctyn K yerpoiictBy yepes Struxure Ware Data Center Expert
wm Operations, Ha [ICY u B StruxureWare Heo6xoaumo Hactpouts FTP mnu SCP. Hanpumep, ecnn
moTpeOyeTCs UCTIONIB30BaTh MPOTOKON Nepenaun ¢aiinoB FTP, na IICY u B Struxure Ware Heo0Xommumo
Hactpouth FTP.

JlomonHUTENEHY 0 HHGOPMALIUIO TI0 YIIPABICHUIO 0€30MAaCHOCTBIO CHCTEMBI CM. B «PYKOBOICTBE IO
Oe3omacHOCTH» Ha BeO-caiiTe

Hopt

TTopt TCP/IP cepBepa FTP (1o ymomuanuio 21).

Cepgep FTP ucnonb3yeT Kak ykazaHHBIN IIOPT, TaK U OPT C HOMEPOM Ha €IMHUILY MEHBILIE.
Paspemennblie, He YCTaHOBJICHHBIE TTO0 YMOTYaHUIO HOMEpa ITOPTOB yKa3aHb! Ha dkpaHe: 21 u 5001-32768.

IIpumeuanne. Mcnons3oBanue B HacTpolikax cepsepa FTP mopra, He 3aJaHHOTO IO YMOIYaHUIO,
YCHIIMBAET 3aIHTY, TOCKOJBKY 3aCTaBIIsIET IOJIb30BaTeNIeii 100aBIATh MM IopTa K aapecy [P B
koMaHHOU cTpoke FTP. [lepen no6aBieHHBIM HMEHEM TIOPTa TOJDKEH OBITH MPOOEIT WITH TBOSTOUHNE,
B 3aBUCHMOCTH OT UcToJyib3yeMoro kiventa FTP.

MeHI0 yBEeOOMMEHUHN

CwM. crenyrouue pas3iesbl:

*  «Tumnel yBenomiieHun»

*  «KondurypupoBanue neicTBUH 111 COOBITHID)

*  «OKpaH yBeJOMIIEHUH MO 3JEKTPOHHOMN I0YTE

*  «OKpaH TecTupoBaHus npepbiBaHuil SNMP»

*  «OKpaH noyJaTeleld CHCTEMHBIX TIpephiBaHril SNMP»

o «Ileimkuar (ToMBKO M1 TUTATEI AP9635))
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Tunbl yBeagomMineHnum
MO’KHO HaCTPOUTD ACHCTBHS YBEAOMIICHUS IIPH BOZHUKHOBEHUHU ONPEAEICHHOTO cOOBITHS. MOXKHO
YBEIOMIIATH IOJIb30BATENS O COOBITHUH JFOOBIM U3 YKa3aHHBIX CIIOCOOOB:

*  AKTHBHOE, aBTOMaTH4YE€CKOE yBEeJOMIICHHE. YKa3aHHbIE [10JIb30BATEIN KOHTPOIUPYEMbIX YCTPOUCTB
OyZIyT yBEAOMIISITHCS HETTOCPEICTBEHHO.

— YBegomuieHHE 1O 3JICKTPOHHOM MoYTe

— IIpeprsBanus SNMP

— VYBemomuieHue 1o nemkepy (Tonsko AP9635)

— YBemomiieHUe CUCTEMHOTrO KypHana (Syslog)
* KocBenHoe yBeOMIICHUE

— Xypnain cobsrruii. Eciiu He ckoH(UTyprpoBaHa nepenada NpsSIMbIX YBeIOMIICHHH, TOJIb30BATENN
JOJKHBI IPOBEPSATH KyPHAJ, YTOOBI CMOTPETh, KAKUE COOBITHS TPOU30IIIIH

MOXHO TaKkke peruCTpUpPOBaTh JaHHBIE O pab0Te CHCTEMBI C LENbI0 HCIOIB30BAHUS
STHX JaHHBIX JJIS1 KOHTPOJS paboThl yeTpoicTB. CM. pasnen « KypHan TaHHBIX) s
03HAKOMJIEHUS C HACTPOMKOH M HCIIONIB30BaHNEM (DYHKIINU PETHCTPAINH JaHHBIX.

— 3anpocs (SNMP GET)

JlononHUTEIbHBIC CBEICHHS CM. B pa3ieiax « DKpaH Moylydareneil CHCTEMHBIX
npepsiBaHuil SNMP» u «9xpan TectupoBanus npepoiBanuii SNMPy. [Iporokon
SNMP no3Bomnsier NMS BbINONHATS HHGOPMALOHHbIE 3anpockl. [Ipu
UCTIONIb30BaHuH ITpoToKosia SNMPvV1, KOTOpEIii He OCyIIecTBIsAET MHU(POBAHUS
JaHHBIX [IEpeA epenayeif, HacTpoiika Hanbosee OrpaHMYEHHOTO THIIA JOCTyIa
SNMP (UTEHUE) no3BonsieT BRIMOMHATE WH(GOPMAIIMOHHBIE 3aIPOCHI 0€3 prcKa
IUCTAaHIMOHHOTO U3MEHEHHUSI KOHPUTYpaLUH.

Kapra cereBoro ympasnenus noxnepxusaer REC1628 MIB (6a3a ynpasnsromeit nHGOpMaIum).
WNudopmanmro o HacTpoiiKe Mody4aTess MpepbIBaHUN CM. B pas3zene «DKpaH MolydaTesed CHCTEMHBIX
npepeiBannit SNMPy». ['pynma u3 Tpex coOsituit 1628 MIB coBMecTiMa TOJIBKO € 3TOH 0a30i ynpaBIsomeit
nH(pOpMaIHH, He ¢ aNbTepHaTHBHOI 0a3zoit Powernet MIB. OHu MOTyT OBITH HACTPOECHBI, KaK JH000€ Apyroe
cooritue (cM. «KoHuUryprpoBanve nelcTBU ISl COOBITHIN HIUXKE).

KoHdurypupoBaHue gencteum ans coobITUn
KoHdurypaums no cobbiTuio.

MyTb: KoHdurypauusa > YBegomneHue > [lencteus ansa cobbitun > Mo cobbiTUIO

IIo YMOJIYaHUIO TPOTOKOJINPOBAHUEC HACTPOCHO AJId BCEX COOBITHIA. I[Jlﬂ OmpeacJICHNA OTBETHBIX JIeHCTBUI HA
OTACIBbHOC CcoOBITHE:

1. BriOepure menro Kondurypanus, 3atem YBenomiienue, /leiictBus nisi coobrtuii u [lo codniTHio.

2. UroObl HaliTH COOBITHE, MEIKHUTE 3aT0JI0OBOK CTOJIONA JUII IPOCMOTpPA CITUCKOB Kareropuu Co0nITHsd,
cBsi3aHHbIe ¢ nuTaHueMm, CoObITHs B OKpYy:Kkawueii cpeae uin CoObITHS B cUCTEME.

MO’KHO TaKke BBIOpATh MOAKATErOPHIO ITOJ] JAHHBIMU 3arojoBKamMu, Harpumep CocTosinue BXOIHOI
Junun i Temneparypa.

3. Jlyst mpocMoTpa M M3MEHEHHS TEKYIIMX HACTPOEK, TAKUX KaK aIpecarThl, OMOBEIAEMBIE 10 3JIEKTPOHHOU T10UTe
WM TIEHIDKEpY, M CUCTEMBI yrpasieHus cersiMi (NMS), momyyaronye OnoBeeHus Iy TeM pepbIBaHIH
SNMP, mienkauTe umst coobitest. Cm. pasnen «llapameTpsl yBenomiieHHi». YeTaHoBrTe (riaskok Aypra
co0BITHIT, YTOOBI BKIIOUUTD WIIH BBIKITIOUHTD 3AITHCh JKypHAJIA COOBITHIA JUIS 3TOTO COOBITHSL.

Ecnu cepBep Syslog He CKOHPUTYpUPOBaH, MyHKTHI, OTHOCAIIMECS K KOHPHUryparuu Syslog,
MOKa3aHbl He OYIYT.
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[Ipu mpocMoTpe mapamMeTpoB KOHPUTYypAITUK COOBITHS MOXKHO BKIIFOUHUTh HIIM OTKIIOUUTH
PETUCTpALIMIO COOBITUH WK JKypHAT Syslog 1100 OTKIIIOYHUTE YBEOMIICHHUE OTIPEIEIICHHBIX
MOJTy4YaTesIeH AIEKTPOHHOM MOYTHI, TOTy4YaTesNeH MeHIKUHTOBBIX COOOIICHUH WITH TOTydaTeseit
MpepBIBaHUH, HO HEJIb3s JOOABUTH WIIH YIAIUTh MTOTydaTelie U yCTpOHCTBa-IPHEeMHUKHA. UTOOBI
N00aBUTH WM YIAINTH aJIpeCcaToB WIH YCTPONCTBa-IIPUEMHHUKH, IIOCMOTPHUTE CIIEAYIOIIee:

* «Mnentudukamus cepepon Syslog»
* «[Tomy4arenu 31€KTPOHHOMN TOYTHI»
* «Ilomy4arenu npepsIBaHUAN»

* «[IelKUHT — nosTyvyaTenn»

KoHdurypupoBaHue no rpynnam coobITUNA.

MyTb: KoHdurypauus > YBegomneHue > [lenctBus ana cobbitum > Mo rpynne

[Nopsinox omHOBPEMEHHOH HACTPOWKHU TPYIIIBI COOBITHIA:
1. Bribepure menro Koudurypanus, 3atem Yeenowienne, /leiicrus 1uisi codsrtuii u [lo rpymne,
2. Bribepure, kakuM 00pa3oM rpyHIIUPOBATH COOBITHS ISl KOHPUTYPAITUH:

— BwiGepute myHKT COOBLITHSA 110 CTENEHN 0NMACHOCTH, TOCJIE YeT0 BEIOEpUTE OTMH MIIH HECKOJIBKO
ypoBHEH onacHOCTH. VI3MEHSTh YPOBEHb OMMACHOCTH COOBITHSI HEJIB3S.

— Bribepute myHKT CoOBITHS 110 KATETOPIUH, TIOCIIE YEro BHIOEPUTE BCE COOBITUS OHOMN HITU
HECKOJIbKUX MPEABAPUTEIHHO 3aIaHHBIX KaTETOPUA.

3. Jlns mepexona K IpyroMy SKpaHy IenkHuTe «Jlanee». BoIMonHUTE clienyronue qeiCTBHS:
a. Bribepute meliCTBHS 110 COOBITHSIM JIJISI TPYTIITBI COOBITHIA.

* Uro0bI BEIOpATH JI000€ U3 ISHCTBHUI, 3a HCKITIOUECHHEM JieiicTBUs Bejenne sxypuasia
(o yMmon4aHu10), IS Hauyajda HeoOXOAUMO UMETh, KaK MUHUMYM, OJJHOTO
CKOH(HUTYPHUPOBAHHOTO ACHCTBUTENBHOTO MMOMyYaTelis HIH OTHO YCTPOUCTBO-IIPHEMHUK.

* IIpu BEIOOpE mapameTpa Benenne skypHalia 1 HACTPOIKe cepBepa Syslog Ha ciienyromemM
sKkpane BeiOepure JKypuas codbrTuii uimu Syslog (M oba xxypHana). (CM. pazmen
«KypHaibl B MEHIO KOHPHTYpAIHN.)

0. Ykaxwure, HYXHO JIN COXpaHUTh HOBOE CKOH(MHUTYPHUPOBAHHOE JECHCTBHE 110 COOBITHIO JIJIS TPYIIIIBI
COOBITHH MM OTKJIIOYUTH JAHHOE [IEHCTBHUE.

Cwu. cienyromuit paznen «llapameTpsl yBeTIOMIICHU.

MapameTpbl yBeAOMMNEHUNITH HacTpauBaeMble MO ONPEACIISIOT HapaMeTphl OTIIPAaBKU YBEAOMIICHUH 110
coObITHsIM. CM. pazaens! «Kongurypanus no coositrio» u « KoHpurypupoBanue no rpynmnamM coObITHI.

Kak MMpaBUJIO, AJI JOCTYIIa K HUM HYXXHO HICJIIKHYTb IPUECMHHUK HUJIU UM MMOJTYyHdaTCIIA.

Mone OnucaHue

Ecnu coObiTue COXPAHACTCA B TCUHCHUC YKAa3aHHOTI'O IPOMCIKYTKA BPEMCHH,
3a11ep>mca YBEAOMJICHUSA TIOCBLIIACTCA YBCIOMIICHHUE. Ecimm JaHHOC YCJIOBHEC MCUYEC3ACT 10 TOIr0, KaK UCTECK
3aJJaHHBIN HWHTEPBAJ BpEMCHHU, YBEAOMJICHUE HE ITOCBIJIACTCA.

VYBenomieHne MepHOINIECKU OTIPABIIACTCA ¢ YKa3aHHBIM HHTEPBAJIOM (110 YMOTYAHHIO

HNurtepBan noBropa
KaXJble 2 MUHYTHI JIO OUUCTKHU YCJIOBUSI).

KoanuecTBo yBEIIOMJIEHI/Iﬁ

TToxa coObITHE IEHCTBYET, YBEAOMIIEHHE OYIET ITIOBTOPEHO YKAa3aHHOE YHCIIO Pa3.
1nocJje Ha4YaJbHOIro A YT, yBe YA P y p

nim

YBeaomMasaTh 10
yCTpaHeHHs YCJI0BHS
BO3HHKHOBEHHS

VBeOMIICHHE TOCBUIACTCS PETYISIPHO JI0 TEX HOP, TI0KA YCIOBHUE HE YCTPAHUTCS WITH
He Oy/ieT yperyJmpoBaHo.
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OTH mapamMeTpbl MOKHO TAKKE YCTAHOBUTH JIJIsl COOBITHIA, aCCOIMMPOBAHHBIX C OYUCTKON COOBITHS.
(ITpumep cOOBITHS C OUUCTKONW VEBIl: pasopeaHa CBA3b C OJjoxkaMu GaTapeil U
UBIl: BOCCTaHOBJIEHA CBA3b C OJjiokamu BaTapeii).

JKpaH yBeOMIEeHUN MO 3NIeKTPOHHOM no4Te

0630p yctaHoBKU. cnons3yiite mpotokos SMTP a1t oTiipaBku cOOOIICHUH 3JICKTPOHHON IMOUTHI CPaszy
YEeTBIPEM TOTYYaTEeNIIM ITPU BOZHUKHOBEHUN COOBITHSI.

YToOBI UCITONB30BATh q)yHKLII/IIO OTIIPABKH 3J'IeKTpOHHOI>i II0YTHI, HCO6XO,[[I/IMO 3a4aTh CIACAYIOINE NapaMCTPhI:

* [P-agpeca mepBuyHOTO M (HEOOA3aTENBHO) BTOPUYHOTO cepBepa HoMeHHbIX MeH (DNS).
(Cm. pazgen «Oxpan DNSy)

e IP-appec wnu umst DNS nns napamerpoB Cepsep SMTP u Ajapec ornpaButes.
(Cwm. paznen «Cepsep SMTP» nainee)

* Anpeca 3eKTPOHHOM MOYTHI AJISl YEThIpEX Moryyareneil (MaKkCuMyM).
(Cwm. pasnen «Ilomyuarenn SIEeKTPOHHON MTOYTHI)

CepBep SMTP.

MoO’KHO MCTIOIB30BAaTh 3HAYCHHUE Aﬂpec InoJjyvaredis mapaMeTpa mnoJjgay4varesan Jiist
OTIIPpaBKH SHGKTpOHHOﬁ ITOYTHI HAa TEKCTOBBIN 9KpaH.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > CepBep

Ha s3ToMm skpane yka3aHbl IEpBUYHBIN 1 BTOPHYHBIN cepBepsl (CM. pasaen «kpan DNSy») u ciemytomue mosms:

Mone

OnucaHue

Kondurypanus ucxoasimei moursl

Anpec
OTIPaBUTeEJS

Conepxanne ot OT B COOOMCHUAX MEKTPOHHOHN mouTH! otnpasisercs [ICY:

* B popmare nonvzosamens@, [IP_aopec] (ecnu IP-anpec ykazaH kak JlokaabHbIii cepsep
SMTP)
* B popmare nonvzosamens@domen (ecmu ckoupurypupoad DNS, n umst DNS ykazaHo kak
Jloxansuenii cepep SMTP) B co0OIIEHHUSX HIEKTPOHHOM TOUTHI.
Mpumeuanue. Jlokansuaerii SMTP-cepBep MoxeT OTpeOOBaTh YUETHYIO 3aMKCH CepBepa st
3aIaHus JaHHOW HacTporku. CM. JOKyMEHTAIHIO CepBepa.

Cepsep SMTP

Anpec IPv4/ IPv6 nimu umst DNS nokansHOTO cepBepa SMTP.

ITpumeuanue. 10T mapameTp TPeOYETCS OMPENEIATh TOIBKO B TOM CITydae, €CIH I TapameTpa
Cepgep SMTP ycranosieHo 3HadeHue Jloxaabnblii. CM. pasnen «lomyyarenn aneKTpoHHOM
TIOYTHDY

AyTeHTH(pUKALIMA Brurtounte 3TOT mapametp, eciu cepBep SMTP tpedyeT ayreHTHMKAIHH.
Mopt [opt SMTP no ymomqanuto — 25. AIsTepHAaTHBHBIE TOPTHL: 465, 587, 2525, 5000-32768.
Nwmsa
NoJIb30BaTeJis/ N
Mapoas/ Ecny mouToBsIit cepBep TpeOyeT ayTeHTH(HUKALINY, YKOKUTE 31€Ch UM [TOIb30BaTeNs 1
P napoib. TakuM criocoboM OyaeT BBIMONHATHCS MpocTeiinas ayTeHTHduKanus, Ho He SSI.
IlonTBepauTH
napoJib
JlonmoJHUTEJIbHO
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Mone OnucaHue

* Huxorna. Cepsep SMTP He TpeOyeT 1 He OIAEpKUBAET MN(pPOBaHHE.

o Ecam mognepixusaercs. Cepsep SMTP o0bsiBnsieT o moguepxxkke STARTTLS, HO He
TpeOyet 3ammudposanHoro coennHerns. Komanga STARTTLS ormpasisiercst mocie mogaqyn

Hcnonb3oBarb OODBABICHHUS.

SSL/TLS * Beerna. Cepsep SMTP 1Ipu yCTaHOBJIEHHHU COEIMHEHUS TPEOYET OTIIPABKM KOMAHJIBI

STARTTLS.

* Hesisuo. Cepsep SMTP npuruMaet Tonsko 3amudpoBaHHble coequHeHns. Coolrienne
STARTTLS He oTnpainsieTcs: Ha cEpBED.

OToT napaMeTp HYKHO BKIIIOYUTH TOJIBKO B TOM CJIy4ac, €CJIM MMOJUTHKA 3alllUThl OpraHu3allun

Heo0xonum

eobxon . He pa3pellaeT yCTaHaBIUBATh sIBHbIE JOBepeHHBIe coeanHeHus SSL. Ecnu atot mapamerp
KOpHeBOii o . o

OpHEBO BKJIFOYEH, JICHCTBUTEbHBI KOPHEBOH cepTH(UKAT CePTH(GUIMPYIOIIETro OpraHa JI0JKeH ObITh
cepTu(uKar 3arpyxet B IICY s mmgpoBaHus OTIPaBIsIeMbIX COOOIIEHNH IEKTPOHHOH MOYTHI.
cepTH(PUKALHOH-

Ipumeuanne. Oaitbl KOPHEBBIX CEPTUPHUKATOB CEPTHHUIMPYIONIETO OpraHa JOIKHEI UMETh

HOT0 Oprana
pacIIUpeHus, HaYMHAOIINECs ¢ «.0». Hampumep, «.cem U «.crty.

JlaHHOE 10JIe 3aBUCUT OT KOPHEBOTO cepThU(HKaTa CepTUHUINPYIOIIETO OpraHa,
HNwmsa daiina ycranoBneHHoro Ha [ICY, a Takke oT Toro, TpedyeTcs 1 KOpHEBOH cepTuuKaT
cepTU(GHUIUPYIONIETO OpraHa.

Mony4aTtenu 3aNeKTPOHHOW MOYTHI.

MyTb: KoHdurypauua > YBegomneHue > AnekTpoHHas noyrta > Mony4yatenu

YKaKuTe 10 YETHIPEX MOTydaTeNIeH AIeKTPOHHOM MouThI. [[JIsl HacTpoiKy mapaMeTpoB MEIKHUTE uMs. CM.
taxke pazgen «Cepep SMTPy, npuBeieHHBIH BHILLIE.

Mone OnucaHue
Co3nanue
COO0IIEeHUS .
. | Bxuouaer (110 yMOJTIaHUIO) MITH OTKITIOYACT OTIPABKY IEKTPOHHOH MMOYTHI OIyYaTeto.
3J1eKTPOHHOIA
MOYTHI
Wmst monb30BaTenst U IOMEHHOE MMs TTomydaTesst. YToOs! MCIIONb30BaTh aApec s yBEAOMIICHNUS Ha
el Kep, 3aaiTe afpec MEKTPOHHON MOYUTHI ITI03a MEeUHKEPHON YUETHON 3aliCH MOTydaTess
(manpumep, myacct100@skytel. com). Coobmenne OyaeT TeHepupoBaTh IUTI03 TTEeHIKepa.
Anpec »
110.1? waTes UYroOs! oboiiTi mouck DNS [P-agpeca noutoBoro cepsepa, B ckoOkax ykaxute IP-anpec BMecTo
y HMMEHH JJOMEHA JJICKTPOHHOH MOYTHI, HAIIPUMED, HCIONIB3YHTE jsmith@[XXX.XXX.X.XXX ] BMECTO
jsmith@company.com. Do mone3Ho, koraa morck umeH DNS paboraet HenpaBHILHO.
IMpumeuanue. [leitmKep momydaTens 0HDKEH MOANESPKUBATh pabOTy ¢ TEKCTOBBIMHU COOOIICHUSIMH.
®opmar JlnmuHHBIH hopMar conep KUT UMsI, pacoyioxKeHHe, KOHTAKT, [P-anpec, cepuitHblii HOMep ycTpoiicTBa,

JIaTy ¥ BpeMsi, KOJ ¥ onucanue coobIThs. KopoTkuii popmar coIep>KUT TOJIBKO OMCAaHNUE COOBITHSI.

BbI6epI/ITC SA3BIK B PACKPBIBAIOIIEMCSI CITUCKE. Bce mucsma 6yZ[yT OTIIPABJIATHCA HA YKa3aHHOM S3bIKC.
S3bIK MOXHO HCIIOIB30BaTh PA3INYIHBIC SA3BIKU JIA PA3HBIX noab3oBaTeaei. CM. pas3aea «HO63BJ’I€HI/IC n
HN3MCHCHHUEC A3BIKOBBIX ITAKCTOBY.
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Mone OnucaHue

BriGepute ovH U3 CIEAYIONUX CIIOCOOOB JOCTABKU JIEKTPOHHOMN MOYTHI:

* Local (Jlokansuelii). Beibepure stoT mapamerp, eciu cepsep SMTP pacronokeH Bo BHyTpeHHEH
CEeTH WJIM HACTPOEH JUTA BaIllero JOMEHA 3IEeKTPOHHOMN MOYTHL. DTOT PEKOMEHTyeMBbIi [TapaMeTp
o0ecrieyrnBaeT OTIPABKY JIEKTPOHHOM MOYTHI C TIOMOILBIO JIOKaibHOTro cepsepa SMTP. Beidop atoro
HapaMeTpa OrpaHU4UBACT 3aIEP’KKH, OTKA3bl CETU U OBTOPHYIO OTIIPABKY MEKTPOHHOM MOUTHL

[Tpu BEIOOpPE JOKAIBEHOTO 3HAYEHHsI HEOOXOIMMO TaKk)Ke BKIIIOUUTD MEPEChUIKY Ha cepepe SMTP
YCTPOMCTBA U HACTPOUTH CIIELIMAIBHYI0 BHEIIHIOK YYETHYIO 3aIllUCh AJIS IIOIYUYCHUS
NepechUIaeMOoi AJIeKTPOHHOM TouTHl. [lepes BHECEHNEM 3THX U3MEHEHHUI 00paTuTeCh K
Cepsep agMuHUCTpaTopy cepsepa SMTP.

IIpumeuyanne. JIokanbHBIN cepBep MOXKHO HACTPOUTH Ha dkpaHe «CepBep SMTP».

e [Tosnyuarens. C ucnons3zoBanueM SMTP-cepsepa nomygaresns. I[ICY BeINogHAET HOUCK 3alHCH
MX B agpece AJIEKTPOHHO# MOYTHI TTOJyYaTessl U HCIONb3YyeT MOTYUYeHHYI0 HH(OPMALIUIO B
kagectBe cepBepa SMTP. CoolOienne 31eKTpOHHOM MOYTHI OTIPABISIETCS TOIBKO OZIMH pas,
MIO9TOMY OHO MOXKET OBITB IIOTEPSHO.

e [lonb3oBareasckuii. JlTaHHBIM apaMeTp MO3BOJIAET KaXI0MY II0Jy4YaTellt0 AIEKTPOHHOH 1OYThI
UMeTh COOCTBEHHBIE HACTPOWKHU cepBepa. DT HACTPOHKH 3aBUCST OT MTPOLEAYPHI B
BhILIENIpUBeieHHOM paszzaene «Cepsep SMTP».

Ceptucomkarbl SSL aneKTpOHHOM NOYThI.
MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > Ceptudumkarbl SSL

3arpyska ceprudukara SSL anekrponnoit mouts! Ha [ICY obOecrieunBaeT MOMONHUTEILHYIO 3amuTy. Daiin
JTOJDKEH UMETh PAacIIUpEHUe .crt WIN .cer. B mo0ol MOMEHT MOXXHO 3arpy3uTh JI0 MATU (ailyios.

[Tocne ycraHOBKHM CBelleHHs O cepTH(UKaTe 0TOOpakaloTcs B 3TOH obnactu. [ HeAOMyCTUMOTO
cepTUdHKaTa BO BCeX MOMAX, 32 UCKIIOUCHUEM UMeHH (aiina, 0ToOpa)xaeTcsl 3SHaUCHUE «H/I».

Ha stom skpane MoxHO ynanuth ceptudukarsl. JIoOble momydaTeny 3eKTPOHHOH MOYTHI, UCTIONB3YIOIIHE
ceptuuKart, TOHKHBI OBITH BPYYHYIO M3MEHEHBI [Tl YIAJIEHUS CCHUIKH Ha TaHHBIA CEpTU(HUKAT.

Tectn poBaHue 3.I'IGKTpOHHOI71 MNOYTbI.

MyTb: KoHdurypauusa > YBegomneHue > dneKTpoHHas noyrta > TectupoBaHue

IMockiaet TecTOBOE COOOIICHNE YKa3aHHOMY MOYJaTelto.

JKpaH nony4vyartenen cucteMHbix npepbiBaHun SNMP
Mony4yaTtenu npepbiBaHUN.

MyTb: Kondurypauusa > YBegomneHue > MNpepbiBaHusa SNMP > lNonyyaTtenu npepbiBaHUA

C TOMOIIBIO MMPEPhIBAHUS ITPOCTOI0O MPOTOKOJIA YIIPABJICHNA CETHIO (SNMP ) MOXHO II0JIy4aTb aBTOMaTH4CCKUC
YBEAOMJICHUA O BAXKHBIX coonrTusx UBII. Dto CpE€ACTBO UCIIOJIB3YCTCA NJI1 MOHUTOPUHIA YCTPOﬁCTB B CCTH.

[Nomyuarenu npeprsiBaHuii 0TOOpaxaroTcs 1o 3HadeHuro Mvisi [P-aapeca/xocta NMS, rme NMS o3HauaeT
CETEBYIO CUCTEMY YIIpaBieHUs. MOXKHO HACTPOUTD A0 LIECTH NOJTyyaTenell mpephIBaHUM.

YroObl CKOHPUTYPHUPOBATH HOBBIH MPHUEMHUK MPEPHIBAHHUMN, METKHUTE MYHKT /[00aBUTEH moJiyuarein
npepsiBannii. YToObl H3MEHUTD WK YIAJTUTh OHO U3 3HAUYCHUH, MIeTKHUTE ero [P-anpec wim uMs xocra.

[Ipu ynanenuu nosyuarens NpepbIBaHUH BCEM IapaMeTpaM OIOBEIEHUs, HACTPOCHHBIM B pazzierne
«KonturypupoBanue neicTBUA 17151 COOBITUI AT YAAISEMOTO TIONTydYaTeisi MPEephIBaHUH, TPUCBAUBAIOTCS
3Ha4Y€HUs 10 YMOIYaHHUIO.

Bri6epure nepekimodarens SNMPv1 wnmu SNMPv3, aTo08I yKka3ars Tui npepsiBanus. UtoObr cuctema NMS
MOIVIa OJIy4aTh 06a THIIA IPEPBIBAHUN, HEOOXOIUMO OTIEIFHO HACTPOUTH AJsl JaHHOW NMS aByx
MoJTy4aTesiel IpepbIBaHuii, IO OAHOMY Ha Ka)XIbI THII IPEPhIBAHUSL.
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Mone OnucaHue

Co31aHne CHCTEMHOI0 Brurrouenue (1o yMOT9aHUIO) WM OTKIIIOUCHHE CO3MaHHS IPEPHIBAHUS ISl TaHHOTO
npepbIBaHUsI TTOJTyYaTeNs MpephIBaHUM.

Brrbepure onyH U3 3THX ABYX THIIOB TeHEPALINH MPEPBIBAHUM I KaXKIOTO
CO3[1aBacMOTO MIPEPHIBAHUS.

Oyukius Powernet agantuposana ais Schneider Electric n comepXutT MHOXXeCTBO
JIOTIOTHATEIHHBIX IIEPEMEHHBIX B COOTBETCTBHUU CO CIEITU(PUKON MPOAYKIIHH
kommnanuu. RFC1628 — 3to obuias craniapTHas 0a3a ynpasisoneid nHbpopMalmun
(MIB) ms yerpoticts MBI

ITpu ucronp3oBannu 6a3et RFC1628 MIB Takke MOKHO HCIIONB30BATh TPH
uszBeneHus o coobTusax RFC1628 (cm. «Kondurypuposanue neicTBuii st
coObITHiI»). VX Hcnonb30BaHKe TTO3BONIAET N30€kKaTh HEOOXOANMOCTH HACTPOUKA
n3penieHuit BHe cpenst IICY, cm. RFC1628 MIB.

TI'enepauusi npepbIBaHU
Powernet MIB/
RFC1628

Anpec IPv4/ IPv6 uiam uMs XOCT-y3J1a TaHHOTO ITPUEMHHUKA ITPEepbIBaHINA. 3HaYeHHE

HNmsa IP-agpeca/xocta NMS .
o ymomrdanuto (0.0.0.0) ocraBiser moryyareas MpepbIBaHUA HEOMPEICICHHBIM.

BI)I6€pI/ITe SA3BIK B PACKPBIBAIOIICMCA CITMCKE. OH MOXET OTIINYAThCA OT S3bIKa

SI3bIk N o .
nHTepdeiica moap30BaTeNs U A3BIKOB IPYTHX MTONydaTeNell mpephIBaHmH.
Wwms coobmiecTBa: MM UCTIONB3yeMOE B Ka4eCTBE HACHTU(HUKATOPA IIPH OTIPaBKe
npepbiBanuit SNMPv1 Ha maHHBIA TPHEMHUK.

SNMPv1 Ayrentudukanus npepbiBanuid. Korna 3tot mapamerp BKITFOUEH (IT0 YMOIYAHUIO),

cucremMa NMS, onpeziesieHHas ¢ TOMOIIBI0 IMEHH XocTa win [P-anpeca, Oymet
MTOTy4aTh MPEphIBaHUS ayTeHTH(HUKAIUH (TIpephIBaHus, CPOPMUPOBAHHEIC
HEJCHUCTBUTEIHLHBIMHU ITOTIHITKAMH BXOJIa HA 9TOM YCTPOMCTBE).

Wwmst nosnp3oBarens: BeIOepuTe HACHTH(UKATOP MPOQUIIA M0IB30BaTENs ATl JAHHOTO
SNMPv3 nonyuareis npepbiBanuii. Cm. Taxke «IIpoduiam nons3oBareneil» B pasnene
«Oxpansl SNMP».

JKpaH TecTupoBaHuA npepbiBaHun SNMP
MyTb: KoHdurypauusa > YBegomneHue > MpepbiBaHnsa SNMP > TectupoBaHue

[Tocnenuuii pesyasrar TecTuposanns. Pe3yasrar nocnensero tecta npepsiBanusg SNMP. Yenemnslit Tect
npepbiBanust SNMP noarsepskaaeT TOIBKO TO, YTO MPEephIBaHUE OBUIO OTIPABIECHO, HO HE IIPOBEPSIET €TO
MOJTy4eHHe BEIOpaHHBIM MOydaTeneM mpepbiBanni. CUUTaeTCs, 9TO TECT NPEPhIBAHMH 3aBEPLICH YCIELIHO,
€cJI COOMIOACHBI BCE U3 IEPEUHCIICHHBIX YCIOBU:

* Ha manHoM ycrpoticTBe moctynHa ofaHa u3 Bepcuit SNMP (SNMPv1 un SNMPv3), HactpoenHas mist
YKa3aHHOTO TOJTy4yaTens IpepbIBaHui.

* Tlonmy4yarens npepbhIBaHUN BKIIFOYEH.

* Ecnm uMs X0CT-y311a yKa3sIBaeTcs B mone aapeca K, maHHOe UM MOXKET OBITh 3aMEHEHO Ha
JercTBUTENbHBIN [P-aapec.

K. Beioepute IP-anpec mim nMs XocTta, 11 KOTOPOTo OyAeT OTHpaBIICHO MPOBEpodHOE pephiBanre SNMP.
Ecnm nomygarens mpepsiBaHus HE HACTPOEH, 0TOOpakaeTCs CChUIKA Ha 9KpaH KoHuryparuu Ilosyuarens
npepsigannii. CM. BEIIETIPUBEIACHHBINA pa3aell « IKpaH MoiydaTesield CHCTEMHBIX TpephiBaHuil SNMP».

MenpxuHr (tonbko Ana nnatbl AP9635)

I[ICY AP9635 NMC MokeT npefnocTaBisTh yBeaomieHus o coobrtusix MBI mo BcriomorareisHOMY KaHaiy,
Habupas HoMmep meixepa B ciay4ae coobrtus VBII. Ecnu npu BKIIOUEHHOM MEeWHKUHTE BEIOpaH apaMeTp
AHanoroBsi pexum, miara AP9635 coobiiaer o coObITHH Ha TICHKED B clieayroiieM GopMmare:

[MmenTndmxaTop obwekTal] [npobes] [Kom cobeiTus]
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Hanpumep, eciu UBI1 Ha o0bekTe ¢ nneHtudukaropom 17523658 coodmaer o codbrruu MBI, nis kotoporo
HACTpPOEH Ko 1, Ha meiikepe 0ToOpa3uTCs Cleayolee CooOIeHHe:

17523658 1

B crnepyromem npuMepe nokazaHa THIIWYHAS TOCIEA0BATENFHOCTL COOBITHI B X07ie COO0sI B DIIEKTPOCETH,
korna [ICY AP9635 HacTpoeHa Ha MEWKUHT B peKUMe AHAJIOTOBBIN PEXKHUM:

1. Ilpoucxomut cOoii B anekrpocHadkernn: MBI nepexonuT Ha muTaHue oT Oarapen
2. Ilnara nepemaer KOMaHIHYIO CTPOKY MOEMa

3. Tleiimkep oroOpaxkaeT naeHTuGuKaTop 00bekTa u koja coobiTus it UBII, padoraromiero ot
O0arapeu

DnekTpocHab)eHne Bo3ooHoBIsIeTCs: MBII mepexoanT Ha MATaHWE OT CETH

IInara nepenaeT KOMaHIHYIO CTPOKY MOZeMa

[eimxep oroOpakaeT naeHTUGUKATOP 00BeKTa U Ko codobiTuA 11t UBII, padoTaromiero ot ceTn
MenmxuHr — obLwan HacTpouka.

MyTtb: KoHdurypauus > YBegomneHue > MNenmxuHr > O6wan HacTpomrka

Ucnonp3yiiTe mapameTpsl B MeHIO «O011as HaCTpoiKay, YToOOb HACTPOUTH TCHIKUHT.

IToae Onucanue

UYucnoBoit naeHtnukaTop | 8-3HauyHBIN YMcI0BON HaeHTH(UKaTop noakitodenHoro UBII, coobmiaemMslii mo
00BeKTa el Kepy.

OmnpenensiemMast IOIb30BaTeNIeM CTpoKa, uaeHTHGuuupytomas UBII. mnaa
AOCHTH(PUKAITMOHHOTO UMEHN 00BEKTa He JOKHA IpeBhImarh 30 CHMBOJIOB. DTa
¢yuknus nocrymaa Tonbko 1 nporokona TAP (Telelocator Alphanumeric Protocol).

UnentrdukannoHHoe uMst
o0OBeKTa

Bribepure unentngukarop MBI, koTopsIii OyaeT OTIpaBiIsATECSA B COOOIIECHUH
neumxepa:

e [P-anpec. IP-agpec [ICY B UBII, Ha KOTOPOM IIPOU3OIILIO COOBITHE.

* Unst xocta. Ums xocra [ICY B UBII, Ha koTopoM mpousonuio coobrtue. CM. pasmen

«39kpan DNS» Ha cTp. 53.
Pexxum npentugukaropa

o |/ . A
00BeKTa Ums cuctembl. IMs cucTeMsr I/IBH, Ha KOTOpOM IPOU30LILIIO COGLITI/IG, Kak

onpeneneHo Ha [ICY. Cwm. pasnen «Okpan DNS».
e Yncaoroii uaentudurarop odserra. Yncnopoit uaenrudukarop MBI
Cw. paznen «HucnoBoit naeHTH(HUKATOp 0OBEKTa.

* Hazpanne o0bexta. Onpenensemas Moib30BaTesieM CTPOKa, HICHTHOHIUPYIOmas
UBII. Cwm. paznen «nenTudukaunonHoe uMst 00beKTa» Ha cTp. 65.

MenmxuHr — nonyyarenu.
MyTb: KoHdurypauusa > YBegomneHue > Mengxuur > Mony4yatenwm
]_LICJ'IKHI/ITG KHOIIKY ﬂOﬁﬂBlrlTl) nojgy4vareJis, IIT06I>I HACTPOUTH IMOJIb30BATCIIA, KOTOpLIﬁ 6y,I[CT oJIy4arhb

cooOmieHus neimkepa. MoxXHO 100aBUTH 10 YeThIpex monydareneil. [llenkHure umst noiayvarens, YTo0bI
W3MEHUTH €TI0 HACTPOUKH.

ITose Onucanmne

OnpenensiemMasi MOJNB30BaTEIEM CTPOKA, WACHTU(UINPYIOLIAs MTOIYYaTes TIeHIKHHTOBBIX

Hazpanue .
coobmiennit. Jnuna orpannyeHa 20 CUMBOJIAMH.
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IloJse

Onucanne

Hoctyn

Vceranosure (1))'[3)1(01(, 4TOOBI BKIIFOUUTE Heﬁﬂ)KI/IHF JUTA TIOJTyYaTesis. CHumMuTe (1)J'Ia)KOK,
YTOOBI BEIKIIOYUTH HCﬁﬂX(HHF JJI1 TOJTyYaTeJis.

AHaJOTOBBIN PeXUM

BriOepuTe aHATOTOBBIN PEKUM JUTSI CBSA3H C MEHIKEPOM TOIyYaTENs 0 aHAIOTOBOM
TeneOoHHOM THHUA. AHAJIOTOBBIE IEHIKUHTOBEIC COOOIICHHS COCTOST TOIBKO U3 HP.
Hacrpoiite cienyromine 31eMeHTHI:

. . CTpoka cUMBOJIOB, KOTOPYIO IIJIaTa OTIPABIISIET HA MOAEM JUIsI CBA3HU
¢ nermxepom. CTpoka i Habopa T0HKHA NMETh JIJTHHY MeHee 62 CIMBOJIOB H
CONlEPIKaTh CIEAYIONTNE SJICMECHTHI:

— Howmep Tenedona neitmxepa.

— JIroOnle KOMaHABI MOIEMA, HEOOXOAUMEIE U1 TAKHX 3a7a4, Kak
CHHXPOHU3AIINSA, OKUIaHUE TYIKA, TOCTYII K BHEITHEH TeaeQOHHOM JIMHUU U
npenoctasienue PIN-kona neiimxkepa.

. . CuMBoOII, KOTOPBIH TpeOyeTcsi KOHKPETHOMY MEHIKepy U1l OTOOpaKeHHs B
KauecTBe Ipolera, pa3iesIomiero HieHTuGHUKaTop o0bekTa 1 Koxt coObITHs. Beibepure
OIIMH M3 CJICIYIONINX CUMBOJIOB: *, (@, # M OTCYTCTBHE CHMBOJIA.

. . OT OIHOTO JI0 AECSITH CUMBOJIOB, MPHCOSMHSIEMBIX K CTPOKE Habopa.
Hcnonb3yiiTe KOHEYHYIO CTPOKY, €CIIH CITyk0a NEeHIDKHHTa UIMEET MEHIO JUTS IPOBEPKH U
ocraBieHus coobuiennit. [Tnara 1o6apiseT TOUKy ¢ 3arsIToi (;) mocine KOHEYHOH CTPOKH,
YTOOBI OTKJIIOYHUTECS OT MOZIEMa M BEPHYTB €0 B KOMAH/IHBII PEKHM.

. . YcraHoBuTe
(hrmakoK, YTOOBI Pa3pEIIUTh OTIPABKY KOIOB COOBITHH YIIPABICHNUS 110 JOTIOJIHUTEIBHOMY
KaHaiy Ha nefimkep. Cm. pasnen «Coosrtus VB, nHATMHpPYIOIIIE OTHPaBKY
MW PKUHTOBOTO cOoO0IIeHms» Ha cTp. 71.

Pexum TAP

Bribepure peskxum TAP 11 ¢Bs3u ¢ IeHmKepoM TOTyJaTels C TOMOIIBI0 IIPOTOKOTIA
Telelocator Alphanumeric Protocol. ITeimxuaroBsie coobmenns TAP MoryT BKITIO9aTh
TEKCTOBBIE cooOIeHus. HacTpoiite ciemyromnue 31eMeHThI:

. . Betoepure oneparopa TAP, koTopsrii OymeT 00padbaTsIBaTh COOOIICHIE.
HNudopmaruio o HacTpolike TapaMeTPOB, CBA3aHHBIX ¢ oneparopoM TAP, cM. B paznene
«llelpxuHT — ormeparopb» 1ajee.

. . Homep neiimkepa, Ha KOTOPBIN OTIPABIISIOTCS COOOIIEHHS.
Hekoropbie onepaTopsl Takke TpeOYIOT Ko pernoHa. O0paTUTeCh K OIeparopy,
4TOOBI Y3HATH €r0 TPEOOBAHUSL.

MenmxuHr — onepartopbl.

MyTb: KoHdurypauusa > YBegomneHue > MNengxuur > OnepaTtopbl

Hcnonw3yiite crneayronye napaMmeTpsl AJisi HACTPOUKHU MENUKMHTOBOTO TEPMHUHANIA WIIA OTlepaTopa
TEJIEeKOMMYHHUKAIIHOHHBIX YCIIYT, KOTOPBIH OyaeT 0O6padaTsiBaTh e KUHTOBBIE coodmienns. [l enkanTe

5 YTOOBI UBMEHUTH €ro HaCTpOfIKI/I, NN MICJIKHUTE 5 YTOOBI

HAaCTPOUTH HOBOT'O Omi€paropa. MoxxHO HAaCTPOUTH A0 YE€TBIPEX ONEPaTOPOB.

IMose Onmncanmne
Hasparie OmnpenernsieMast MOIB30BaTENIEM CTPOKa, HACHTHUITpYFomas ormepatopa TAP u
“MeroLas AnuHy 10 20 CUMBOJIOB.
Homep meitikiHroBOT0 TepMHUHATA WK OTIEpaTopa TeICKOMMYHHKAIIMOHHBIX
Habpartb cTpoky YCITYT, KOTOPEI OyneT oOpabaTbIBaTh MEHIKHHTOBOE COOOIICHUE TS OTIPABKU

€ro MmoJry4atrelito.

[TpoBepka yeTHOCTH

YeTaHOBHTE YETHOCTE JaHHBIX COOOIIEHNS — YET UIIH HEYET, YETHOCTH JTO/DKHA
COOTBETCTBOBAaTh XapaKkTepucTukaM omneparopa TAP. 3HaueHue mo yMoIrdanuio
— «YeTHEBINY.

Butel naHHBIX

YcTaHOBHTE KOTMYECTBO ONTOB TAaHHBIX 7 WIIM § B COOTBETCTBHH C
xapaktepuctukamu onepatopa TAP. 3HaueHue o ymonuaHuio — 7.
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MenoXnHr — TecTupoBaHme.
KoHdurypauusa > YBegomneHue > MNengxuur > TectupoBaHue

HpOBCpLTC 06H_II/IC HaCTpOﬁKH, HaCTpOfIKM MOJTyYaTeiid v OIieparopa, OTIIPaBUB TECTOBOC COOGH.[CHI/IG TOJTy4aTeIIto.

Iose Onucanue

Ilocnenuuii pesynpraTt

Pesynbrar oTHpaBKH NOCIEAHETO TECTOBOTO MEHPKUHIOBOTO COOOIICHHSI.
TECTHPOBAHUSA

BI)I6€pI/ITe nojydareis, KOTOpoMy H€06X0ﬂI/IMO OTIIPAaBUTh TCCTOBOC

OTnpaBUTh MOIH30BATEIIO
CcOOOIIIEHHE.

BBe,HI/ITC TECTOBOC COO6H.[CHI/IC JJIA OTIIPABKU MMOJTYYaTeIIto. I[J'II/IHa COO6H_ICHI/I$I

ITpoBepuTh coobeHNE
PoBep m orpanmueHa 160 cuMBoIaMu.

Cob6biTna UBI, nHnuunpytlowme oTnpaBKy NEMAXKUHIOBOro coobLweHus.

B cnenyroreit Tabmuiie mpuBEICHBI KOIBI COOBITHI TIE/PKUHTA ¥ UX HACTPOMKHU 10 yMOTYaHur0. Komp! o
YMOJTYaHUIO OTIMYaroTcs B 3apucuMocty ot UBIL. Mudopmarmio o ToM, kKak HACTPOUTh TAPAMETPHI OTIPABKH
MICHPKUHTOBOTO COOOIIICHHS TS COOBITHSA, CM. B paszene «[lapamerpsl yBenoMiieHHI» Ha CTp. 64.

Homep Hacrpoiika Onucanue
VBIl paboraeT O
12 p raeT oF UBII pabotaet ot 6aTapen nu3-3a Mpo0JIeM B SHEPrOCHAOKCHHUH.
BaTapeun
13 CBort sHeprocHabxeHus/ [Tponzomen c6oii B sHeprocHadkenun, MBII paboraer ot Garapew,
BarTapes paspsxeHa a OHa IOYTH pa3pspKeHa.
14 VBIl BHKJIOYEH WBII 0611 BEIKITIOUESH IO KOMaH/IE FITH W3-3a HU3KOTO 3apsijia OaTapen.
WBII nepexmroumics Ha MATaHUE OT CETH MOCe MMUTaHus OT Oarapew,
15 VBIl paboraeT oT ceTu
pa3psna 6arapen WIN BBIKITIOUCHHS.
16 ZamMeHuTe BaTapeno WBII nomaeT curuaia TPEBOTH O 3aMEHE Oarapeu.
17 Cboit UBII WBIT oOHapyxuJl BHYyTPEHHHIA COOM.
18 lloTepsHa cBA3b C UBII Css3b ¢ UBII HapymieHa.
19 Bainac/neperpyska UBII paboTaet B pesxkuMme Oaiiniaca WK IIeperpysKeH.
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MeHro «OOLwWwme»

B naHHOM MEHIO MpeCTaBICHBI Pa3IUYHbIC SIEMEHTHl KOH(QUTypallH, BKII0Uas HICHTUDHKALIUIO
yCTPOMCTBA, JaTy ¥ BpeMsl, IKCIIOPT U uMNopT KoHurypauuu [ICY, Tpu cChUIKM B HIKHEH YacTh dKpaHa U
00001IeHHbIEC JaHHBIE [T IOUCKA U YCTPAaHEHUS! HEUCTIPAaBHOCTEH.

AkpaH «UaeHTUdUKauna»
MyTtb: KoHdurypauusa > O6wme > UpeHTudmkaums

Vkaxkute 3HaueHus A napametrpoB Mvisi (M cuctemsl [ICY; cM. pasnen «Oxpan DNS»), Pacnosioxenne
(pusznyeckoe pacnonokenne) U KonrakT (OTBETCTBEHHOE JIUIIO). DTH JaHHBIEC HCIOIB3YIOTCS CIEAYIOINMHE
KOMIIOHEHTaMHU:

* Arent SNMP nnarel ceTeBoro ynpasieHus
*  StruxureWare Data Center Expert min EcoStruxure IT

Hanpumep, none nMeHn ncnoib3yercs uaeHtupukaropamu o0bexros (OID) sysName,
sysContact u sysLocation B arenre SNMP nnatel ceteBoro ynpasieHus. JJOMOIHUTENbHYIO
nHpopmaruio 00 upentuduraropax MIB-II OID cm. B «CripaBOYHOM pyKOBOJICTBE K 0a3e
ynpasnenus uadpopmanueii (MIB) mpotokona PowerNet® SNMP» Ha BeG-caiite

AKpaH aatbl U BpeMeHMU

Pexum.

MyTb: KoHdurypauua > Obwue > [lata/Bpemsa > Pexum
3amaeT BpeMs U J1ary, ucroib3yemsie [ICY. Bel MoXkeTe N3MEHHUTh TEKYIINEe HACTPOHKN BPYUHYIO HITH C
MTOMOIIIBI0 cepBepa MpoTokoia ceTeBoro BpemeHu (Network Time Protocol — NTP):

[Tpu ncronbp3oBaHUM 0OOMX KOMIIOHEHTOB BPEMEHHU HYXXHO BBIOpATh “aCOBOI 11051¢. DTO pa3HHUIIAa MECTHOTO
BPEMEHH C YHUBEPCaIbHBIM KoopauHupoBaHHBIM BpeMeHeM (UTC), koTopoe Taxke Ha3bIBaeTCs CPEIHUM
BpemereM 1o [ puaBuay (GMT).

e Pyunoii peskum. BollonHUTE OOHO U3 CACAYIOMUX NCUCTBUM:
— Bseaute nary u Bpems ang I[ICY uinu

— ycra”oBute puaxok Ilpuvenenne goxansnoro spevenn K, 910051 naTa v BpeMs COBIIaIaIH
C KOMIIBIOTEPHBIMHU YacaM¥, 1 IPUMEHUTE HACTPOIKH.

o Cunxpounzupoaths ¢ cepeepom NTP. Bosmoxxnocts a1t NTP-cepBepa (ceTeBol MPOTOKOM C1yKObI
BpEMEHH) 3a7aBaTh AaTy u Bpems [ICY.

ITo ymomuanwuto Bce IICY Ha none3oBarenbckoil cropone Struxure Ware Data Center Expert
MOTy4aroT HaCTPOMKU BPEMEHH, HCIONb3yd mporpammy Struxure Ware Data Center Expert B
kadyecTBe cepBepa NTP.

Mone OnucaHue

[Tpu BBIOOpE 3TOTO MapamMeTpa AaHHBIE OT IPYTHX HCTOUYHHUKOB (KaK
mpasmuio, DHCP) nomy4aror mpruopuTeT Hajl yKa3aHHBIMH B 3TOM
pazznene HacTpoiikamu NTP.

3a0/10KkMpPOBATH PYUYHbIe
HacTpoiiku NTP

HepBuunbiii NTP-cepBep Beenure [P-anpec unu nomennoe ums nepsuyHoro NTP-cepsepa.

Beeaure [P-anpec unu ums nomena sropuunoro NTP-cepsepa mpu

Bropuunsbiiit NTP-cepsep
HaJIMYNH TaKOTO CEpBEpA.

VYkaxure, kak gacto [ICY Oymet momydars noctyn k cepsepy NTP ms

Wurepsas obHobaenus obnoBnenust. Munumym: 1; Maxcumym: 8760 (1 rom).
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Mone OnucaHue

Hemenjiennoe o0HOBJIEHHE

3amyckaeT MOMEHTaILHOE OOHOBIIEHHE 1aThl 1 BpeMenu 1o NTP-cepsepy.
JaHHbIX npu oMo NTP Y P PBCPY-

I'Iepexon Ha neTtHee BpeMs.

MyTb: Kondurypauua > Obwue > [lata/Bpems > lNepexon Ha neTHee Bpemsi

[To ymomuanuro nepexox Ha sietHee Bpems (DST) BoikimtoueH. MoXHO BKITIOUNTH TPAJAUIIMOHHEIHN ITepexo Ha
netHee Bpemsi CLIA (DST) nnu BKIIOYUTE U HACTPOUTH COOCTBEHHOE MOSCHOE JIETHEE BPeMS B COOTBETCTBUH
C MECTHBIMH NpaBUWJIaMH YCTAHOBKH JIETHETO BPEMEHHU.

IIpu HacTpolike nepexona Ha JIETHEE BpeMsl CUCTEMA TIEPEBOAMT Yachl BIIEPE HA OJIUH 4aC IIPU HACTYIUICHUM
BPEMEHHM U JIaThl, yKa3aHHBIX B nosie [lyck, 1 Ha OOUH Yac Ha3aJ P HACTYIUIEHUH BPEMEHH U JIaThl,
YKa3aHHBIX B IIOJIE 3aBEpIINTh.

* Ecnu MecTHOE eTHee BpeMs BCETNla HAUMHAETCS U 3aKAHYMBACTCA B Yemeepmylii ACHb HEJEIH
OTIPE/ICTICHHOTO Mecslia (HalpuMep, B YeTBEPTOE BOCKPECEHbE), BEIOepuTe NapameTp YeTBepThIii/
nocjaeqnuii. Eciau B 3TOM MecsIie HaCcTyIaeT MmiToe BOCKPECCHbE, HEOOXOIUMO TaK:Ke BHIOPAThH
napameTp UeTBepThlii/mocseaHuii.

* Ecnm MecTHOe JeTHee BpeMs BCera HAUWHACTCS U 3aKaHYMBAETCS B HOCIeOHUU, YETBEPTHIN WK
TIATHIN TeHb HEACIN ONPEISIICHHOTO MecsIa, Beioepute mapametp IlsiThiii/mocaennuii.

Co3gaHue n UMNOpPT HAaCTpPoOeK ¢ noMoLlbio dpanna KoHcpurypaumm
MyTtb: KoHdurypauus > O6wue > Pann koHpUrypaumm nonb3oBartens

C nomo1bko 3ToH QYHKIMH MOYKHO YCKOPHUTB U YIIPOCTUTH KOH(QUTYPAIIHIO HOBBIX YCTPOUCTB € TIOMOIIBIO
MOBTOPHOTO MCIIOIb30BaHMSI CYIIECTBYIOMMX HAacTpoek. [lapamerp O1TipaBuTh UCTIONB3YETCS IS IEpeaadn
JAHHBIX KOH(QUIypaluy B 3TOT HHTepdeiic, a mapamerp 3arpy3uTh HCHOIb3YETCs Al Iepefady JaHHbIX U3
sTOoro MHTEp(deiica (A MOCIeIyIOMEero UCIIOIb30BAaHMS IPU HACTPOiiKe Apyroro uHTepdeiica). 1o
ymom4aHuio (aiin umeer ums config.ini.

Wudopmanmro o 3arpy3ke U n3MeHeHnH (aiina HacTpoeHHOi [ICY cM. B pazzaene « IKCIOpT
napamMeTpoB KOH(PUTYpamuuy.

OKpaH KOHhUrypupoBaHUA CCbISOK
MyTb: KoHdurypauusa > O6wwue > BbicTpble CCbINKK

JlaHHBII TapaMeTp UCTIONB3YyeTCs ISl MPOoCcMOoTpa U u3MeHeHus ccbliok URL, oToOpakaeMbIX B HIKHEH
JIeBOM YacTH KaXJ0ro 3KpaHa HHTepdeiica.

I[JISI N3MCHCHUA CCBIJIKU IICJIKHHUTC Ha3BaHUC CCBIJIKU B CTOJI6He Mmsi. MOXXHO BOCCTaHOBHUTH 3HAUCHUS I10
YMOJIYaHHUIO CCBIIOK, IICJIKHYB 2JICMCHT BoccTaHoBJIeHBI HZICTpOﬁl\‘H Mo YMOJT4YaHUIO.
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XXypHarnbl B MeHK KOH(uUrypauumm

MyTb: Kondurypauusa > XKypHanbl > Syslog > napamempbi

[ICY MOXeET MOChLIaTh COOOILICHNUS cpa3y Ha YeThpe cepBepa Syslog B ciydyae BOSHUKHOBEHUS COOBITHSL.
Cepsepsl Syslog perucTpupyroT coOBITHS, TPON3OLIEIINE B CETEBBIX YCTPOUCTBAX B XKYpPHAIaX, KOTOphIE
00ecrneunBaloT HEHTPAIM30BaHHYIO PETUCTPALIHIO COOBITHA.

PyKoBOZICTBO TOJIL30BATENSI HE CONEPIKUT MOAPOOHBIX ONHMcaHuii cepBepa Syslog u ero
koHuryparmu. Cm. RFC3164 mis momydenwst moapooHoi nHbopMaIun o cepBepax Syslog.

UaoeHntndpukauma cepsepoB Syslog

MyTb: Kondurypauua > XKypHanbl > Syslog > CepBepbl

MNone OnucaHue
Cepgep Ucnonesyer anpeca IPv4/IPv6 nim mMeHa XOCT-y3JI0B VI HACHTH(UKAIIMHA OTHOTO U3 YETHIPEX
Syslog cepBepoB I IoydeHus coobmernit Syslog, moceuaemsix IICY.

[TopTt mpoTokona onb3oBarenbekux gararpamm (UDP), KOTOpEIi HCTIONB3YET I1aTa CETEBOTO
Mopt yHOpaBIeHHUs UL OTIIpaBKH coobmernit Syslog. ITo ymomuanuro nmeeT 3HadeHue 514, mopt
UDP naznauen st Syslog.

SA3bIk Br16op s13p1xa coobmiennit Syslog.

IMpoTokoJ Bri6op niporoxona UDP umu TCP. [IpoTokon mo ymomuanuio: UDP.

HacTpoiku cucteMHOro XypHana

MyTb: KoHdurypauusa > XKypHanbl > Syslog > Hactpoiiku

Mone OnucaxHue
Cosnanme Bxittouenune popmupoBanus (M BEACHU )KypHaia) cooommennii Syslog amst coObITHI, KOTOpbIE
00 gmemm HacTpoeHbl B Syslog B kauecTBe MeTona yBenomieHus. CM. pazaen «Konpurypuposanne

IEUCTBUI IS COOBITHIN.

Bribupaet ko 00bekTa, Ha3HAYCHHBIH [T coo0IIeHni cuctemHoro xxypHaia [ICY (mo
ymonuanuto — llosin3oBares).

Kon o0bexra | Tpumeuanue. [Tapamerp ITosin30BaTe1n Tydile BCETo ONpeeNseT HACTPOHKH cOOOIIeHH it
Syslog, nocemaemsix IICY. He m3MmeHsiiTe 3TH HaCTporku 6e3 pekoMeHaannu cetu Syslog
WM aIMUHHCTPATOpPa CUCTEMBI.
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Mone OnucaHue

CorrocraBmnseT KaxXIplii ypoBeHb omacHOCTH coObIThil [ICY mimm cpepl ¢ COOTBETCTBYIOIINMUA
npuopuretamu Syslog. JIokalbHBIMH TapaMeTpaMH SBISIOTCS: «KpuTHaeckas,
«[Ipenynpenurensaoe» u «npopmannonnas». HeoOXoanMOCTH MEHSTh COTTIOCTAaBICHHAS HET.

Crenyrouue onpenenenus B3saTsl u3 RFC3164:
* ApapuiiHasi cuTyanus: CHCTeMa HEPUTOIHA K UCTIOIb30BaHMUIO.
* Onosenienne: Tpedyerca He3aMeUIUTEIEHOE BMEIIATEIbCTBO.
* Kputnueckasi: KpUTHIECKAE COCTOSHHS.

* OmubKa: COCTOAHMS OLINOKH.

ConocTapJie- e [IpeaynpeanTeibHoe: COCTOSHNS, TPEOYIOIHE BHUMAHHUSL.
HHe CTeNeHn e [IpnMeuanie: HOPMAIBHBIN PEKUM PABOTHI C CEPHE3HBIMU COCTOSHUSIMH.
OTaCHOCTH e Undopmanmmonnas: nHGOPMAITHOHHEIE COOOTIEHHS.

e Otaaaka: COO6H.ICHI/I}I YPOBHSA OTJIAAKH.

Janee nmpuBeneHbl HACTPOUKH, YCTAHOBJICHHBIE TI0 YMOIYAHUIO JJIsl TApaMeTPOB
JlokaJIbHBII MPUOPHUTET;

* [Tapamerp Kpurnueckasi COOTBETCTBYET COCTOSHHUIO KPUTHYECKOMY COCTOSHUIO.
e [Tapametp Ilpenynpeaure/ibHoe COOTBETCTBYET IPe/1yIIPesk/IeHUsIM.
* [Tapamerp Mupopmanmnonnas COOTBETCTBYET HHMOPMAIINOHHLIM COOBITHSIM.

Mpumeyanne. Madopmanmro 06 oTkirodeHun coodiennii Syslog cm. B pasnene
«KonpurypupoBanue 1edCTBUI U1 COOBITHI».

Mpumep Tecta n hopmara Syslog
MyTtb: XypHansbl > Syslog > TectuposaHue

[To3BosIeT OTIPABUTH TECTOBOE COOOIICHNE Ha CepBEPHI Syslog (HaCTpOeHHBIE ¢ MTOMOITLI0 (PYHKIINH,
OmHMCcaHue KOTOPOU mpuBeaeHo B pasnene «neatudukarus cepeepoB Syslog»). Pesynsrar Oyaer oTnpapieH
Ha BCE HaCTPOEHHBIE cepBephl Syslog.

Bri6epute BaxXHOCTh, HA3HAYaEMYHO TECTOBOMY COOOIIEHUIO, 3aTEM YKaXXKHTE TECTOBOE COOOIIICHUE.
Brutrounte B opmat cooOrienus tur coobiTus (Hanpumep: APC, cuctema nitl yCTPOUCTBO) C MOCIICAYOITIM
JTIBOCTOYHEM, TTPOOETIOM M TEKCTOM COOBITHS. [IJInHA COOOIICHUS HE TOJHKHA NIPEBhIIIaTh S0 CHMBOJIOB.

e IIpuoputet (PRI). [IpuopureT Syslog, ykazaHHBIH TSI COOOIAEMOTO COOBITHS, a TAKXKe KO 00BEKTa
CoO0TIeHMH, OTIpaBIsieMbIX Ha IICY.

e 3aromoBok. OTmeTKa Bpemenu u IP-aapec IICY.
* Temo coobmenus (MSG).
— Tlone TAG, 3a KOTOPBIM ceoyeT JBOCTOUME U POOET, ONPeaesieT THII COOBITHSL.
— Tlone COJEPXXMMOE conepkuT TeKCT COOBITHS, 32 KOTOPBIM CIIEAYET MPOOEI U KOl COOBITHS.

[Ipumep. APC: Test Syslog gBideTCHS LOMYCTUMBIM.
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MeHo «TeCcTbI»

TecTnpoBaHue U KanubpoBKa

MyTb: Tectbl > UBI

Ota QyHknms noctymHa He 1 Beex MBI

Ha nexotopseix ycrpoiictBax MBI MOXHO 3ayCcTUTh caMOTECTUPOBAaHUE, TECTUPOBAHUE CUTHAJIOB TPEBOTH
nnu auHamuueckyto kanuoposky UBIIL. B momsix Camonnarnocrunka u Kanndposka orodpaxarorcs
PEe3YIIBTaThI IOCIEAHET0 TECTa U KaIUOpOBKY.

B xone nuHamuueckoit kanuOposku UBII nepecunthiBaeT qocTymHOE BpeMs paboThl B 3aBUCHMOCTH OT
TEKyIel Harpy3Kku. ITo obecrednBaeT 0ojIee BEICOKYIO TOYHOCTH COO0IIaeMOro BpeMeHH padoThl. [Tockombky
IpY KaJMOpOBKeE CyIIECTBEHHO pacxoxyercs pecypc Oarapeit MBI, HeoOXoarMO BEIOTHATE KaTUOPOBKY MpU
100% 3apsaxe 6arapeil. UToObI rapaHTHPOBATh, YTO KaIMOPOBKa OyneT npuHATa, Harpy3ka Ha MBI nomkHa
cocTaBIATh HEe MeHee 15% 0e3 xonebanuii.

Bunmanue! J[nnamudeckast kanuOpoBka rimyooko paspsikaer 6arapeu MBI, Bcienctsue wero MBI
MOXeET OBbITb BpEMEHHO HECIIOCOOEH IOAIepKaTh OAKIIOUEHHOE 000pYI0BAHUE B Cllydyae
MIPEKPAIIeHAS TTOaYH AIEKTPOITUTAHHS.

YacTbsle KaTMOPOBKU COKPAIIAIOT CPOK CITyKObI OaTapeil.

BrmmonsstiiTe kKaauOpOBKY NPH KaXKIOM 3HAUYUTENFHOM YBEIIMUSHUH HArpy3Ku, oaaepxkusaemoii MBI

Tect curnanos tpesoru st MBI1 BeImonHseTCS A71s1 KOHKPETHOTO YCTPOMCTBA U MOKET OBITh HEAOCTYICH LIS
ucnonszyemoro MBII. MHdopmanuio o BKIIOUEHNH CUTHANIA TPEBOTH cM. B paszaene «JkpaH «MBIl: obmee».

* [IIpu BeIOOpe Qynkiuu TecTupoBanue curnanaa tpesoru UBIT MBI nonaer 3BykoBoii cUrHal B
TEYEHHE YEThIPEX CEKYH/I, U €T0 CBETOJIUO/IbI TOPSIT.

* [Ipu BeIOOpe QyHKME TecTupoBanue curuasa rpesorn UBII: nenpepsiBublii UBII monaer
3BYKOBOM CUTHAJI, @ €r0 CBETOIUOABI FOPAT 10 OTMEHBI TecTa. Ha 3ToM skpaHe oToOpaxaercs
OTAEBHBIA MYHKT OTMEHHUTH TeCTHPOBAHME HEeIPEPbIBHOI'O CUI'HAJIA TPeBOrH. YTOOBI OTMEHHUTH
TECT, BEIOEPUTE ATOT 3JIEMEHT U IIeIKHUTE «IIpruMeHnTh». MOXKHO Takke HaXaTb JTI00yI0 KHOIKY Ha
unrepdetice XKK-aucres UBIL. OTot Tect nonesen mist onpeneneHus pacnonoxenus WUBIL.

BknroyeHne muraHua ceeroguonoB NCY

MyTb: Tectbl > CeTb > CBeTOAMOA MepLUaeT

Ecnu He ynaercs Haiitu ycrporictso MBI, ykaxure KoIM4ecTBO MUHYT B IToJie [1uTe/IbHOCTE MepuaHusi
cpeTonnoaa, menkaute «lIpumeHnTh», U cBeTonuoaHbe MHAUKATophl Ha IICY HauHyT MUTaTh. DTO MOXKET
ITOMOYh HAUTH (PU3HIECKOE YCTPOUCTBO.
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MeHio «XypHanbi» n «O nporpamme»

Ucnonb3oBaHue XXypHanoB COObLITUM U AaHHbIX

B xypnan «KypHai coObITHID 3aHOCSTCSI OTACIBHBIE cOOBITHS. B xKypHane « KypHan TaHHBIX» comepkarcs
MTHOBEHHBIE CHUMKH COCTOSIHHSI CICTEMBI, TOTy4aeMble C MOMOILBIO 3allMCH 3HAUEHUH C PerySIpHBIMUA HHTEPBAJIaMHU.

XypHan cobbiTum

MyTb: XypHanbl > CobbiTusA > docmynHblie napaMmempsbi

[To ymomuaHHIO B )KypHaJIe OTOOpa)karoTcs BCe COOBITHS, 3alIICAHHBIC B TEUCHUE TTOCJICAHUX ABYX IHEH,
Ha4yMHas ¢ nocjaegHux coOrtuil. CM. pasnen «Konpurypanus no coObITHION.

Kpome Toro, B sKypHaI 3aHOCATCSL: 1) IE000€ COOBITHE, KOTOpOE OTHpaBisieT npepbiBanne SNMP, kpome MmonbITok
ayreHTuuKauun SNMP; ii) aHoManbHbIe BHYTPEHHHE CUCTEMHBIE COOBITHSI.

B paznene «JIokanbHbIC TONTB30BATENNY MEHIO KOHGUTYPAIIMHA MOXKHO BKJIFOUHUTH IIBETOBYIO KOAUPOBKY
COOBITHA.

OToOpaxeHue XXypHana coobITUMN.

MyTtb: XypHanbi > CobbiTua > XKypHan

[To ymonuaHuIo B )KypHaJe COOBITHH CHaYasa 0ToOpaXKaroTcs MOCIeAHne coObIThs. [IJIst MpocMOTpa CIHCcKa
COOBITHIA Ha OJJHOH BeO-CTpaHUIIe IEIKHATE KHOTIKY 3alycTuTh KyPHAJ B HOBOM OKHe. JI7s BBITOJIHEHHS
3TOM omepanuu Tpedyercs, 4ToObl B HACTPOiKax Opay3epa ObLI BKIIOYCH mapametp JavaScript.

UToOBI OTKPBITH JKypHAJI B TSKCTOBOM (haiiyie WiIM COXPAHHUTh €ro Ha AMCK, MICIKHUTE 3HAYOK TUCKETHI E—'
B CTpOKE 3aroyioBka /KypHaJi coObITHii.

Jlnst mpocMoTpa JKypHaia COOBITUI MOXKHO TaKKe UCTIONB30BaTh nmpotokoi FTP wiu Secure CoPy
(SCP). Cwm. paznen «Hcnons3osanue nporokona FTP nimm SCP st momyuenus Gaitnos sxypHaiay.

dunesTpaums xxypHana cobbITU. UToOs! He 0TOOpaXkaTh JTUIIHIOK WH()OPMAIIUIO B KypHAJIE,
BOCIIOJIB3YHTECh (DYHKIUEH (QHIBTpan.

OuIbTpanus KypHaIa Bocnonsayiiteck nepekiodarensmu Ilociennee nm C. (Hactpoiika ¢punbrpa
10 JaTe WJIH 110 BpeMeHHU coxpanseTcs 10 nepe3amycka I[1ICY.)

MenkanTe PuasTposars sxkypHais. OTMEHHTE YCTaHOBKY (DIa’KKa, YTOOBI OTMEHHTH €r0
orobpaxenue. [Tocne Haxkatust [IprviennTH TEKCT B BEPXHEM ITPABOM YIITy CTPaHHIIBI

OuabTpanus KypHaia JKypHaJa COOBITHI YKa3bIBaeT Ha TO, YTO (BT BKIFOUeH. DUIBTP aKTHBEH JI0 €ro

M0 CEPbhe3HOCTH WJIH ouncTKH Wi nepesamnycka IICY. /Inst ynaneHust akTHBHOTO (DMIIBTpa ILETKHHUTE

KATeropusiM coOBITHIT OuIbTpoBaTh KypHAT, 3aTeM OuncTHTH GUILTP (M0KA3aTh Bee). B kauecTse
aJIMIHUCTpATOpa MeNKHATE COXPAHNTEL KAK JIeMeHT 110 YMOJIIAHNI0, YTOOBI COXPaHUTh

3TOT (GUITBTP VTS OTOOPaKEHHST HOBOTO JKypHAJIA M0 YMOTYaHHUIO TSI BCEX ITOTb30BATEIICH.

Bakubie 3aMeuaHus Mo GUIbTpam:

*  CoObiTust 00pabaTeIBatOTCs GUIBTPOM C MOMOIIBIO Jorudeckoro oneparopa UJIN. Pabora dunsrpa He
3aBUCHT OT JIPyTUX (QUIBTPOB.

*  CoObITHsI, OUHMIIIEHHBIE B CIUCKE (DHIILTPOBATE 110 CTENeHN 01acHOCTH, HAKOTIA He 0TOOPaKAIOTCS B
OT(UIBTPOBAHHOM XKypHaJie COOBITHIA, JaKe €CITM OHU BBIOPAHBI B CIICKE (DHIILTPOBATE 110 KATETOPHIL.

* AHaHOFI/I‘{HO, CO6I)ITI/I$I, OYHIICHHBIC B CITUCKE (I)l/l;lb’l‘pOB‘d'l'b 10 Kareropunuy, HuUKoraa He
0TOOpaXkatoTcs B OT(QUIBTPOBAHHOM XKypPHase COOBITHH.

YnaneHue xxypHana co6bITUiA. [l ynameHus Bcex coOBITHIA menkauTe OuncetuTs skypuadi. [Touck
VIaJICHHBIX COOBITHIT HE BBITIOHACTCS.

Omnmcanne OTKITIOUYEHUS PETHCTPAIMH B )KypHaJe COOBITHI Ha OCHOBAaHWH ITPUCBOSHHON CTEIIEHU
OTIACHOCTH WJIM KaTeTOPUH COOBITHS cM. B paszene «KoHdurypuposanne no rpymmnam COOBITHIN.
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HacTpowka o6paTtHOro npocmorpa:

MyTb: XKypHanbl > Co6biTuA > O6paTHbIN NPOCMOTP

Ecnu gyskimst o6paTHOro mpocMoTpa BKIIF0UEHA, TP BO3HUKHOBEHUH COOBITHH, OTHOCSIIIMXCS K CETH, BMECTE C
cOOBITHEM B JKypHaJ coObITHi 3aHOCATCs [P-anpec u mMs qomeHa ceTeBoro ycrpoiictBa. Ecim B ycTpoiicTBe
OTCYTCTBYET 3aIlliCh IMEHHU JIOMEHA, TO B CBS3U C COOBITHEM B )KypHaje perucrpupyercs Toabko [P-anpec.

Tak kak UMEHa JOMEHOB, KaK IPaBUJIO, H3MEHSIOTCS peke, yeM [P-anpeca, BkiroueHne QyHKIIMU 00paTHOTO
MPOCMOTPaA MOXKET YIIYUIIUTh CIOCOOHOCTh OMPEICIICHUS aJIPECOB CETEBBIX YCTPOMCTB, BBI3BABIIUX COOBITHE.

OOpaTHBIi MPOCMOTP BBIKIIIOYECH N0 YMOTYaHHI0. He BKIIF0OYalTe 9Ty QYHKIIHIO, €CITH OTCYTCTBYET
HacTpoeHHBIH cepBep DNS Mt yMEHBIAETCsl CKOPOCTH CETH M3-3a TUIOTHOTO TpaduKa.

M3meHeHMe pa3mepa XypHasna coobITUNA.

MyTb: XKypHanbl > Co6biTuA > Pasmep

HUcnoneayiite mapamerp «Pa3mep KypHaia COOBITHIN», YTOOBI YKa3aTh MAKCUMAJIbHOE YHCIIO 3alKCel KypHaa.

Buumanwue. [Ipu n3mMenennn pazmepa sxypHaja COObITHI € IENBI0 YKa3aHUI MaKCUMAJIbHOTO
pasmepa ece cywecmayiowjue 3anucu yoansiomes. YToObl n30exaTh NOTEPHU JaHHBIX XKypHAIa,
ucnonb3yire npotokonbl FTP unu SCP ana coxpanenus xxypHaina; cM. paszaen «cnonb3oBanue
npotokoia FTP umu SCP st momyuenus daiinos xypHanay. Ecnu sxypHan qocturaer
MaKCHUMaJIbHOTO pa3Mepa, CTapble 3alHiCH YAAJSIOTCS B ITOCIEA0BAaTEILHOM MOPSIKE.

XypHan gaHHbIX
MyTb: XKypHanbl > [laHHble > onyuu

Ucnons3yiite GyHKIuio « KypHan maHHBIX» 715 0TOOpaskeHus )KypHaina usaMepenuit mapamerpos UBIL, Bxoma
nutanust B, a Taxoke Temrmeparypsl okpysxatomieit cpenst UBI1 u 6arapeit.

JecTBus 1J1s1 OTOOpaskeHUsI M N3MEHEHUS pa3Mepa XKy pHaia JaHHBIX aHAJIOTMYHBI ISHCTBUSAM [UIs )KypHaia
COOBITHH, 38 UCKITIOYEHHEM TOTO, YTO HY’KHO HCIIONIB30BaTh MapaMeTpsl MeHIo /lanmbie BMecTo CoObITHs.
Cwm. pasnensl «OToOpakeHHe )KypHana coObITHI» U «/3MeHeHne pa3Mepa KypHaiia COOBITHID.

Jns uasTpanuy KypHaia JaHHBIX 10 1aTe WIKM BPEMEHHU HCIob3yiiTe nepexmodarenu Ilociennee nmn C.
(Hactpoiika ¢punsrpa coxpansercs 1o nepesamycka [ICY.) [lns ynaneHust Bcex JaHHBIX, 3alIMCAHHBIX B
XKypHaJe JaHHBIX, IEIKHUTe OuncTuTh KypHal JanHbIX. IIOUCK yoaneHHbIX TaHHBIX HE BBITOIHACTCS.

YcTtaHoBKa uHTepBarna c6opa gaHHbIX (XKypHanbl > [JaHHble > UHTepBan). B Hactpoiikax UuTeppa
JKypHAJIa OTIpeIeINTe YacTOTy MOMCKa TaHHBIX B )KypHaie. Eciu BeIOpaTh «lI[puMeHNTHY, YUCITIO BO3MOXKHBIX
JTHEH XpaHEeHHsI BBIYHUCISIETCS IOBTOPHO U OTOOpaKaeTcsl B BEpXHEH YacTH dKpaHa.

[Tocne Toro Kak )ypHal 3al0HEH, HAYMHACTCS yalIeHUe CaMbIX CTapbIxX 3amuceld. UToObl n30exaTh
ABTOMATUYECKOTO yIaJICHHUS CTAPhIX JaHHBIX, CM. CIIeAyoNui pasaen «Hactpoiika 0OHOBIECHUS )KypHAIa
naaHbeIX (OKypHaist > Jlanasie > OOHOBICHHE).).

IMpumeuanue. Tak Kak HHTEPBAT ONPEACISIET YACTOTY 3aIllMCH IAHHBIX, TO YeM MeHblie UHMepEal, TEM Yallle
3aMMUCHIBAIOTCS TAHHBIC U TeM OOJIbIne (paiii sxypHaa.

HacTtpoiika o6HoBRneHuUsA xxypHana aaHHbiX (XXypHanbi > [laHHble > O6HoBReHue). OGHOBICHHE
BbI3BIBACT )106&BII€HI/IC COACPKUMOT0 KypHaJla JaHHBIX K (1)a17my C YKa3aHHBIM UMCEHEM U MCCTOIIOJIOKCHUCM.
9T0 3HA4YUT, YTO MOXKXHO COXPAaHUTH JAaHHBIC MIEPEA UX YIAJICHUECM, CM. BI:IH.IGHpI/IBCI[eHHHﬁ pasaci «YcTaHOBKa
uHTepBana coopa nanHbx (JKypnansl > [lanHsle > UHTEpBan).».

HaHHaﬂ (I)YHKLII/I)I HUCIIOJIB3YETCA IJIs1 YCTAHOBKHU 3alIUTHI C ITOMOIIBIO MAPOJIA U APYTUX TApaMETPOB.
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Mone OnucaHue

Cepsep FTP [P-anpec i mMs X0ocTa cepBepa, Ha KOTOPOM HaXOOUTCs (aiii.

Vmst monp30Baresis ¥ apoiib, HEOOXOIUMBIE JUISl OTIIPABKU JaHHBIX B (aiiil ¢ apXxuBoM
JTaHHBIX. J|aHHBII ONTB30BATENb TOMKEH 001a1aTh IPAaBOM JI0CTYIa Ha YTCHHUE U 3aIlUCh
JTaHHBIX JUIs (aiiiia apxyBa H JUIs KaTaiora (TarkH), B KOTOPOM 3TOT (haidil XpaHHuTCsI.

HUms noab3oBareist
ITapoanb

yTth K paiiry [IyTh K ¢aitmy apxuBa JaHHBIX.

Nwms daiina apxusa qanHbix (TekctoBbiii ASCII-daiin), Hampumep datalog.txt.

Umsa daiina N
Bce HOBbIE faHHBIE JOOABISIOTCS B 3TOT (aiiil, OHU He Mepe3antCchIBaIOT €ro.

Bribepute 3TOT (riaskok, 9TOOBI COXPAHUTH JKypHAI JaHHBIX B (hopmare
YHUKAJIBHOE HMSI MMEOTTTT <muMms_dana>. txt, re «uMs_daiina» — 3To 3HauCHHE, YKa3aHHOE

q)aﬁﬂa B I10JIC
Bce HOBBIC naHHBIC HOOABIAIOTCS B (haiill, HO KaXKABIH ICHb CO3MAcTCs HOBBIH (aiin.

3anep:kka n yacoB

KomngecTBO 9acoB Mex Ty 3arpy3kaMu JJaHHBIX B (aiiin (MakcuMyMm 24 gaca).
MESKIY 3arpy3KamMu.

Iocae coost
BBINIOJIHSIITE KonmuecTBO MUHYT MKy TIOMBITKAMU 3arpy3UTh JaHHEIC B (hail mocie coos
3arpy3Ky KaxK/able 3arpysKHu.

n MUHYT(bI)

a0 n pa3 MaxkcumanbHO€ KOJTUYECTBO MTOIMBITOK 3arpys3kKu nocje uCXoaHoro cOos.

A0 yCnenrHoro

[TonbiTKa 3arpy3KH (ailyia 10 3aBepIICHUS epeaadH.
3aBepIIeHHs 3arPy3KH pysicH ¢ A p Pe

Ucnonb3oBaHue npotokona FTP unu SCP ana nonyyeHusa ¢annos XXypHana

B Bepcun 6.8.0 u Beie FTP o ymomuanuto otkmoueH u SCP He pazpemut nepenars Qaiii, moka
He OyJeT M3MEHEH Mapoiib CyNeproab30BaTelst (apc) .

AIMUHUCTPATOP WJIH TOIH30BATENh YCTPOHCTBA MOXeT Uctoib3oBarthk FTP wm SCP ms moncka
pas3neneHHoro CUMBOJIAMH Ta0yIsIuK (haiina sxypHaia coOBITHI (event.txt) nnu Qaiina )KypHaia JaHHBIX
(data.txt) ¥ MMITIOPTUPOBAHMS €TO B 3JIEKTPOHHYIO Tabnuiy. Ob6a daiina naxoaarcs va [ICY.

e @aiin COACPIKUT OTUCT 000 BCEX COOBITUSIX U JaHHBIX ¢ MOMCHTA IMMOCJICAHETO YAAJICHUA KypHaJla Wi
(B CJIydac C )XypHalioM IlaHHLIX) YCeuCHUA NMOCIIC JOCTUIKCHHUA MAKCUMAJIBHOTO pa3Mepa.

e DTOT (haiin BKItOYaET B ceOs MHPOPMAITHIO, KOTOpas He 0ToOpaxkaeTcs B (haiiiie )KypHajia COOBITHI WITH
B (aiiyie JaHHBIX.

— Bepcus AOS TICY u npunoxxeHus.

— Jlara u Bpems noimydeHus (aiina.

— 3HadyeHUS , u , a Takxke [P-agpec TICY.

— Ha3sanue monenu UBII (tonbko daiin data.txt)

—  VHUKaJIBbHBIA JUTSL KaYKJIOTO 3aICaHHOTO COOBITHS (TONBKO (hailnt event.txt).

— B IICY nuist 3anmceit xypHaia UCTIONb3yeTCs YeTHIPEX3HAYHAS 3aUCh rofia. MOKHO BBIOpaTh
YeThIPEX3HAYHbIN (POPMAT AaThl B MPOrpamMMe st pabOoTHI C ANIEKTPOHHBIMHU TaOIHIIaAMU IS
OTOOpakeHHSI BCEX YETHIPEX Pa3psI0B.

[Ipu ncnonap30BaHUN TMPOTOKOJIOB 3AIIUTHI HA OCHOBE MU pOoBaHus cM. paszen «lcrmons3oBanne
SCP nnst moucka 3tux ¢ainosy. [Ipu ncnonp3oBaHNN METOOB ayTeHTH(PHUKAINN C MUPPOBAaHHEM
JUTS 3aiuThl M. pasnen «cmons3oBanune FTP mist moncka daiinosy.

I[J'IH MMOJYYCHU A CBGI[GHPIIZ O JOCTYIHBIX IPOTOKOJIAaX U crocobax YCTaHOBKHU HeO6XOHHMOﬁ
3alIuThbl CM. «PyKOBOZ[CTBO o 0€30IaCHOCTHY Ha BeO-caiTe

Hcnoan3zoBanue SCP nis1 moucka 3tux ¢aiinos. Bxrrounte SSH wa IICY (cMm. pasgen «Jloctyn k
koHcoNMny). [Ipumeuanue. Crenyromnye KOMaH bl IPEACTABICHBI TOJHKO B KAYECTBE IPUMEPOB.
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UToObI MOTyYnTh (aiisl event.txt, BBEIUTE CICIYIONYI0 KOMAaHY

scp <mMa_nojse3oBarendlmma_xocra> miam <ip ampec>:event.txt /tmp/event.txt

UrtoOsl moyuuTh aitn data.txt, BBEOUTE CISIYIOUIYI0 KOMaHIY

scp <mMsa_nosb3oBaTendl@mma _xocra> mnu <ip ampec>:data.txt /tmp/data.txt

Ucnonb3oBaHue FTP ansa noucka dannoB. Uroosl ¢ momometo FTP momyunTs daiin event.txt nim
data.txt, BBIIOTHUTE CIEIYIOIINE TCHCTBUS:

1.

6.

[ocne nosiBieHNs KOMaHIHOM MOACKa3ku BBequTe ftp u [P-ampec IICY, a 3ateM HaxMuTe ENTER.

Ecnu Hactpoiika JUIS ITapaMeTpa (cM. paznmen «Cepsep FTPy») ommgaercs ot 3HadueHus
10 YMOTYaHHUIO (2 1), HEOOXOIMMO UCIIONB30BATh 3TH HOBBIE HACTPOIKH B cTpoke KoManpsl FTP.

Hus xmuentoB FTP Windows ucnone3yiiTe ciemyromye KOMaH I, BKITtodast pooesl. [Ipumeuanne.
Pabora npyrux xinuentoB FTP moxet otnmuuarses. Hanpumep, s Hekotopbeix kinueHToB FTP mexmy
[P-agpecom u HOMepoM MopTa HEOOXOAUMO HCIIOIB30BaTh ABOETOYHE BMECTO Ipodea.

ftp>open ip_adpec Homep nopma

UtoOB! yIy4IInTh 3aLIUTY, ISl yCTAaHOBKHM 3HadeHus nopra FTP-cepsepa, oTuuHOrO OT
3HaYeHUs 1o ymomdanuio, cM. «CepBep FTP». MoxHO ykazaTs 11000# OPT B TUana3oHe OT
5001 mo 32768.

J1is BX0/1a B cCHCTEMY MCTIONB3YHTE 3aBHUCSINEE OT PETHCTpa u TUTS
aJIMAHUCTPATOpa WIH MOJb30Bares. s anMUHUCTpaTOpa UM ITOJIB30BaTeNs TI0 YMOIYAaHUIO apc.
Jis mop30BaTelts yCTpOWCTBA 3HAYSHHEM UMEHH TTOJTb30BATENs IT0 YMOJTUAHUIO SBIAETC device.

YroOBl BKITFOYHTE IBOMYHBIA PeXUM Nepenadn (aiios, BBEIUTE:
ftp>bin

Jiis oToOpakeHusI HHIAMKATOpa BHITOTHEHHS B XOJIe Tepenadun GailioB BBEAUTE:
ftp>hash

Hcnonw3yiiTe kOMaHay get ISl epelladd TEKCTa XKypHayia Ha JIOKAJIbHBIA TUCKOBOI.

ftp>get event.txt

W

ftp>get data.txt

JUIst O4MCTKH COMEPIKUMOTO JIF000TO )KYypHAJIa MOJKHO HCITONB30BaTh KOMaHIy del.

ftp>del event.txt

W

ftp>del data.txt

ITocne 3T0oro MOsABUTCA 3apOC HA NOATBEPKIACHUE YIAJICHUS.

— Ecnu ygansercs )xypHal JaHHBIX, TO B )KypHaJle COOBITHI 3aliChIBACTCA
COOBITHE 10 YIAICHHUIO KypHAIA.

— Ilpu ouncTke *KypHana cOOBITHI 3TO COOBITHE 3aIMCHIBACTCS B HOBBIN (aii event. txt.

Beemure quit B KOMAaHIHOH CTpOKe ftp>, YTOOBI 3aBepmuTh ceanc FTP.

XypHan UBI

MyTb: XKypHanbl > UBT

DTOT mapaMeTp MeHIo AoctyneH He s Bcex UBIL.
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Ota nnpopmanus nocrynaet ot ycrpoiictBa UBIT u otaensiercs ot xypranos [ICY. (OHa He uMeeT npsMoit
CBSI3M C TIATOW U He siBIsieTcst 4acThio « KypHan coosituin» [ICY.)

Jannas uHGOpMAaNKsI MOXET UCTIONH30BAThHCS CIYKOO0H TEXHUIECKOH MOMASPKKH ISl YCTpaHEHHs TPooIieM.

Kypuansr nepenaun UBIT — orobpaxkenne Tadmuibl xpausamuxcs B UBI1 coOsIThii iepexoaa B pa3IndHbIC
COCTOSTHHS, BKJTFOUAs TIEPEX0]T Ha paboTy OT Oarapeil v mepexo/ B peskuM Oaiinaca.

Kypuaser cooss UBIT — otobpakenue Tabnuupl xpansmuxcs B MBI omubox.

NMNoTpebneHune aHeprun

MyTb: XKypHanbl > MoTpeb6neHune aHeprum

DTOT mapamMeTp MEHIO HocTyneH He st Bcex UBIL.

N3zo0paxenus obero pacxona sHeprun ycrpoiictsa MBI oroOpakatoTcst B BepxHEl yacTu dKpaHa, a Tabmuia
C OT/IETICHHBIMHU T10 HEJeNISIM JTaHHBIMU PACIIONIOKEHA B HIDKHEH YacTH dKpaHa.

Mone OnucaHue
Morpedenme 3HaueHue sHeprum, norpednsiemoii MBI k Hacrosmemy MomenTty Bpemenu (kBt.u). Hanpumep,
3Hepprm1 WBII, obecneunBaroIyil TUTaHUE JTaMIOUYKH MOIHOCTEIO 350 BT B Teuenne 1000 yacos,

notpeomnseT 350 kBT.4 anekTposHeprum.

[Tpubnu3uTenpHas CTOMMOCTD 3HEPTHH, UCTIONb3YEMOH 10 STOTO MOMEHTA BPEMEHH.
O0mas croumocts | Hampumep, 3a 1000 yacoB nammnouka norpednser 350 kBr.u snepruu no 0,10 gonnapa 3a kBT.4,
4TO B UTOTE AAET CyMMYy B 35 10JLIapoB.

HpI/I6J'[I/I3I/ITeJ'H)HOC KOJIMYCCTBO C02, KOTOPOC SHEPIreTUUCCKOC MPEAITPUATHUC BLI6paCLIBa€T B

Beiopocsr COp
OKpYKaIOIIyIO CPEJLy, 4YTOOBI IPOM3BECTH SHEPTHIO, MCTIONB3YEMYIO JIO 3TON0 MOMEHTa BPEMEHH.

3HaueHus pacxonoB U BEIOpocoB CO7 B 3HAUUTETBHOM CTETIEHH 3aBUCST OT HICTOYHUKA SHEPTHU U
pacmpenenuTenbHon cetd. [ nomyueHns npuOIu3UTeIbHON OLIEHKH BRIOEPHUTE CTPaHy B PACKPBIBAIOILIEMCS
cricke Paciosiozkenne Win BOCHOIb3YHTECh CCHUIKOH (pPe/lakTHPOBATE), YTOOBI BBECTH COOCTBEHHBIE
JaHHBIE O pacxonax M BEIOpocax.

[Ipu n3MeHEeHNN MECTOMONIOKEHHSI CO31aETCsl HACTPaNBAEMOE MECTOIIONI0KEHUE, KOTOPOE HE U3MEHSIET
PHUCYHKH IO YMOITYaHHIO JUIA JAaHHOTO MeCTONoNoKeHNsI. Hanpumep, eciu B pacKphIBarOIIEMCS CITUCKE
BbIOpaTh 3HaueHue 1E-Ireland u u3MeHNTH JaHHBIE C TOMOLIBIO CCHUIKH PEIAKTUPOBAHUS, 3aIIUCh C UIMEHEM
oawb3oBarennckuii (IE-Ireland) co3naercs B BepxHeil 4acTH pacKpbIBAIOLIETOCA CIIKCKA.

XypHan 6paHgmayapa

MyTb: XKypHanbl > BpaHgmayap
HpI/I CO3JaHNHU ITOJIMTUKH 6paHJ:[May3pa B OTOM pas3aciec 6y,[[yT MIPOTOKOJIUPOBATHECA COOTBETCTBYIOIINEC
COOBITHS. I/IH(I)OpMaLII/IIO IO UCIIOJB30BAHUIO MTOJIUTUKU CM. B pa3eiic <<9KpaHBI 6paH/:[May3pa».

JHanHast ”HpOpMAIH MOKET UCIIONIB30BAThCA CIIYKO0H TEXHUYECKOW ONACPKKU AJIsl yCTpaHeHHs IpoOIieM ¢
aKTHBHOW MONHUTHKOH OpaHIMayapa.

B 3anmcsix xypHaia copepkutcs nHpopmanus o Tpaduke U IeHCTBUU MPaBuUI (pa3penieHo, OTKIOHEHO).
CoObITHSI, KOTOpBIE 3aHECEHBI B ATOT XKYpHAJI, HE 3aHOCSTCS B IMIaBHBIN JKypHaJ coObITHil. CM. paznen
«KypHai coObITHI.

B xypHaie OpanaMayspa coaepskarcs 10 50 mocneanux coobiTHii. XKypHan OpaHaMayspa OUUINaeTCs IpU
nepesarpyske narepgeiica ynpasnenus [1CY.
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O nnarte ceTeBOro ynpaBrieHns 2

06 yctpounctee UBI

MyTb: O nporpamme > UBI

Wudopmanms, otodpakaemas B pazuene MBI, 3aBUCHT OT HCHIONB3yeMOT0 YCTPOHCTBA.

Mone OnucaHue

Mogeas/
Y4eTHblil HOMep/ OTH OIS TO3BOILIOT HACHTUUIIPOBaTh yeTporicTBo MBI

Cepmniinblii HoMep

Jara usroroBiaenust Jara uzrorosnenust UBII.

Bepcus npomMBku Howmepa Bepcuii Mogynel MUKpOIIpOrpamMmsl, yCTaHOBIIEHHBIX B MBI

BTropoit HoMep Bepcun MUKpoIiporpaMmsbl, yctaHosiaeHHoi B UBII. Ucnoneiyerces,

Bepcust npomnBku 2
€CJIH JUISl HECKOJIBKUX TPOLIECCOPOB TPEOYIOTCS Pa3IMIHbIE BEPCHHU.

ITotHast HOMHHATBHAS O6uas mMorrocts UBIT (BA).
MOIIHOCTh
AKTHBHAs HOMHHAJIbHASA
O6mas Harpyska UBII (Br).
MOIIHOCTH
MoraocTs Kaxaoit dhaszer UBIT (BA).
IosHast HOMHHAIbHAS TexHUYIeCKH, 3Ta XapaKTePUCTHKA MIPEICTABISACT COO0H (PUKCHPYEMYIO MOIITHOCTh
MOLHOCTB/(a3a JUTSL Kak1oH ¢asbl B BosbT-amriepax (BA). ®ukcnpyemast MOIIHOCTD SBIISETCS
MIPOU3BEACHUEM CPEJHEKBAIPATHYHBIX HAIPSKECHUS U CUIIBI TOKA.
O6mas Harpyska UBII (Br).
AKTHBHAsI HOMHHAIbHASA Teky1mas akTHBHAs MOIITHOCTH JJTs KaK0oH (a3wl B BarTax (BT). AKTHBHAS
MOLHOCTB/(a3a MOIITHOCTB TPEACTABIAET COOO0I cpeHee 0 BpeMEHH 3HaYCHHUSI MTHOBEHHOTO

NPOU3BCACHU HANIPAKCHHUS U CUJIBI TOKA.

Pasznmuunas uabopMaIus o mporpaMMHOM obecrieueHu , moiaydaeMas o UBIT mo

II UBII
O HO rontpoas nocieaoBarenbHoMy TopTy i USB.

YdeTHblii HOMep BHYTPeHHel
O0aTrapeu/ Y4eTHbI HOMep
BHellIHel 0aTapeu

B sTux nossix ykazaHsl HOMEpa KOMIIOHEHTOB Oarapeil. OTa nHdopMaIust MoxxeT
HCIIONB30BATHCS MIPU YCTPAHESHUHU MTPOOIEM.

UHdopmauusa o MNMCY n moaynsax mmkponporpamMmmbl
MyTb: O nporpamme > CeTb

3apojckue HapamMeTpsl alnapaTHoro odeciedenns: tHGopManysa o0 annapaTHoM 00eCIeYeHUH BKIIOYAeT
B ce0s Hem3MeHsieMble nanHble 00 ycrpoiicte [ICY, Takue kak Mozensb, cepuitHbiii HoMep u MAC-anpec.

Becnepeboiinasi padora ynpasJieHnsi: BpeMs HENPEPhIBHOM pabOThI JaHHOTO HHTEpQeiica yrnpaBiIeHus, TO
€CTh BpeMsi, IPOIIeIIIee MOocie ToOpAYero min xonoanoro 3amycka [ICV.
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Mopyne npuioxkenns, OC APC (AOC) u Mouutop 3arpy3xn: TaHHas “HOOPMAIIHs HCIIOIb3yeTCs
MpY YCTPaHEHUU HEUCTIPABHOCTEH | ISl TIOMCKAa OOHOBJICHHON MUKPOIPOrpaMMBbl Ha BeO-caiiTe

MertKa nonsa OnucaHue

Ha3zpanue MOAYJId MUKPOIIPOrpaMMBbl.

Haszsanue MoayJib npuiiokeHns 3aBUCUT OT Tuma yctpoiictBa MBI, Hanpumep HazBaHue
Nms sumx oTHOCUTCS K ycrporictBam UBIT Smart-UPS, a sy — k ycrpoiictBam Symmetra.

Moayas APC AOS nMeeT Ha3BaHHE 20S, a MOAYJIb MOHHTOPA 3arPy3KH UMEeT Ha3BaHHE
bootmon.

Howmep Bepcuu moxyns mukponporpaMMel. Homepa Bepcuii Mogyneil MOryT oTIIN4aThbCs, HO
COBMECTUMBIE MOJTYJIN BBITyCKatoTCsi BMecTe. Hukorna He 00beinHsITe MPUKITaHbIE MOTYIIN
u Moayau AOS ¢ pa3nHYHBIMU BEPCHUSIMU.

Bepcus Ipumeyanne. Eciy Hy>)KHO 0OHOBUTH MOJYJIb MOHUTOPA 3aIPy3KH, 3TOT MOAY/Ib BKJIIOYAETCS B
BEPCUI0 MUKPONIPOTpaMMBl. B IpoTHBHOM ciydae, MOIYIb MOHUTOPA 3arpy3KH,
YCTaHOBJICHHBIH B IIaT€, COBMECTHM C OOHOBJICHUEM MHKPOIIPOTPaMMBEI.

CwMm. paznen «OOGHOBIIEHUE MUKPOIIPOTPAMMBI».

Jara/Bpems Jlata 1 Bpemst co31aHusI MOLYJISI MUKPOIIPOTPaMMBIL.

Cwm. Taoke «IIpoBepka HOMEPOB BepCHil YCTAaHOBICHHOTO MUKPOIIPOTPaMMHOTO 00ECTIEHeHH.

AKpaH noaaepXkKu
MyTb: O nporpamme > Moanepxka

Ora (yHKIUSA T03BOJSIET 00BEIUHUTD Pa3InYHbIC TaHHBIC 3TOTO HHTep(elica B OTACIbHBIN (aiin apXxuBa,
KOTOPBIH UCTIOIB3yeTCs IIEHTPOM 00CTy)KWBaHUS KIIMEHTOB U TIPH YCTPAHSHUH HEUCTIPaBHOCTEH. B aTOT haiin
BKJTFOUCHBI JKyPHAITBI COOBITHI M TaHHBIX, (pain koHpurypannn (cM. «Co3iaHne 1 UMIIOPT HACTPOEK C
MoMOIIEH0 (haiina KoH(pHUTyparn») 1 KOMIUIEKCHAsT HHPOPMAITUS 110 OTIIaJIKe.

enxaute Co31aTh sKypHAJIBLI, YTOOBI CO31aTh (aiil, a 3areM IenKHUTe 3arpy3uTh. [losBusercs 3amnpoc,
KOTOPBII MO3BOJISIET IPOCMOTPETH WIIM COXPAHUTH (aill apxuBa.

Ipumeyanue. Ha HEKOTOPBIX YCTPOHCTBAX CO3JaHKE KYPHAJIOB MOXKET 3aHATh 1—2 MUHYTHI.
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MacTtep HacTpouku IP-koHdurypaumm
YCTPOUCTB

Bo3moXXHOCTN, TPe60OBaHMA N YCTAaHOBKA

Macrep HacTpoiiku [P-koH(HUTypaIiiy yCTpOUCTB MOXKET paboTarh ¢ iaraMu ceTeBoro ynpasieHus (NMC 2),
KOTOPBIM He HasHadeH [P-aapec. [1pu oOHapykeHUH TaKOW IIATHl ¥ TIOAKIIOYCHUN K HEH MOJKHO HACTPOUTH
Ut Hee apameTpsl [P-anpeca.

MOJKHO TaKKke HalTH yCTPOICTBa, KOTOPhIE y’Ke MOAKIIIOUEHBI K CETH, IIyTeM BBoJa auamnasoHa [P-anpecos,
9T0OBI CY3UTh ITOUCK. MacTep ckanupyet IP-angpeca B yka3aHHOM IuanazoHe U ONpeeliseT I1aThl, KOTOPhIM
DHCP-cepgep y:xe HazHauun [P-anpec.

NNPUMEYAHUA
[Ipu ycranoBnennom I10 Bepcuu 6.8.0 u BbILIE.

* Macrep HacTpoiiku [P-xkoHduUrypamun ycTpoicTB oaaep >KuBaeT 00HapyKEHHE TOJIBKO
HEHA3HAYEHHBIX YCTPOUCTB.

* Henb3s mpoBeCTH MOMCK Ha3HAYEHHBIX YCTPONCTB, YK€ HAXOASIIUXCS B CETH, IIPU TIOMOLITH
nuarnasoHa [P, moka el He Bkmounte SNMPv1 u He ycTaHOBHTE TapaMeTp B
3HageHue public. st momyderus noapoouoit nadpopmanun o0 SNMPv1 cMm. Pykosoocmeo
NONb3068AMEA.

* [Toce Toro kak HacTpoeHsI mapameTpsl [P-anpeca KapThl ceTeBOro ynpapieHus, U J0CTyIa K
BeO-uHTepdeiicy monp3zoBatens yepes opaysep Heodxonumo usMenuTs URL c http Ha https.

[Moapo6uyto nHMOpPMALIMIO IO JTAaHHOHW MporpaMMme cM. B 0a3e 3HAHHUH Ha CTPAHHILE TOIAEPKKU

BeO-caiiTa U BBIIIOJIHUTE ITOUCK (MaeHTU(UKATOP COOTBETCTBYOIIEH
CTaTbu).
B crarbe 6a3b1 3HaHM ¢ 1J] TaKKe COMEPIKUTCSI HHPOPMAITHS TI0 UCITOJIE30BAHHUIO

mapametpa 12 DHCP (AOS 5.1.5 wim 6osnee BRICOKOM BepcHn).

CuctemMHble TpebGoBaHuUA

Mactep pabdoraet B Microsoft Windows 2000, Windows Server® 2003, Windows Server 2012, a Taxxke B
Windows XP (32- u 64-pa3psanbix Bepcusix), Windows Vista, Windows 2008 1 Windows 10.

Macrep moaaepKUBaeT IIaThl ¢ MUKPOTIPOTpaMMoi Bepcud 3.0.X WK BhIIIE B paboTaeT TOIBKO C ITPOTOKOIOM
1Pv4.

YcTaHoBKa

[opsinok ycTaHOBKHM MacTepa U3 3arpy>KeHHOTO HCIIOIHIeMOro (aiina

1. Tlepelimute Ha cTpaHULlY

2. Bemomaute dumsrpanuto mo [0/ MukpomporpaMMHOMY 00SCITIEICHHIO — MacTephl M KOHQUTYPaTOPHI.
3. 3arpy3uTe mporpaMMmy MacTepa HacTporku [P-agpeca ycrpoiicTa.

4. 3amycTHTe HCIOJTHAEMBIN (Qaiiil U3 MaIky, B KOTOPYIO OH OBLT 3arpy»KeH.

[Mocne ycraHOBKH MacTep cTaHOBHUTCS nocTyrieH B MeHo «[lyck» OC Windows.
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JKCNOPT napamMmeTpoB KOHurypaumm

NMony4yeHue n akcnopTt hanna .ini

KpaTkoe onucaHue npoueaypbl

AMUHHECTpATOp MOXKET MOTyYath ini-(haiin miarer cereBoro ympasieHus 2 (IICY) u skcnoptupoBath ux B
Ipyryto miary ik B Heckonbko [ICY. [leficTBus mpusenens! ganee. [lonpoOHy0 HHPOpPMAILIHIO CM. B
CIIEAYIOIINX pa3aenax.

1.

Hactpoiite [ICY c Be160poM TpeOyeMbIX TapaMeTpoB B SKCIOPTHPYHTE UX; cM. paznen «Co3naHue u
AMITOPT HACTPOECK C ITOMOIIBI0 (paiiia KOHPUTYparim.

[onyuwure ini-aiin u3 sroit IICY.
Otpenaktupyiite ¢aiin, n3MeHUB kak MUHUMYM HacTpoiiku TCP/IP.

Hcnone3yiiTe mpoToKoi nepenadn ¢ainos, nonaep:xuBaeMelii IICY, 4ToObI epeaaTh KOMUIO Ha OAHY
nim Heckoibko TICY. Jlns nepenadn Ha Heckonbko [ICY ucnonsayiite crierapuiit FTP wmu SCP nmubo
YTHIUTY A7 ini-(haiinos.

Kaxnas nz mpuanMatommx [ICY nCnonp3yeT MOMy9eHHBIH (haiin 1uid KOHQUTYpanud COOCTBEHHBIX HACTPOEK,
MOCJIE YeT0 yIajsieT ero.

CopepxaHue dauna ini

daiin config.ini, monydenusiid u3 [ICY, conepkut:

3azonosxu pasoenos u kinouesgsie ciosa (TOIBKO T€, KOTOPBIE OIAEPKUBAIOTCS KOHKPETHBIM YCTPOICTBOM
UBIT nnu TICY, ot koToporo noiyyeH (aiin). 3aro10BKu pasiesioB — 3TO Ha3BaHUS KaTETOPHH,
yka3zaHHbIe B ckoOKax ([ ]). KittoueBbIe cji0Ba B Ka)XJIOM U3 3ar0JIOBKOB pa3/iea IPeACTaBIIOT CO00M
METKH, OITUCHIBAIOIINE OlpenieNieHHble HacTpoiku TICY. Iocne kaXa0ro KIIFoUeBoro ciIoBa claeayeT 3HaK
paBeHCTBA M 3Ha4YeHHe (IPUHATOE M0 YMOIYAHHIO HIIH 33JTAHHOE MTPY KOH(DUTYPUPOBAHHHN).

KitoueBoe coBo Override: npu 3HaYE€HUH, 331aHHOM 10 YMOJYaHHIO, JAHHOE KIII0YEBOE CIIOBO
MPEAOTBPAILAET SKCIIOPT OJHOTO MIIM HECKOJIBKHUX KJIFOUEBBIX CJIOB M UX 3HAYCHUH, OTIPENeNIIeMbIX
ycrpoiictBoM. Hampumep, B pasnene [NetworkTCP/IP] 3Ha4€HHUE 10 yMOIYAHHIO JUIS CJIOBA
override (MAC-aapec ympasistorieii [ICY) OIoKupyeT SKCIOPT MapaMeTpoB SystemIP,
SubnetMask, DefaultGateway U BootMode.

MoapobHble npoueaypbl

Mony4eHune. Iopsaok HACTPONKHY U TOTyUEHHUS ini-(aitra st SKCImopTa:

1.

Ecnu Bo3amoxkHO, ncnonsiyiite uaTEepdetic [ICY mist koHGUTypHUpOBaHHS €€ HACTPOEK IS SKCIIOPTA.
(HemocpencTBeHHOE H3MEHEHHUE COACPKUMOTO ini-(haiiina MOXKET BBI3BATh OIIHOKH. )

2. B cnenyromem npuMmepe moka3aHo, Kak ucroib3oBatb FTP s monydenus gaiina config.ini u3

HACTPOCHHOMU IIAThI CETEBOTO YIPABJICHUS C IIOMOIIBIO KIIMEHTa KOMaHTHON CTPOKHU
a. YcranoBute coenunenue ¢ I[ICY, ucrnons3ys ee [P-aapec:
ftp> ip adpec

0. 3apeructpupyiTech B CHCTEME, HCIIONB3YsI ISl 3TOTO MM TI0JIL30BATENS M ApOIh
aJIMUHHUCTPATOPA.

B. UTOOBI BKJIFOUUTH IBOMYHBIA PEIKUM TIepeiadn GpailioB, BBEIUTE:
ftp> bin
Jiis oToOpakeHusI HHAMKATOpa BHITOTHEHHS B XOJIe Tepenadun GailioB BBEAUTE:
ftp> hash
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r. [omyuwnte daiin config.ini, comepskamuii HacTpoiiku IICY:
ftp> get config.ini
®aiin OymeT coXpaHEeH B Tamke, U3 KoTopoi Obu1 3amymieH kiaueHT FTP.
Mpumeuanue. Kpome Toro, daiin .ini MOXkHO TOITyduTh ¢ ToMoIbio SCP uiu 3arpy3uTh ero Ha SKpaHe
«User Config Filey» (®aiin koHUTYpaIIuy TOIH30BATEIIA).

O TOM, KaK MOJTY4YHUTh apaMeTpbl KOHQUTYpALMK HECKOIBKHX [ICY U SKCTIOPTHPOBATh UX B IpyrUe
IICY, cM. B IPUMEYAHUSX K BBIIYCKY « Y THIUTA (aiina MHUIHATH3aluy ini» Ha BeO-caiTe
WJIN CTaThe 0a3bl 3HAHUIL.

HacTpouka. [lepen nepenaueii daitna Ha qpyryio [ICY ero HeoOX0QUMO OTPEIaKTHPOBATb.
1. Jlnst penaktupoBaHus Qaiiia UCTIONb3yHTe TEKCTOBBIN PeqaKTop.

— 3aronoBKu Ppa3aciioB, KIIFOYEBLIC CJIOBA U MPESABAPUTCIIBHO 3aJaHHBIC 3HAUYCHNA HC 3aBUCAT OT
perucTpa, Ho CTPOKOBBIC IICPEMECHHLIC, 3a/JaBAC€MbBIC MTOJIL30BATCIICM, 3aBUCAT OT PErUCTpa.

— Uro0HI yKa3aTh, 4TO 3HAUCHHE HE 33JaHO0, UCIIONb3yiTe KaBbIuKU. Hampumep, LinkURL1=""
nokaszbiBaeT, yTo URL cnenuanbHO HE OnpesesieH.

— 3akIIouaiTe B KaBBIYKH JTIFOOBIE 3Ha4YCHU S, KOTOPBIC COACPIKAT IIPCAMICCTBYOINEC UIIN
MOCICAYIOIIHNE pa3aCibl UJIN YIKC 3aKJIIFOYCHBI B KABBIYKU.

— Jlns1 okcnopTa 3arIaHIPOBAaHHBIX COOBITHI HACTpaNBaTEe 3HAYCHHUS HETTOCPEICTBEHHO B ini-(haiirre.

— Jlus 5KCcropTa CUCTEMHOTO BPEMEHHU C MAaKCUMAaIbHON TOYHOCTBIO, €CJIM TpuHUMaronue [ICY
HMEIOT TOCTYII K CEPBEPY NMPOTOKOJIA CETEBOIO BPEMEHH, YCTAaHOBHATE 3HAUCHNE enabled WA
napaMmeTpa NTPEnable:

NTPEnable=enabled

MOoXHO TaKkXe COKpaTHTh BpeMs Iepeiadyd IyTeM 3KCIopTa paszjena [SystemDate/Time] B BUIE
OTAEIBHOrO ini-gaiina.

— JobaBisieMble CTPOKH KOMMEHTApUEB JOJDKHBI HAUMHATBCSI C TOYKH C 3aISITOM (; ).

[Ipumedanne. [lepenaBats Bce conepkumoe daiina config.ini ma [ICY e Tpebyercs.
MuHNMaTEHO HEOOXOAUMOE conepkuMoe (aiina .ini:

* X014 OBl OTHO AOIYCTUMOE KJIF0UEBOE CJIOBO
* XoTs OBl OHO AOIyCTUMOE 3HAYCHHUE I TPeOyeMOro KIIF0UeBOIo CJI0Ba
2. CxonmpyiiTe OTpeJaKTHPOBAHHEIHN (paiii B paiii ¢ JpyruM HMEHEM B 3Ty XKe IaIKy:
— Wwms daiina moxeT comepxarh 10 64 CUMBOJIOB U TODKHO UMETh PACIIUPEHHE ini.

— CoxpaHuTe NCXOAHBIN OTPEAAKTHPOBAHHBIN (DA I UCTIONB30BaHUS B OyIyIeM.
Coxpansiemvlii ¢haiin a6n1aemcs eOUHCMEEHHOU 3ANUCHI0 KOMMEHMAPUES.

Mepepayva chaina Ha ogHy MCY. [lng nepenaun ini-haiisia Ha APYTYIO ATy CETEBOTO YIPABICHUS
BBITIOJTHUTE OTHO U3 YKa3aHHBIX ACHCTBHU:

* B unTepdeiice monp3oBatens npuHuMaromiei I[ICY BeiOepute — —
. YKa)KuTe NONHBIN My Th K (ailily Win BOCMOIb3YHTECh KHOMKON
O030p Ha JOKATBHOM KOMITBIOTEPE.

* Hcnone3syiite 110001 U3 IPOTOKOJIOB, MOAACPKUBAEMBIX IIATOM CETEBOIO yIPaBJeHHUs, HAIPUMED,
FTP, FTP Client, SCP wim TFTP. B npuBenerHoM mpumMepe ucronb3yercs npotokon FTP:

a. W3 mamku, comeprkaIieil Koo OTpeaKTHPOBAHHOTO ini-(haiiia, BOCTIONB3YHTECH TIPOTOKOIOM
FTP, uro651 BoiiTH B IICY, B KOTOPYIO COOMpaeTeCh SKCIIOPTUPOBATH ini-Ghai.

ftp> open ip ampec

6. UToOBI BKIIIOUNTH JBOMYHBIN PEXXUM Iepenadn (aiios, BBEOUTE:
ftp> bin
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Jist oToOpakeHVsI UHIMKATOpa BHIOTHEHHS B XOJIe Tepenaun (aillioB BBEAUTE:
ftp> hash
B. OKCIIOPTHPYWUTE KOTIMIO OTPEAAKTHUPOBAHHOTO ini-(aiiia B KOPHEBOM KaTajJor IPHHUMAFOIIICH
Icy:
ftp> put ums_avira.ini
Mepepaya anna Ha Heckornbko MNMCY. BMecTo 3TOro BEIOTHUTE CIEAYIOIINAE OTICPAIIHH.

*  MHcnomsayiite FTP unmu SCP, Ho HanumuTe crieHaprii, KOTOPBIM COMEPIKUT U MTOBTOPSIET OTIECPAITHH,
HCITONIb3YeMBIE IS DKCTIopTa daitna Ha oqay IICY.

* Hcnonesyiite makeTHBIH (aitn 00paboTKu U yTUIUTY AJ1st Haiiyios .ini.

[Ipumedanne. B ciaydae ucnons3oBanus StruxureWare Data Center Expert Mo>kKHO KOTTHPOBAaTh
¢aiin config.ini Ha npyrue ycTpoiicta ¢ momombio hyaknnn «APC SNMP Device Configuration»
(Konduryparus ycrpoiictea SNMP APC). Orta dynaknus noguepxusaet FTP unmn SCP

W TIO3BOJISIET CO3/4aBaTh MIA0I0HBI (aiijIoB .ini I IKCIIOPTa.

O ToM, KaK cO3JaTh TAKETHBI KOMaHIHbBIH (ailyl 1 HCTIOIb30BATh YTHIIUTY, CM. B IPAMEUAHHUIX
K BBIITYCKY «YTHinTa (paiina MHAMATU3aIKK ini» Ha BeO-caiite WJIH CTaTbe 0a3bl
3HAHUN.

CoobueHuns o coobLITUAX 3arpy3km U oMbKax

CoobLeHunst 0 coObITUU M OLLIMOKaX, CBA3aHHbIX C HUM

Cnez{yfomee COoOBITHE MPOUCXOAUT B TOM CJIyHac, KOTla IpUHUMAOIIAs 1Jj1aTa CETEBOI0 YIIPAaBJIICHUA
3aKaHYMBACT MCIIOJIb30BAHUEC ini—q)aﬁna JJIA OOHOBJICHHUS CBOUX HAaCTPOCK:

Configuration file upload complete, with Homep valid values

Ecinu ki1r04eBoe CII0BO, UMsI pasziesia MITH 3HAUCHUS OKa3bIBAIOTCS HEBEPHBIMU, 3arpy3ka B [ICY 3aBepIiiaeTcs 1
BBIJAETCS JOIOIHUTEIBHOE COOOIEHNE 00 OIINOKE.

TeKcT coobueHna o cobbiTumn OnucaHue

[penynpexnenue daiina KOHGUTYpannu: HEBEPHOE

KIIF0YEBOE CIIOBO B CTPOKE HOMED. Crpoka ¢ HempaBWJIBHBIM KJIIOYEBBIM CJIOBOM MM
Ipenynpexaenue daiina KOHGUTYPAITUH: HEBEPHOES 3HaYCHHEM UTHOPHPYETCS.

3HAYEHUE B CTPOKE HOMep.

[penynpexnenue daiina KOHGUTYpATIH: Ecmu uMs cexium yka3zaHo HEBEPHO, BCE TAPHI KITFOYCBBIX
HEeICHCTBUTEIBHBIN Pa3aell B CTPOKE C HOMEPOM. CJIOB ¥l 3HAYCHUH B JAHHOW CEKITUH UTHOPUPYIOTCS.
[Ipenynpexaenne daiina KOHGUTYpAIHH: KITIOISBOE KitoueBoe ci10Bo, BBeieHHOE B Havalie ¢aiiia (To ecTh
CIIOBO OOHAPYXECHO BHE CEKIIHH B CTPOKE HOMep. TIEPE 3aTOJIOBKOM CEKIINH ), HITHOPUPYETCSI.

Ecnu pa3mep aiina ciaumikom OOJIbIIOM, IPOUCKOIUT
HEIOJTHAs 3arpy3Ka. YMEHBIIUTE pasMep Gaiiia wiu
pazbeiiTe ero Ha /Ba (aiiia 1 MOBTOPHTE 3arpy3Ky emie pas.

Ipenynpexaenue daiina KoHGHUTyparmu: pasmep daiiia
KOH(HUTYPAIUK TPEBHIIIACT MAKCHMATBHBIN pa3Mep.

Coob6ueHus B channe config.ini

VYerpoiictBo, cs3annoe ¢ IICY, ¢ KOTopoii 3arpyxaetcs daiin config.ini, Z0OIKHO OBITH 00HAPYKEHO AJIS
BKJIIOUeHHs ero KoHpurypauuu. Ecnu ycrporictBo (Takoe kak MBII) oTcyTcTByeT Miu He 0OHAPYKEHO,
¢aiin config.ini B COOTBETCTBYIOIIEH CEKLIMHI, BMECTO KIIIOUEBOTO CJIOBA WM 3HAYCHUH, OyleT coaepKaTh
coobmienue. Hampumep:

UPS not discovered

IEM not discovered
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Ecnu He mnaHupyeTcst SKCIopT KOHPUTYpaIMU yCTPOMCTBA KaK YaCTH MMIIOPTUPOBAHHOTO ini-(aiina,
WUTHOPUPYUTE ITH COOOIICHUS.

OwunbKn, reHepupyemMbie 3abNOKMpOBaHHbLIMUM NapamMeTpamMm

KiroueBoe cnioBo Override W ero 3HadeHHe OyIyT CO3JaBaTh COOOLICHHUS 00 OMMOKaX B )KypHaJle COOBITHI
py OIIOKUPOBKE HKCTIOPTA 3HAUCHUH.

CBeneHMsI 0 TOM, Kakue mapaMeTphl MOTYT OJIOKHpoBaThbes, cM. «Coneprkanue daiina ini».

[Mockonbky ONOKHUpyEMbIe TapaMeTPhl OTHOCSITCS K KOHKPETHBIM YCTPOMCTBAM M HE IPUTOAHBI JISI
skcnopta B Apyrue [ICY, urHopupyiTe 3TH cooOIIeHus 00 ommbkax. YToObl MPEIOTBPATUTH MOSIBIICHUE 3TUX
COOOIICHW, YIAINTE CTPOKH, COEPIKAIIUE KIIFOUEBOE CIIOBO Override, U CTPOKH, COEPIKAIIUC
Onokupyembie mapaMeTphl. He ynansiite n He M3MeHsHTe CTPOKH, COAEPIKaIIle 3ar00BKH Pa3/IeoB.

CBsA3aHHbIe BOMNpPOChHI

B onepanmonnsix cucremax Windows BMecTo nepechUIky ini-(haillIoB MOXKHO HCIIONB30BaTh MacTep
HacTpoiku [P-xoHHTrypauu ycTpoiCTB, 4TOOB H3MEHUTH 0OcHOBHBIE HAacTpolKu TCP/IP mnarsr ceresoro
yIpasieHust 1 HACTPOUTH JIPyTUeE MapaMeTphl uepe3 HHTepQelic moib30BaTesl.

Cwm. paznen «Mactep HacTpoiiku [P-koH(pUTYpanuu ycTponucTs».
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Nepeaava channos

OGHoBNEeHne MUKponporpamMmmbl

[Ipu 0GHOBIICHHH MUKPOIIPOTPaMMHOTO oOecITeueHmsI Ha Tare cereBoro yrpasierus 2 (IICY) s
ycrporictBa MBI cTaHOBATCS AOCTYMHBIME TOCTCAHUE PYHKIMU, YAYYIICHUs 0€30MaCHOCTH U
MPOU3BOIUTEIILHOCTH U UcTIpaBieHus omuook. J{nst oononenus MBI cm. paznen «Okpan «OOHOBIIEHUE
TIPOIIIMBKI» .

OOGHOBIIEHKE TTOAPAa3yMEBaET NPOCTOE KOMMpOBaHue (aijioB MOAY/IeH Ha IIaTy CETEBOTO YIPaBJICHHS, IPOLece
YCTaHOBKH OTCYTCTBYeT. PeryssipHo npoBepsiiTe BeO-cTpaHuily www.apc.com/tools/download Ha Hamume
0OHOBIICHUI.

dannbl Mmoaynen MMKponporpamMmmbl (nnata ceTeBoro ynpasrneHus 2)

Bepcust MEKpOITPOrpaMMHOTO 00eCIIeYCHHUS BKITIOYAET TPH MOAYJIS, U UX HeoOXx00umo OOHOBISTH (TO €CTh
romemath Ha [ICY) B cremyromeM mopsike:

Mopgynb OnucaHue
1 MomnwuTop 3arpy3ku (bootmon) [MpubmusutensHO cooTBeTcTBYyeT BIOS KOMIIBIOTEpA
) Omneparmonnas cucrema American Power Conversion MorkeT paccMaTpHuBaThCS KaK OllepaliiOHHAs
(AOS) cuctema [ICY
3aBucut ot Tuna ycrpoicrsa UbIl, Hanpume
3 Ipunoxenue yerp ’ puMep

Mozenb Smart-UPS, mogens Symmetra

(Kaxxmplid MOy b COACPIKUT OHY HITH HECKOJIBKO MPOBEPOK IUKINYECKOro KOHTpouist n30brrodnocTr (CRC)
C IICJIBIO 3aUTHI JAHHBIX OT MOBPEKICHUSL. )

Wmena Momyist MOHUTOpA 3arpy3ku, Moayiist AOS U MonyIist (haiiioB PUIIOKEHUS YKa3bIBAIOTCS B
onrHaKoBOM 0a3zoBOM (popmare:

apc_BepcuA-o00OpyNOBaHMA THUI BEPCUA-MMKPOIPOTPaMMHOTO-ofenedeHusa.bin

e apc: 0003HaYaeT KOHTEKCT.

* hardware-version: hwOn, IJi¢ n 0003HAYaET BEPCUIO OOOPYIOBAHUS, HA KOTOPOM MOXHO
MCIOJIB30BATh 3TOT (hail.

*  myn: YKa3pIBaeT THUI MOIYJIS.

* Bepcusa: HOMEp BepCUU (Qaiina.

* bin: yka3pIBaeT Ha TO, YTO 3TO TBOMYHBIN (haiii.

CnocoObl nepenayum channoB MUKponporpaMmmbol

OO0HOBHUTE CHaYaja MOIYJIb MOHHTOpA 3arpy3ku (bootmon), 3areM Moayias AOS, a 3aTeM MOIYIb
npuIokeHnH, yctanasnusas ux Ha [ICY B aTom nopsiake.

MukponporpaMMmy TOCIIeTHEH BEpCHA MOXKHO OeCIIaTHO 3arpy3HTh 10 aapecy www.apcc.com/tools/
download. s oOHOBIEHHUS MUKPOTIPOTPAMMEI OTHOM Wit Heckonbkux [ICY ucmons3yiite oqus u3
CIEQYIOMUX MATH METOOB:

* B omepannonHoii cucteme Windows HCTIONB3yiTE Mporpavmy 00HOBICHIT MUKPOIPOTPAMMBI,
3arpykeHHYyI0 C BeO-caiita . CM. paznen «/cnonb3oBaHue NporpaMMbl OOHOBIICHUS
MUKpPOIIPOTPaMMBD».

* B mo0oii mojiep:kuBaeMoii onepanioHHoN cucteMe ucronbdyiite FTP nin SCP s nepegadn
OTIENBHBIX Moayaeil MukponporpaMMbel AOS u npunoxenuil. Cm. pasznen «Mcnons3oBanue FTP unun
SCP a1t 0OOHOBIICHHSI OAHOM TUIATHI CETEBOTO YIPABICHUS.
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* B ciryyae miarel ceTeBoro ynpasieHus, kotopast HE ycranosieHa B Bartiell cetu, UCTIONb3yiTe 5
TIOPT MOCTIEA0BATENIBHON CBA3U AT NEpeiauyl OTAEIBHBIX MOIYJEH MUKPOIIPOTrpaMMBI ¢ KoMIbloTepa B ITICY.
Cwm. paznen «McnonszoBanne XMODEM nnst o6HOBACHUS oHOU [ICY».

* Hcnonwsyiite JUISL TIEpEHOCA OT/ACNIbHBIX MOIYJIEM MUKPOTIPOrpaMMBbI C KOMITbIOTEpa
(Tompko miis AP9631 m AP9635).

Cwm. pasnen «Mcmonms3oBarne USB-aucka aiist meperoca (aiinos (Tomsko st riat AP9631 u AP9635)».

*  Uudopmanuro 06 0OHOBIEHHN cM. B pazaenax «OOHOBIEHHE
MHUKpPOIIPOIpaMMBbl Ha HECKOJIBKHX IIJIaTax CETEBOTO YIpaBIeHUsI» U «lcronp30BaHue MporpaMmsl
OOHOBJICHUS] MUKPOTIPOTPaMMBI [T HECKOJIBKMX 00HOBIIeHMI B cucteme Windowsy. [Ipumeuanne.
Mukponporpammy HekoTopsix ycrpoicTB UBIT MoxkHO 00HOBUTE depe3 StruxureWare Data Center
Expert ¢ momontsto FTP nnu SCP.

Ucnonb3oBaHune nporpamMmmMbli obGHOBNEeHuA MUKponporpammvbl

st ucnionp3oBanus Firmware Upgrade Utility neooxoanmo Brimtounts FTP. B Bepcun 6.8.0 u BbIe
FTP no ymomuanuto BeikimoueH. CMm. «9kpan cepepa FTP» Ha cTp. 62.

[IporpamMma 0OHOBIICHNST MUKPOITPOTPAMMBI SIBIISIETCS YaCThIO MaKeTa /sl OOHOBJIEHUS MUKPOIIPOTPaMMBI,
JOCTYITHOTO Ha BeO-caiiTe . (Huxo20a He uctonp3yiTe nporpamMmy, peIHa3Hav9eHHYO0 ISl OAHOTO
W3IETHS, JUTE OOHOBIIEHHSI MUKPOIIPOTpaMMEI pyroro u3nenus.) [Ipumedanune. Jta nporpamMma moiepKuBaet
Tonsko FTP.

Ucnonb3oBaHue nporpammbl Ans ooHoBreHus B cuctemax Windows. B mo0bIx oaepKuBaeMbIX
cuctemax Windows mporpamMmma oOHOBJICHHSI MEKPOIIPOTPaMMBI aBTOMAaTH3UPYET TIepeiady MOIYIICH
MHKPOIIPOTPAMMBI, YIUTBIBASI NP AGUIbHBIL NOPAOOK MOOYIEl.

Pacnakyiite 3arpy:xeHHBIH (aill MUKPOITPOTPaMMBI M TBKABI HICTKHUTE (aiiil ¢ paciIupeHreM .exe. 3aTeM
BBeauTe IP-anpec, nMs MoNb30BaTeNs U Mapob B MOJISAX JUATIOTOBOTO OKHA M IIEIIKHUTE . s
IIPOBEPKU BBEIECHHBIX JaHHBIX MOYKHO HCIIOIB30BATH KHOIIKY . CM. Takxe «lcnonb30BaHne NPOrpaMMBI
0OHOBJIEHHUS] MUKPOIIPOTPaMMBI ISl HECKOJIBKUX OOHOBIIEHUH B cucteme Windows».

Ucnonb3oBaHue nporpaMmbl At OGHOBIEHUA BPY4HYI0 B cuctemax Linux (B ocHoBHoM). B
OTIepaIOHHBIX CHCTEMaX, OTIMYHBIX 0T Windows, mporpaMma 00HOBJICHUSI MUKPOIIPOTPaMMBI U3BJICKAET
OTAEJbHBIC MOAYJIN MUKpOTIporpaMmbl, HO He 00HoBisieT [ICY. PaznuuHbie MeTOBI OOHOBIICHHUS TIOCIIE
M3BIICUCHUS CM. B pasnene «CrocoOs! nepenadn (haiiioB MEKPOIIPOTPAMMBD».

[opsinok n3BnedeHus GailioB MUKpOIPOTpaMMBbI:

1. Tlocne u3BneyeHus (aitjioB U3 3arpyKEHHOTO (aiiina OOHOBICHHS MUKPOIIPOTPAMMBI 3aITyCTHTE
(atin .exe).

2. Ilocne nosiBNeHUs MPUITIALICHUS EIKHUTE , @ 3aTE€M YKa)KUTE MECTOIIOJIOKEHHUE MAMKH,
B KOTOPYIO OyAyT MOMEILEHBI U3BJICKacMble (aitibl.

3. Ilocne nosiBIEeHUS COOOIICHUS 3aKpOMTe AMAJIOTOBOE OKHO.

Ucnonb3oBaHue FTP nnu SCP ansa o6HoBneHus ogHon nnatbl CETEeBOro ynpaBfieHus

B Bepcuu 6.8.0 u Boiie FTP o ymomuanuto otkimtoded U SCP He paszpemuT nepenats ¢aiin, moka He
OyzieT U3MEeHEeH NapoJIb CyNepIoNb30BareNsi (apc) .

FTP. YtoOb1 ncionp3oBarh mpotokod FTP mist o6HOBIEHNS 0mHO# TICY uepes ceTh, BRITIOTHUTE CIICAYIONINe
IEUCTBUSL:

¢ TICY pomkHa OBITh IOAKIIOYCHA K CCTH, UMCTH IP—aL[pec, MAcCKy OoACCTHU U NIIKO3 11O YMOJIYaHHIO.

*  Cepsep FTP nomxken ObITh pa3perieH B HacTpoiikax IICY; cm. pazaen «Cepsep FTP».
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s mepenaun ¢aityioB BEIIOIHUATE CIEAYIOMINE ISHCTBUS (B JaHHOH MpoLeype MoApa3yMeBaeTCs, 4To
MOZyJIb MOHHTOPA 3arpy3KH bootmon He HyX/1aeTcs B OOHOBJICHHH, TaK Kak 3TO TPeOyeTcsl BO BCEX CIyYasx):

L.

Daitnbl MOIYIIEH MUKPOIIPOTPaMMBI JOJKHBI OBITh U3BIICUCHEI; CM. pasaen «lI1opsamok u3BiedeHus
(haitioB MUKPOTIPOTPAMMEIL».

OTkpoiiTe Ha CeTEeBOM KOMIIBLIOTEPE OKHO ¢ KOMaHIHOU cTpokoi. [lepeliquTe B manKky, CoaepsKamryro
(haiiIbl MUKPOTIPOTPaMMBI, ¥ IPOCMOTPUTE UX CIHCOK:

C:\>cd apc

C:\apc>dir

Nudopmaruro o daitnax cM. B pasaene «Daiiisl MoaylIel MUKPOIPOTpaMMBlI (I1jIaTa CETEBOTO
yIpaBieHus 2)».

OTtkpoiite kimeHTckmi ceanc FTP:
C:\apc>ftp

BBeaute komanay open u ykaxute IP-agpec IICY, 3aTeM Ha)KMHUTE KIaBuIy ENTER. Ecin HacTpoliku
nopta (port) FTP-cepBepa oTin4aroTcs OT 3Ha4EHUS 10 YMOIYaHHUIO, paBHOTO 21, HEOOX0MUMO
KCIIOJIb30BATh 3TH HOBBIE HACTPOUKHU B cTpoke komaHabl FTP.

» Jlna ximentoB Windows FTP oraensiite Homep mopta ot IP-anpeca mpo6enom. [Ipumep
(c mpobenom miepen 21000):
ftp> open 150.250.6.10 21000

* Hexotopsle kineHTs! FTP TpeOyioT cTaBUTh niepes HoMepoM IOpTa ABOETOUHE.
Boiinure B cucteMy ¢ mpaBaMu aIMUHUCTpATOpa (MMS ITOJTB30BATENS [T0 YMOIYAHUIO - apc).
Brimonaure o0HOBIeHHE onepanronHo# cucteMsl (AOS). (Beerna obunosmstitte AOS nepen
0OHOBJICHHE MOIYJIS TIPHIIOKCHH. )

ftp> bin
ftp> put apc hw05 aos mmn.bin (IAe nnn— HOMEP BEPCUH MUKPOIPOIPaMMBbI)
Korma FTP-cepBep moaTBepauT nepenady, BBEAUTEe quit JUIS 3aKPHITHS CEaHca.

Yepes 20 cexyH TOBTOPUTE JCHCTB. 3 — IEHCTB. 7, UCTIONB3Ys MM (aiiia MOIYIsl IPHIIOKEHUH 13
JIEHCTB. 6.

SCP. 1ns ucnonszoBanus nporpammsl Secure Copy (SCP) ¢ nenbro o6HOBIeHUST MUKpOTiporpaMmel [ICY
BBITIOIHUTE CIIEAYIOIINE AeHCTBUSA (B TaHHON MpOIeype MoApa3yMeBaeTCsl, YT0 MOYJIb MOHUTOPA 3arpy3Ku
bootmon He HyxaaeTcsi B 0OHOBJICHUH, XOTS HY>KHO Bcera OOHOBIISTE APYTUe 1Ba MOIYJIs)

1.

Hatinure Momynu MmukponporpamMmel, cM. «Vcnoap30BaHre IporpaMMBl 1715l OOHOBJICHHUST BPYYHYIO B
cucreMax Linux (B OCHOBHOM).».

C momornsto koMaHaHOH cTpoku SCP BBRITONHATE TIepenady Moayisi MEKporiporpamMmbl AOS Ha IICY.
B nanHOM mpuMepe nnn mokasbIBaeT HOMep Bepcuu Moyis AOS:

scp apc_hw05 aos mnn.bin apc@l58.205.6.185:apc_hw05 aos mnn.bin

s nepenaun Moayiis puiioxkenus Ha [ICY ucnonb3yiTe CX0KyH KOMaHHYHo cTpoky SCP, yka3as
uMs ganHoro moayiis. (Bcerna ooHoBsiiTe AOS niepen 0OHOBIEHHE MOTYJISI IPHITOKCHHMIA. )

[pumeuanue. /{nst ucnons3oBanus SCP HeoOxomumo BrarounTh SSH. MHbOpMaruro o Bkitouenuu SSH cm. B
pasaene «DKpaH KOHCOIN.

Ucnonb3oBaHue XMODEM ans ooHoBneHusa ogHou MNCY

Yr1o6s1 ucronb3zoBath XMODEM gt o0HOBIEHUS ogHoii IICY, He HaxoadIIelics B CETH, HEOOXOAUMO U3BIEYD
(haliuibl MUKpOTIPOTrpaMMBbI U3 TIPOTPaMMbI OOHOBJICHUSI MUKPOIIPOTpaMMBbI (cM. paszaen «[lopsgok ussieueHus
(haliIoB MUKPOIIPOTPaAMMBL:)).

[pumeuanue. UtooOw! ucnonszosath XMODEM, HeoOxonumo BoiTH B pesxkuM Bootmonitor. /lononHUTEIbHBIC
CBEJICHUS CM. B CTaThe 0a3bl 3HAHUU Ha
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[Mopsinok nepenaun ¢aiinos (B JaHHOU NpoLEeaype MOAPa3yMeBaeTCsl, YTO MOAYJIb MOHHTOPA 3arPy3KH
bootmon He HyxaaeTcsi B 0OHOBJICHUH, TaK KaK 3TO TpeOyeTcs BO BCEX CIyvasx):

1. BBI66pI/ITe HOCJ'IC,E[OBaTeJ'ILHHﬁ IMOPT Ha JIOKAJIbBHOM KOMIIBHOTEPEC U OTKIIFOYUTE BCC CJ'Iy)K6I:I,
HCIIOJIB3YIOIKUE 3TOT MOPT.

2. C momomipio pmtaraeMoro kadens (Homep aetann: 940-0299) nomakoante BEIOPAHHBIN MTOPT K
nocienosareabHoMy nopty IICY.

3. 3amycrure nmporpammy TepmuHaia (Hanpumep, HyperTerminal unu Tera Term) u HacTpoiite
CJICAYIOIIUE MTapaMeTpPhl IJIsl BBIOPaHHOTO TIOPTa: CKOPOCTh nepeaaun 57600 out/c, 8 Out AaHHBIX, O3
MIPOBEPKH YETHOCTH, 1 CTOTIOBBIN OUT, 6€3 KOHTPOJISA TOTOKA.

4. Haxwmwute KHOIIKY Ha [ICY, mociie yero Cpa3zy K€ ABaXXJbl HAJKMUTC KJIABUIILY nin
JOXIUTECCH MOSABIICHUA IIPUITTAIICHUS MOHUTOpPA 3arpy3Ku. BM>

5. BBeanrte XMODEM M HaKMHUTE ENTER.

6. B meHto nporpammel Tepmunaia Beibepure XMODEM, 3arem BbiOepuTe ABOMYHBIH (aiin
Mukponporpammel AOS, koTopslit Oyaer nepenan ¢ momomipro XMODEM. Tlo 3aBepiuennn nepenadn
XMODEM Ha 3kpaHe MOSBHATCS MPHUTTIANICHIC MOHUTOPA 3aTrpy3KH.

(Bcerma oonoBstiite AOS mepen 0OHOBIICHUE MO TIPUITIOKCHHHA. )

7. UTOOBI yCTAaHOBHUTH MOAYITH TIPIIIOKCHUS, TTIOBTOPHUTE NSHCTBUSA 5 1 6. B neiicTBum 6 yKa)kKUTE UMS
(hatira MoIyIs PUIIOKEHUSI.

8. BBemmTe reset WM HAKMUTE KHOIIKY , 9TOOBI Iepe3amyctuTh [ICY.

JlononHuTeabHbIE CBENEHH 0 (hopMaTe MOAYJIEH MUKPOIIPOrpaMMBI ¢M. B pazaene «Daibl
MOy MUKPOIIPOrpaMMBI (IJIaTa CETEBOTO YIPABICHUS 2)».

Ucnonb3oBaHue USB-ancka ana nepeHoca cannos (Tonbko AnA nnar
AP9631 n AP9635)

[epen Hawanom nepeHoca yoeaurecs, yro USB-anck oTdopMaTupoBan ¢ HCHONb30BaHHEM cucTeMbl FAT,
FAT16 umu FAT32.

3arpy3ure Qaiiinbl 0OOHOBICHUH MUKPOIIPOTPaMMBI M Pa3apXUBUPYHUTE HX.

Coznatite Ha USB-aucke manky ¢ uMeHeM

[NomecTHTe M3BNEUEHHBIC (aiibl MOMyNIe B KaTanor apcfirm.

el S

C nOMOIIIBI0 TEKCTOBOTO PEIaKTOpa co3naiTe (aiin . (HeoOxomumo yka3aTh paciiupeHue
.rcf, a He .txt.)

5. B ¢aiin 00aBBTE CTPOKY IS KaXKIOTO MOMYJIST IPOITHBKH, KOTOPHIN HY)KHO OOHOBHTb.
Hanpumep, ans oOHOBNIEHHS Ha Bepcuu 1.0.8, BepcuH 6.8.0 u Smart-UPS
Bepcuu v6.8.0 BBeAUTE cleayroLee:

BM=apc_hw05 bootmon_108.bin
AOS=apc_hw05 aos_680.bin
APP=apc_hw05 sumx 680.bin

Jlst oOHOBIIEHUS Ha Bepcuu 1.0.8, v6.8.0 1 Symmetra Bepcuu v6.8.0
BBEJIHTE:

BM=apc_hw05 bootmon_108.bin
AOS=apc_hw05 aos 680.bin
APP=apc_hw05 sy 680.bin
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[Momectute daiin upload.ref B manky Ha USB-nucke.

Bcrassre ycTpoiicTBo ¢uaui-namstu B mopT USB Ha mmaTte ceTeBoro ynpasieHUs; CM. paseln
«Ilepenuss nanens (AP9631)» unmn «llepennss nanens (AP9635)».

[lepesarpy3ure maaTy ceTeBOro yIpaBleHUs U TOXKAUTECH €€ MTOTHOW Mepe3arpy3KH.

Y6enutech, 4TO OOHOBIIEHHE OBLIO BBIITOJHEHO MPAaBUIBHO, UCIIONB3Ys OMMCAHHBIE B pa3ieie
«IIpoBepka OOHOBICHHID TTPOIIEAYPHI.

O6GHoBnNeHne MUKponporpaMmmMmbl Ha HECKOJIbKUX MiiaTax ceTeBOro ynpaBreHusA

Hcnonp3yiiTe 011H U3 CIAEAYIOIINX METOIOB:

. Cm. paznen «Mcnonb3oBanue
MpOrpaMMBbI OOHOBIIEHHSI MUKPOTIPOTPAMMEI ISl HECKOJIBKUX OOHOBIIEHUH B cucTeMe Windowsy.

. Inst oOHOBIEeHMs HeckoNbKux IICY ¢ ucmonp3oBanueM kiaueata FTP
win npoTokoia SCP HanuMIIUTe CKPUNT, KOTOPBIH OYIET BHIMONHATE 3Ty MPOLCAYPY aBTOMATHUECKH.

. MoXHO co37aTh KOMaHIHbIC (hafIbl U UCTIOIH30BATh
porpamMmy JJis OJAYYCHHS TapaMeTPOB KOH(UTYpaluy HeCKONbKUX [ICY M SKCIIOPTUPOBATh UX Ha
npyrue IICY.

. MOXHO OTHOBPEMEHHO OOHOBHTH
MHKPOIIPOTpaMMy Ha HeCKOIMbKHX ycrpoiicTBax I[ICY. st momydeHus TOOTHUTENBHBIX CBEICHUN
oOparuTech K TOKyMeHTaruu o StruxureWare.

O ToM, KaK MONy4UTh apaMmeTpbl KoHGHUryparuu HeckonbkuX [ICY u 9KCOpPTUPOBATH UX B
npyrue [ICY, cM. B IpUMeUYaHHsIX K BBITYCKY «Y TuinTa (aiiyia MHUIMATU3aI|y ini» Ha
BeO-caiite WU CTaThe 0a3bl 3HAHUM.

Ucnonb3oBaHue nporpamMmmbli OGHOBNEHUA MUKponporpamMmmvbl 4nA HeCKOJIbKUX OGHOBMNEHUN B

cucteme Windows.

Jliis ucnonp3oBanus Firmware Upgrade Utility HeoOxomumo Brirounts FTP. B Bepcnu 6.8.0 1 Boie
FTP no ymonuanuto BeikmodeH. CM. «Okpan cepBepa FTP» Ha cTp. 62.

[Tocne 3arpy3ku mporpamMmMbl OOHOBIIEHUS CO CTpaHUITBI 3arpy3ok st [ICY Ha BeO-calite
JBAXKIBI METKHUTE (DA C pacIIUpEeHUEM eXe, YTOOBI 3aImyCTUTh IporpaMmy (kotopast padoraer TOJIBKO c
IPv4), 1 BBITTOTHAUTE CIISIYIONTHE OIIePaITuH 11 OOHOBICHHSI MHEKPOIIpOrpamMMs IICY:

1.

B nunanorosom okxHe nporpammsl BBenute IP-aapec, uMs mosip30Barens U napoib, BEIOEPUTE KHOIIKY
, ecu XoTuTe npoBeputs [P-agpec.

Bribepurte kHOTIKY , YTOOBI OTKPBITh Qaitn iplist.txt. OTKpoiTe U H3MEHUTE
3TOT (aiisl c TOMOLIBIO TEKCTOBOTO PEAAKTOPA, BHECS B HETO HEOOXOANMYIO HHPOPMAIIHIO AJIS
Kaxjioro ooHossiemoro MBII:

— SystemlIP: agpec [Pv4 unu IPv6 ycrpoiicTsa.
— SystemUserName: ums IoJp30BaTells ¢ IpaBaMy aIMUHHACTpATOpPa, BKiIroueHHOTo Ha [ICY.
— SystemPassword: maposs amMuHHCTpaTopa, BKiIroueHHOro Ha [ICY.

— AllowDowngrade: 4ToObI 3anpeTUTh IOHWXEHUE Bepcuu, BBenuTe 0. UTOOBI pa3peuuTs ero,
BBeaure 1.

VYnanure Bce KOMMEHTAPHH W TOYKH C 3aISTHIMU U3 (aiina iplist.txt, 3areM COXpaHHTe
W3MEHEHWSI.
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Hammpumep:
SystemIP=192.168.0.1
SystemUserName=apc
SystemPassword=apc
AllowDowngrade=0

MO’KHO UCTIONB30BaTh CYIIECTBYIOMMN Qaiil iplist.txt.
3. UtoOsl ucions3oBath aitn iplist.txt, ycraHOBUTE Qnaxkok OOHOBUTE M3 CIIHCKA YCTPOUCTE.
4. Beibepute kHONIKY O0HOBUTE, YTOOBI 3aIIyCTUTH OOHOBIEHHE MUKPOIIPOTPaMMEI.

5. Bribepure [lpocvoTpeTs skypHaI sl IPOBEPKU OOHOBJICHHUS.

NMpoBepka oOHOBNEHUN

MpoBepka pe3ynbLTaToB Nepeaayvu

Jlnst mpoBepKH pe3yiapTaToB OOHOBICHHSI MUKPOIIPOTPaMMbI MOYKHO B KOMaH/IHOHM CTPOKE BBECTH KOMaHY
xferStatus, KOTOpas MO3BOJIAET MIPOCMOTPETh PE3yJbTar nociennel nepegaund. Kpome Toro, MoxxHo
ucmnonb3oBars koMaHaTy SNMP GET mns OID mfiletransferStatusLastTransferResult.

Koabl pe3ynbratoB nocneaHewu nepepnayu

Bosmoxnsie ommbku niepenaun: cepsep TFTP unu FTP He HalineH, cepBep OTKAa3bIBACT B TOCTYIIC, CEPBEP HE
HaxXOJWT WM HE paclo3HaeT ImepeaaBacMbIi (aiii, mepeaaBacMbIid (hai TOBpekKICH.

NMpoBepka HOMepPOB BepCHI YCTAaHOBIIEHHOINO0 MMUKPONPOrpaMmMHOro obecnevyeHus
MyTtb: O nporpamme — CeTb

HUcnions3yiite BeO-uHTEpdEiic monp30BaTens st HPOBEPKH Bepcuil OOHOBICHHBIX MOJYJIEH MUKPOIIPOTPAMMBEL.
MoskHo Takxe uctoib3oBarh komanay GET anst OID sysDescr MIB 1. B unrepdeiice koMaHIHOH CTPOKH
BBeAUTE KoMaHy about.

[JobaBneHne n usMmeHeHue A3bIKOBbIX NaKeToB

C nomobio AByX (aitiioB sI3BIKOBOTO ITAaKeTa IUIaThl CETEBOTO YIPaBIeHHUS 2 MOXKHO MTPOCMAaTPUBaTh
uHTEpQElic MoIB30BaTeNs Ha pa3HBIX s3bIKax. Ka bl sI3bIKOBOM MAKET CONEPKUT /IO MATH S3BIKOB (ITO3TOMY
PaCKPBIBAIOIINICS CIUCOK fI3bIK JaeT BO3MOXXHOCTD BBIOPATh NPH 3arpy3Ke OUH U3 TISITU S3BIKOB). [Ipyrue
npunoxenus [ICY 2 MoryT nogzepKuBarh Jpyroe KOJHMUeCTBO A3BIKOB.

WuTepdetic monp3oBaTens NTOCTYIICH Ha ICBATH SA3bIKaX: (PPaHITy3CKOM, UTAIBSTHCKOM, HEMEIIKOM, HCIIAHCKOM,
Opa3uIbCKOM MOPTYTaIbCKOM, PYCCKOM, KOPEHCKOM, SIITOHCKOM M YIIPOIIEHHOM KHUTAHCKOM.

®aiiabl A3BIKOBHIX ITAKETOB HaxXoOATCA B pa3AciiC 3arpy30K NPOIIUBKHA AJI IUIAThl CETEBOIO YIIPABJICHUS Ha
BeO-caiiTe . SI3BIKOBBIC MAKETHI BXOJAT B COCTAaB IIaKeTa OOHOBIICHUS IIPOIINBKHU.

IMpumevanue. HeoOXonumo 3arpy3uTh U HCIOIb30BaTh S3bIKOBO MAKET, COOTBETCTBYIONIHI
BEPCHH MUKPOIPOTPaMMbI ¥ IPUIIOKeHUs. Hanpumep, Hellb3s 3arpyKaTh S3bIKOBOM MAaKET BEPCUU
6.4.6 s ucToNnb30BaHUs ¢ Symmetra Bepcuu 6.5.6.

SarpyxcaeMLIe (I)aﬁHLI HMCIOT paCIIupPCHUEC .lpk, a TaKK€ UM CICOYIOIICTO (1)0pMaTa:
<vMA_TNPWJIOXEHUA> <BEePCUA NPUJIIOKEHMA> <ASEIKOBEE KOIOE>.lpk

Hanpumep, st npunoxxenus Symmetra umst aiina OyaeT UMeTh cleIy oI BUA:
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sy 672 esEszhCnjaJaptBrkoKo.lpk, rme esEszhCnjaJaptBrkoKo ofosHauaerT
VCIIAHCKMUM, KUTAMCKUM, SINOHCKMM, OpPasuUIIbCKUM NOPTYyITaJIbCKUM UM KOPEMCKUM.
rme eskEszhCnjadaptBrkoKo

0003HaYaCT UCITAHCKUH, KHTAHCKAHN, ITTOHCKUH, Opa3MiIbCKUNA MTOPTYTaTbCKHA U KOPEHCKHH S3BIKH.

MoskeT oTpe0oBaThCs YCTAaHOBUTH JIJIsl HHTEpQeiica OTCYTCTBYIOIINH B HEM s3bIK. J{J1s1 3TOTO 3arpy3ure
SI3LIKOBOM TMakeT ¢ BeO-caiita 1 00HOBHUTE s13b1K0BOH makeT Ha [ICY ¢ momonrsto FTP, SCP miu mporpaMMbl
00HOBJIEHHSI MUKPOIIPOrPAMMBI.

Bce ncnonb3yemble B HacTOsIIEE BPEMsI SI3bIKOBBIE TAKETHI OYAYT yoaseHsl IEpes 3arpy3Kon
HOBOTO nakera. B ciyuae HeynadHoil 3arpy3KH s3bIKoBOr0 nakera I[ICY He OyaeT UMeTh HU OHOTO
SI3BIKOBOTO MakKeTa. B 3TuX ycinoBusix OyneT JOCTyIeH TONbKO aHIIMHCKUH sI3BIK. B Takom ciydae
nompoOylTe MOBTOPHO 3arpy3UTh HOBBIN SI3BIKOBOM MaKET.

O6HoBMeHune A3bIKOBOro nakera ¢ nomouwbio FTP

1. HNonxmrouutecs k IICY no mpotokoiny FTP.

2. Ilepeliaute B manky lang miaTel CETEBOTO yIIpaBIeHUS:
cd lang

3. IlepenutnTe TpeOyeMblii I36IKOBOI MAKET HA MJIATY CETEBOTO YIPABICHHUS.
put <MOOJIHHEI OYyTh/UMS A3BIKOBOTO IIakeTa>.lpk

4. Tlo 3aBepmennn nepenaun (aiina Beriinute u3 FTP, Oyner BeimonHeHa nepesarpyska natepderica
YIPaBJIECHUS TUIaThl CETEBOT0 YIPABIECHHUS.

5. Tlo 3aBeprieHNN Mepe3arpy3Ky HOBBIH SI3BIKOBOM MMAKeT OyZIeT TOTOB K padoTe.

O6HoBNeHue A3bIKOBOro nakera ¢ nomouwbo SCP

Jlnst ucrionp3oBarus SCP neobxomumo Brounth SSH Ha [ICY. MadopMmaruio o BriaodeHnn SSH cum. B
paznene «9KpaH KOHCOIW» Ha CTp. 55.

I[J'IH OOHOBIIEHHS A3BIKOBOTO MMAKETA HCHOHL3yﬁTe CJICAYHOINYIO UJINM AHAJIOTUYHYIO KOMAaHAY:

scp <mmMmsa Odanya A3HKOBOTO HakeTa.lpk> mma nomb3oBarens@<IP-ampec IICY>:/lang/<umsa danmna
A3EIKOBOTO IakeTa.lpk>

Hampumep, 4ToOBI 3arpy3HTh A3bIKOBOM HakeT sy 680 esEszhCnjaJaptBrkoKo.lpk HalICVY ¢
IP-ampecom 10.179.230. 62, HEOOXOMUMO BBECTH KOMAHITY:

scp sy 680 esEszhCnjaJaptBrkoKo.lpk apc@l0.179.230.62:/lang/
sy 680 esEszhCnjaJaptBrkoKo.lpk

OGHoBNEHME A3bIKOBOro naketa ¢ NOMoOLLbI NporpaMmMbl OGHOBEHUS
MUKpPOMpOrpamMmbil

B m10051x momnepkuBaeMbIX crucreMax Windows rmporpaMma 0OHOBICHHUST MEKPOIIPOTPaAMMBI aBTOMAaTH3UPYET
obHoBIEeHHE s3bIKOBOTO MakeTa Ha [ICY.

1. PazapxuBupyiite (haiin 0OHOBIEHHS MUKPOIIPOTPaMMBI, 3arpy>KEHHBIH ¢ BeO-caiita .Cm.
pasnen «/cnonb3oBaHre NporpaMMbl 0OHOBICHUS! MUKPOIIPOrpaMMbD» Ha cTp. 90.

2. Beemute IP-anpec IICY, a Takke cBoe Umst nosbzosartens u [lapouas mis IICY.
Bri0epuTe 361K B pacKpBIBAIOIIEMCSI MEHIO SI3LIKOBOI IaKeT.

4. Hlenkuaute OOHOBUTE, YTOO OOHOBUTH A3BIKOBOM IMAKET.
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YcTpaHeHue npoornem

Mpo6nembl AocTyna K nnaTte ceTeBOro yrnpaBrieHUs

s pemenns mpobiieM, He YKa3aHHBIX 37IeCh, CM. OJIOK-CXeMBI YCTpaHEeHHUsT HeHCIIPaBHOCTEH Ha
caiite LleHTpa mpomyKIuu U1 TIaT CETEBOTO YIPaBICHHUS:

[Tocerute 6a3y 3HaHUiI 1O aapecy JUIS TIOJTyYEHHS TOIIArOBBIX MHCTPYKLUH 1O
yCTpaHEHHIO PoOIIeM U NOJNE3HbIX pellleHHH pacpocTpaHeHHbIX Henonanok. Mudopmanunio 06 obpamennn
B CIIY>KOy TOAZIEPKKU CM. B pasziese «YerpaHeHHe mpodiem».

MNpo6nema

PeweHue

He ynaeTcs BBIIOIHUTB 3XO0-
tectuposanue [ICY

Ecnm nHIMKaTop COCTOSTHUS TIJIaThI CETEBOTO YIPABICHHS TOPHUT 3€JICHBIM I[BETOM,
a MHIUKATOP CBSI3U MHUTaeT, ONpoOyiTe NociaTh KOMaH Iy 9X0-TeCTHPOBAHHMS
(ping) Ha pyTO¥ y3€J TOro K& CErMEHTa CETH, B KOTOPOM PacIoJIOKeHa IiaTa
cereBoro ynpasienus. Eciu TectupoBanne He paboraer, nonpoOyiite crenarb
clemyolee:
* Y6enurecs, uro HacTpoiika TCP/IP s [ICY BeimonHeHa BpYYHYIO HIIH
nonydena yepe3 DHCP wm BOOTP.

* [IpoBepbTe UnCIIO OUTOB MOJICETH, HACTPOSHHOE /ISl MACKH TTOJICETH TIIATHI
CETEBOTO yNpaBICHHUS.

* [IpoBeprte HacTpoiiku VLAN, OpaHamayspa 1 MPOKCH-CEPBEPA.

* [Iposepsre craryc [ICY u nHpOpMaIuio o cucteMe 4epe3 JOKaIbHbINA
MOCJIC0BATEbHBIN HHTEPQEHC.

Ecmm namukarop coctostaust [ICY roput He 3eTeHBIM IIBETOM H/HJIH WHAUKATOP
CBSI3M HE MUTACT, IPOBEPHTE CIEAYIOIIEe:

* IIpoBepsTe, 4TO MIaTa CETEBOrO YIPABICHUS HAEXKHO ycTaHoBIeHa B MBII.

* [IpoBeprTe HamexHOCTH monkitoueHus kabens Ethernet k cetu u [ICY. Ecin
npoOiieMa cBsizaHa ¢ kabenem Ethernet, mompoOytiTe ucmonb30BaTh APYTroi
Ka0eJb.

* YoenuTech, 4TO MOPT CETEBOTO YCTPOWCTBA (MapIIPyTH3aTOpa), K KOTOPOMY
mogxirodeHa [ICY, He OTKITIOYEH M CKOPOCTh IMOPTa YCTAHOBIICHA MTPABHIIBHO.

* [IpoBeprte akTHBHOCTH cepBepa DHCP nimm BOOTP B cetn.

He ynaercst Ha3HauUTH
KOMMYHHKAIMOHHBIH I10PT €
MIOMOILBEO IIPOrPaMMBbI TEPMHUHAIIA

Ilepen ncnonb3oBaHMEM IPOTPaMMBI TEPMHUHAJA JUIT HACTPOHKH IJIAThI
CETEBOT'0 YIPABJICHUS CIIEAYET 3aKPBITh BCE MIPUIIOKEHUSI, CITYKOBI 1
MPOTPaMMBI, KOTOPBIE HCHONB3YIOT JaHHBIM KOMMYHUKAIIMOHHBIH MOPT.

Heso3moxeH noctym uepes
uHTepdelic KOMaHIHON CTPOKH IO
KaHaJTy MIOCJIeI0BaTENBHOr0 OOMeHa

* Yoenurecs, uro naaukatopsl [ICY ropsat u Ha [ICY momaetcs nmutaHue.

* Yoenurech, YTO HACTPONKH CKOPOCTH OOMEHA TAHHBIMU HE OBLIH W3MEHEHBI.
ITonpoGyiite yctanoBuTh 3Ha4eHU 2400, 9600, 19200 mmu 38400.

* [IpoBeprTe KOHUTYpaHIo mocaexoBaresbHoro nopra [K
* Ybenurecs, 4TO MOPT HE 3aHAT.

* [IpoBeprTe HAIEKHOCTH MOAKIIOYCHHUS MOCIeq0BaTeIbHOTO Kabens [ICY
n TIK.

* [IpoBepsre 1uist Kabemst HoMep o KaTauory U yOoequTech, YT0 OH COBMECTHM.

* Yoenurecs, 4To Ha Ki1aBuatype He otkimoueHa Gynknns SCROLL LOCK.

HeBo3morkeH ynaneHHBIN 10CTyT
yepe3 uHTepdeiic KOMaHIHON
CTPOKH

* YoenuTech, 4TO UCIONB3yeTCs MPaBMWIIbHBIN crocob noctyna: Telnet wm
Secure SHell (SSH). AqMUHUCTpATOP MOXKET BKJIFOUYUTH STH METOJIBI IOCTYTIA.
IMTpu ucnons3zoBannu SSH miara ceTeBOro ynpaBlieHUs] MOXKET CO3/1aBaTh
KJIF0Y XOCT-y31a. [11ate ceTeBoro ynpasieHus TpeOyeTcs A0 OJHOH MHUHYTHI
JUTSL CO3aHMS KITFoUa XOCT-y31a, B 3To Bpemst SSH Oynet HemocTyIieH.
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Npo6nema

PeweHue

He ynaeTcs mony4uTh TOCTYH K
uaTepdeiicy nonp3osarens (Ul)

* Yoenutecs, uro goctyn HTTP umu HTTPS oTKpHIT 1 TpaBUIBHO HACTPOECH.

* Y6enurech, 9to yka3aH npaBmwibHEI URL-angpec, COOTBETCTBYFOIIIIA CHCTEME
0e30I1acHOCTH, MCIIOTB3yeMOH TIaToil ceTeBoro ympasineHus. s SSL B Hagae
URL-aznpeca Hy>KHO yKa3bIBaTh , aHE

* YoenuTech, 4To HX0-TeCTUPOBAHUE IJIAThI CETEBOTO YIIPABICHUS BHITIOIHACTCS
YCIIEIIHO.

* Y6eaurech, 4TO NCHOB3YEMBIi Opay3ep TOANEPKHBACTCS IUIATON CETEBOTO
ympasnenus. CM. paszen « YcTpaHeHne mpooiem».

* Eciin mnara ceteBoro ynpapieHus Obuia TOJBKO YTO TIepe3arpyxeHa u
BBIMOJTHACTCS HACTPOiiKa SSL, BO3MOXXHO, TJIaTa CETEBOTO yIIPABICHHS
co3naer ceprudukar cepepa. s coznanus atoro ceprudukara miare
CETEBOT'0 YIPABJICHHUS MOTPEOYETCsI 10 OHON MUHYTHI, B 3TO BPeMs CEpBEp
SSL GyneT HEmOCTyIIEH.

Ecnu ycrpanuts npodiemMy He yaaercsi, HOCETHTE WM 00paTuTeCh
B cIryxO0y mognepxku. CM. paszern «YeTpaHeHue mpooiem».
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HeuncnpaBHoctu SNMP

Npobnema PeweHue

* [IpoBepsre Bo3moxkHocTh uteHust (GET) umenu coobmecrsa (SNMPv1) nnu
HeposvoxHo KoH(urypamuo npoduis noms3osarens (SNMPv3).
BBITIOJIHUTD

onepanuio GET

* Ucnonp3yiite nATEp(dhelic KOMaHAHON CTPOKH WM HHTep(deiic moap30BaTes s
npoBepku goctyna NMS. Cu. paznen «Oxpanbl SNMPy.

HeBo3moxxHo
BBIITIOJIHHUTH
oneparuio SET

* [IpoBeprre Bo3mMoxkHOCTh uTeHust/3anucu (SET) umenn coodbmectsa (SNMPv1) mnu
KoH(urypamuo npoduis nons3osarens (SNMPv3).
* Ucrionb3yiiTe uaTEpdeiic KOMaHIHOMN CTPOKU WITH HHTEp(dEC MOIb30BaTeNs IS IIPOBEPKH

Toro, uro NMS umeet aoctym Ha 3armuch (SET) (SNMPv1) unu momydni 1octyn K
IP-anmpecy B crincke yrpasneHus goctynoM (SNMPv3). Cwm. pasnen «9kpansl SNMPy.

He ymaetcs nomyuars
MIPEpbIBaHUS B

* [IpoBepsre, uToOb! THI pepbiBanus (SNMPv1 niin SNMPv3) Obut npaBHIbHO HaCTPOCH
Juia cucteMsl NMS, ucnionszyeMoii B kauecTBe IPUEMHHKA MPEPhIBaHUIA.

* B ciiygae SNMP v1 nonuute 3anpoc meonfigTrapReceiverTable MIB OID, uto6st
MpOBepHUTH, uTo [P-ampec NMS ykazaH KOPPEKTHO U 94TO UMsI COOOINECTBA, YKa3aHHOE
B NMS, COOTBETCTBYeT HMEHHU COOOIIECTBa, YKazaHHOMY B Tabnuite. Ecimu uto-mmbo
yKa3aHO HempaBUiIbHO, ucnonb3yite koManay SET mist mconfigTrapReceiverTable
OID wnu ucnonb3yiite nHTEphelic KOMaHIHON CTPOKH WIIM HHTep(delc moap30BaTers,

cuereme NMS YTOOBI HCIIPABUTh HACTPONUKH MMPUEMHUKA ITPEPHIBAHHUM.
* B ciiyuae SNMPv3 npoBepsTe HacTpoiiku nmpoduis mosip3oBarens it NMS u 3amycrure
TECT NpEepPHIBAaHUH.
CwMm. paznensl «kpansl SNMPy», «I[Tomydarenu npepbslBaHni» U « DKpaH TECTHPOBAHUS
npepbiBarnii SNMP.
IIpepriBanus,

nonyyaeMmbeie NMS,
HE OIIpe/IeIICHBI

Cwm. nokymeHTanuio 1o NMS, 4ToObI IPOBEPUTb, UTO IIPEPHIBAHUS ITPABMIILHO YKa3aHbI
B 0a3e aHHBIX CUTHAJIOB TPEBOTH M MPEPHIBAHUH.

NMpobnembl ¢ Modbus

[Tnarer cereBoro ynpasnenust AP9630 u AP9631 nognep:xusarot nporokon Modbus TCP B
OOJBIITHCTBE MUKPOTIPOTPaMMHBIX MpUIIokeHHH. UToOBI MpoBepuTh coBMecTUMOCTh [ICY ¢
Modbus TCP, o6parutech k gokymeHTtaiuu mo [ICY.

Oynkmuio Modbus Serial mognepkxuBaet B nononaerue kK Modbus TCP Tonmsko miata AP9635.

JlononHUTENbHY 0 HH(POPMALIUIO 1T0 TPOBOAKE M HACTPOHKE MocienoBaTeabHoro nopra Modbus

CM. B «JlOMONTHUTENBHOM JOKYMEHTaK 10 npoTokory Modbus» Ha BeO-caiite

. [longpobuyt0

HHOPOPMAIIHMIO O perrcTpax u omucanus 6utoB Modbus cM. B «KapTax perucTpoB mpoToKosa
Modbus» Ha Beb-caiite

JlommomauTensHyI0 HHMOpMaIHio o mpoTokosie Modbus u yecrparernn npobiem ¢ Modbus cwm.

B

Modbus Installation and Troubleshooting for the AP9635

Network Management Card (YcranoBKka u ycTpaHeHue mpoomnemM Modbus Juis 1uraTsl CETeBOTO

ynpasnenus AP9635), noctynHoii B cTarbe

APC

0a3bl 3HAHUI Ha BeO-caliTe MOMICPIKKU
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D,ByXHeTHFIFI rapaHTuAa npom3soauTtens

VcinoBus HACTOSIICH T ApaHTHUU PACTIPOCTPAHAIOTCS TOJIBKO HAa U3ACIINUA, HpI/IO6peTeHHLIC JJIA COOCTBEHHOTO
HCIIOJIb30BaHUA B COOTBECTCTBUU C IaHHBIM PYKOBOACTBOM.

YcnoBus rapaHTum

Komnanust APC rapantupyer, 4To ee MpoayKIust He OyJeT UMETh Ie(hEKTOB MaTepPHaIOB U U3TOTOBICHHUS B
TeueHHeE ABYX JIeT OT Aarsl nokynku. Kommanus APC rapanTupyeT peMOHT WM 3aMEHY HEUCIIPaBHBIX
U3JENNH, Ha KOTOPBIE paCIPOCTPAHSAIOTCS YCIOBHA HACTOSIIEH TrapaHTuu. /laHHas rapaHTHs He
pacrmpocTpassieTcss Ha 000pyJOBaHHE, TOBPEXICHHOE BCJICACTBIE HECUACTHOTO CIIydasi, HEOPEKHOCTH HIIH
HETPaBUIBLHOTO UCTIOJIB30BaHUS, & TAKXKE HAa 000pyI0BaHUE, TOABEPraBIeecs] U3MEHEHUSIM HIH J0Pa0OTKe
KaKUM-JIH00 criocoboM. B cirydqae peMOHTa MiIn 3aMEHbI HEUCTIPABHOTO 000PYIOBAaHHS MIIH €r0 KOMIIOHEHTOB
HCXOJIHBIM rapaHTUIHBINA CPOK HE MpojyieBaeTcsl. KOMIOHEHTBI, IPEN0CTaBIIsIEMBIE COITIACHO JaHHOU
rapaHTUH, MOTYT OBITh JTMOO HOBBIMH, TMOO OTPEMOHTUPOBAHHBIMU B 3aBOJICKUX YCIOBHSIX.

MapaHTUa 6e3 npaBa nepega4vu

JlaHHas rapaHTHsl OTHOCUTCS TOJIBKO K IIEPBOHAYATILHOMY ITOKYIIATEJI0, KOTOPBIN TOKEH COOTBETCTBYIOIIUM
00pa3zom 3aperucTpupoBars usznenue. [IponrykrT MoxXHO 3aperucTpupoBarh Ha BebO-caiite kommnanuu APC:

UcknrouyeHusn

Kommnanus APC He HeceT OTBETCTBEHHOCTH 110 TapaHTHH, €CJH B Pe3YyJIbTaTe TECTUPOBAHUS M UCCIIEOBAHUS
ObLTO0 00HAPYKEHO, YTO TIpeNNoNIaraeMblii 1eeKT U3eNHsl He CYIECTBYET HIIH €r0 MPUIHHON SBUITUCH
HEINpPaBUIFHOE UCIIOIb30BaHUE MOJIb30BaTEIeM UM TPETHUM JIMLIOM, HEOPEKHOCTh, HECOOTBETCTRYIOIIAS
yCTaHOBKa WM TecTupoBaHue. B mampHelimem kommanus APC He OymeT HeCTH OTBETCTBEHHOCTH 3a
HECaHKIIMOHWPOBAHHBIE ITONBITKH PEMOHTA WIIM U3MEHEHUS HeaIeKBaTHOTO IEKTPUUECKOT0 HANPSDKCHNS HITH
MOAKJIIOYEHHSI, HECOOTBETCTBYIOIINE YCIIOBHS HKCIUTyaTallii Ha MECTe, KOPPO3UIHYyI0 aTMochepy, PEMOHT,
YCTaHOBKY, BO3JCHCTBUS OKpY>KaloIeil cpelibl, CTUXUIHBIE OEACTBUS, OXKap, KPaXKy HIH YCTaHOBKY,
MPOTHUBOPEYAIYI0 PEKOMEHIANUAM Wi crierudukanusiM kommanuu APC, wim mo6oe coObITHE, TPH KOTOPOM
cepuiinblif Homep APC OblT M3MEHEH, NCKa)KeH WU YAAJeH, WU JII00YI0 APYTYIO IPUYMUHY BHE paMOK
IUTAHUPYEMOT'0 UCIIOJIb30BAHUS.

O YCJIOBUAM JAHHOT'O COITTAIIEHUA UJIN B CBA3U C HUM HE IPEAYCMOTPEHO
HNHBIX, ABHbIX UWJIHU IIOAPA3YMEBAEMBIX, IPUHUMAEMBIX B CUJIY 3AKOHA WJIN
UHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJILCTB B OTHOIIEHUU ITPOJABAEMOM,
OBCJYKUBAEMOM WJIHN MPEJOCTABJISAAEMOM MPOJIYKIIMU. KOMITAHUS APC
OTKA3BIBAETCS OT IIOJIPA3YMEBAEMBIX TAPAHTUIHBIX OBSI3ATEJIHLCTB B
OTHOIIEHUHA KOMMEPYECKOM IEHHOCTH U IPUT'OJJTHOCTHU OBOPYIOBAHMS K
OIPEJIEJIEHHBIM LEJISIM. TIPEJIOCTABJIEHUE KOMIIAHUEN APC TEXHUYECKUX U
UHBIX KOHCYJBTAILIUI WX YCJIYT B OTHOIEHUU OBOPYJIOBAHUSA HE MOXET
CIYXKUTb OCHOBAHUEM /UIAA PACIHUPEHUSA UJIN COKPALIIEHUA UJIN U3SMEHEHU S
YCJIOBUI TAPAHTHH, HAJIOXKEHUS TOTIOJTHUTEJBHBIX OBS3ATEJILCTB U
OTBETCTBEHHOCTMU. BBINEITEPEYNCJ/IEHHBIE TAPAHTHUU N CPEICTBA
BO3ZMEIIEHUSA ABJIAIOTCA UCKJIIOUYUTEJIBHBIMHA U 3AMEIIAIOT JIIOBBIE IPYT'UE
T'APAHTHUU U CPEACTBA BOSMEIIEHMUSA. U3JIOKEHHBIE BBILIE YCJIOBUSI TAPAHTUHU
YCTAHABJIMUBAIOT UCK/IIOUUTEJIBHYIO OTBETCTBEHHOCTb KOMITAHUU APC 1
UCKJIIOUYUTEJbHBIE MPABA 3AIIUTHI MOKYIIATEJIEN B CJIVUAE HAPYIIEHUS
YKA3AHHBIX TAPAHTHI. JEHCTBUE TAPAHTU KOMITAHUM APC PACIPOCTPAHSIETCS
HA ITOKYIIATEJISA, HO HE HA TPETBbUX JIULI.
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HU IIPU KAKUX OBCTOSITEJIbCTBAX KOMITAHUS APC, EE CJIYKAIIME,
PYKOBOJMTEJINA, COTPYIHUKHU ®UJIUAJIOB U IITATHBIE COTPYIHUKHU HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBII, OCOBbINI, IOBOYHbIN UJIH IITPAGHOMN
YIIEPB, IOHECEHHBIN B PE3YJIBTATE UCITIOJIB30OBAHUSI, OBCJIYKUBAHUS NI
YCTAHOBKH TPOJYKIIUU, HE3ABUCHUMO OT TOI'O, YHHOMUHAJIOCH JIX O TAKOM
YIIEPBE B JJIOTOBOPE WIU JAEJUKTE, BY/lb TO HEUCIIPABHOCTb, HEBPEXKHOCTD,
OBSI3ATEJIBCTBA IO BOSMEIIEHUIO YIIIEPBA, WJIH OT TOI'O, BEJIUCH JIA
IPEJBAPUTEJIBHBIE KOHCYJIBTAIIMU C KOMIIAHHUEM APC O BO3MOKHOCTH TAKOT'O
YIIEPBA. BUACTHOCTH, KOMIIAHUSI APC HE HECET OTBETCTBEHHOCTH 3A
U3JEP)KKH, IOHECEHHBIE B PE3VJIBTATE IIOTEPU IIPUBBLIINA WA JOXO/IA,
BBIBEJIEHMS U3 CTPOSI OBOPYJIOBAHMSI, HEBO3MOKHOCTH VCITOJIb30BAHU S
OBOPYJIOBAHMUS, YTPATBI IPOT'PAMMHOI'O OBECIIEYEHUW S UJIU JAHHBIX, 3ATPAT HA
3AMEILEHUE, UICKOB TPETbUX JIMII U T.J.

HU OAUH IMPOJABEL[, COTPYAHUK NJIU ATEHT KOMIIAHUU APC HE YIIOJIHOMOYEH
JIOBABJISAATH WU U3MEHATH YCJIOBUS JTAHHON TAPAHTUH. YCJIOBUS TAPAHTUA
MOI'YT BbIThb UBMEHEHBI (ECJIM BOOBIIE MOI'YT BbITh U3BMEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C OAMUCSAMHU JOJKHOCTHOI'O JHUILA U IOPUIUYECKOIO
OTAEJIA KOMIIAHUU APC.

FapaHTUNHbIE NpeTeH3UKn

KitneHTh1, y KOTOPBIX BO3HUKIIM BOIIPOCHI IO TAPAHTHH, MOTYT OOPaTUTHCS B IICHTP CEPBUCHOTO
oocayxuanus APC co crpanutisl «Support» (ITonnepxka) catita APC: . B BepxHeii
YaCcTU CTPaHUIIBI BEIOEPUTE CTPaHy B COOTBETCTBYIOLIEM criucke. [1is monydyeHust uHGOpMAIMK O IIEHTPax
CEepPBUCHOTO OOCITY>)KHBaHHS B KOHKPETHOM pErvoHe BEIOepuTe BKIAAKy «Supporty (ITogmepxka).
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Asropckue mpasa cryptlib Digital Data Security New Zealand Ltd, 1998 .

Asropckue npaBa © PykooactBo Kanmmdopruiickoro yaueepeurera, 1990, 1993, 1994. Bee mpasa
3aIUIIEHBI.

DTOT KOA MOMYYeH U3 MPOrpaMMHOT0 obecredeHus, mpeaocrasiennoro bepkimu Matikom Onconom (Mike

Olson).

PacnipocTpaHeHue 1 NCIIOIB30BAHME B MICXOIHOM U JIBOMYHOM BHUJIE C U3MEHEHHEM WX 0€3 TAKOBOI'O
paspemIeHo TOILKO MPH COOIONEHUHN CIEMTYFOIINX YCIOBHIA:

1.

PacmpocTpanenne HCXOMHOTO KO/Ia JOJDKHO YUNUTHIBATh BBIIIEyKa3aHHBIE 3asBICHUS 00 aBTOPCKHAX
MpaBax, MepeYeHb YCIOBUH U CIECAYIOINE OTPAaHHYESHHS.

PacnpocTpaneHue B IBOMYHOM BUAE AOJDKHO YUUTHIBATH BBIIICYKA3aHHbIE 3asBICHUS 00 aBTOPCKUX
IpaBax, MepeYeHb YCIOBHH U CIEAYIOIINE OrPAHNYCHHUS B JOKYMEHTALMH U APYTUX Marepuanax,
MIPEIOCTABICHHBIX U1 PACIIPOCTPAHEHUS.

Peknamugbie MaTepuraJibl, YIOMUHAIOMIUEC XaPAKTCPUCTUKU U UCIIOJB30BAHUEC HACTOALICTO
mporpaMmMHOTO O6CCHC‘{CHI/IH, JAOJDKHBI IPU3HABATh CJICAYIOMIICE:

OTOT MPOLYKT COAEPKHUT MporpaMMHoe obecnieuenune, paspadoranHoe Kannpopauiickum
YHUBEPCUTETOM B bepKin 1 ero coTpyIHUKaMH.

Ha3Banue yHuBepcUTETa M HIMEHA €TO COTPYAHHUKOB HE JOKHBI UCTIOIB30BATHCS TSl TIOJACPKKA U
MIPOABIKEHIISI IPOAYKTOB, CO3IAHHBIX Ha OCHOBE TaHHOTO IPOTPaAMMHOTO obecriedeHus 6e3
MIPEIBAPUTENHHOTO MUCEMEHHOTO Pa3peIeHIs.

JAHHOE ITPOI'PAMMHOE OBECITEYEHUE ITPEJIOCTABJIEHO PYKOBO/JCTBOM U
COTPYIHUKAMU HA YCIIOBUAX «KAK ECTb», 11, BKIIFOYA S, HO HE OI'PAHMYMBA SICh
TAKOBBIMU, JIFOBBIE ABHO BBIPA’KEHHBIE WUJIN ITOAPA3YMEBAEMBIE TAPAHTHUN
[MPUT'OJHOCTHU I ITPOJAXKM U COOTBETCTBHMA KOHKPETHBIM LEJISIM HE IIPUMEHUMBI.
HU TTPU KAKUX OBCTOATEJIbCTBAX PYKOBOACTBO WJIM COTPYIHNKU HE HECYT
OTBETCTBEHHOCTHU HU 3A KAKUE ITPSIMBIE, HEIIPSIMbIE, CJTYYAWHBIE, CIIELIUAJIbHBIE,
I TPA®HBIE UJIN KOCBEHHBIE YBBITKU (BKJIIIOYAS, IIOMUMO [NIPOYET'O, ITPUOBPETEHUE

TOBAPOB NJIN YCIIYT HA 3AMERY, IIOTEPIO BO3MOXXHOCTU UCIIOJIb3OBAHM S, JJAHHBIX

WJIA TIPUBBIIA WJIN ITIPUOCTAHOBKY BU3HECA) 10 JIKOBOU ITPUYMHE U 10 JIFOBOM TEOPUN
OTBETCTBEHHOCTMH, OBA3ATEJIbCTBAM, BBIPAJKEHHBIM B KOHTPAKTE, CTPOI'UM
OBA3ATEJIbCTBAM, WJIN ITPU I'PAXKJJAHCKOM ITPABOHAPYIIEHNU (BKJIIOYA S XAJIATHOCTD
U ITPOYEE), BO3HUKAIOIIUE KAKWM Bbl TO HU BbIJIO OBPA30M BCJIEJICTBUE
NNPUMEHEHUWA TAHHOT'O [TIPOTPAMMHOI'O OBECIIEUEHW A, JAKE TP HAJIMYUA
NHOOPMAIIMHN O BOSMOXHOCTU HAHECEHHMA JAHHOI'O YIIEPBA.

PykoBoacTBO nonb3oBaTens nnartbl ceTesoro ynpasneHus UBI 2
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Pagno4yacTtoTHbIe MOMexXm

BHecenue usMeHeHMii B KOHCTPYKIMIO JAHHOIO YCTPOlicTBa 0e3 NMChbMEHHOI0 pa3pelieHust
OpraHu3aluM, OTBeyaloLleii 3a odecreyeHne COOTBETCTBHS CTAHIAPTAM, MOKeT IPUBECTH K
JIMIICHMIO MOJIB30BAaTeJIsl MPaB HA IKCILUTYaTAMIO IAHHOTO 000pyA0BaHNS.

CWA — FCC

JlanHOE YCTPONCTBO MPOIILIO HUCTIBITAHMUS, TOATBEPIUBIINE €T0 COOTBETCTBUE OTPAHUYCHUSM,
MIPETyCMOTPEHHBIM TpeboBaHmsIME paznena 15 npaBun Oenepanpaon komuccuu 1o cBsizu (FCC) CIHA k
M POBBIM YCTPOICTBaM Kiacca A. DTH OTpaHHYEHHS MTPU3BaHBI 00ECTIEYNBATE JOCTATOYHYIO 3aIUTY OT
BPEIHBIX TIOMEX BO BpeMs SKCILTyaTalliu 00OPYI0BaHUS B IPOM3BOJICTBEHHBIX yCIoBHAX. [laHHOE M3nemnue
TeHEPUPYET, UCIIOJB3YET U H3IIy4aeT ICKTPOMArHUTHBIC BOJHBI B PAIUOANAIIA30HE U, OyIydn
YCTAHOBJICHHBIM C OTKJIOHEHHEM OT TPeOOBAHUMN, H3JIOKESHHBIX B HACTOSIIEM PYKOBOJICTBE, MOXKET CTaTh
HMCTOYHUKOM PAJMOIIOMEX. DKCIUTyaTaIisl JAHHOTO 000PYIOBAHMSI B JKUJIBIX paifOHAX MOYKET CO37aBaTh
moMexu. OTBETCTBEHHOCTH 33 yCTPaHEHHE TaKWX ITOMEX ITOTHOCTHIO JIEKUT Ha MOJTB30BaTele.

Kanapa — ICES

D10 1 POBOE YCTPOICTBO Kitacca A ymoBieTBopseT TpedoanmsM crarmapta ICES-003 (Kanana).

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

AnoHna — VCCI

COWBIL., 1S AAMRTY, COBEBAFERECHAT 3 EEW
PEAB|ERCTIENDN 3. 2O EHHE BN 20 6155 % 3%
TaLOERSNBENDY £,

VCCI-A

TanBaHb — BSMI
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ABcTtpanua u Hosasa 3enaHgus

Buumanmue. [{aHHbII IPOXYKT sBIIsIeTCS 000pYyAOBaHHEM Kinacca A. B OBITOBBIX yCIOBHSAX TaKoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciydae OT moJp30BaTeist MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEP.

EBponenckuim coros

JlaHHOE M3/eNre COOTBETCTBYET TPEOOBAHUSM K 3alllUTE, YKa3aHHBIM B TUPEKTHBE coBeTa EBpomnelickoro
coto3a 2004/108/EC, pa3paboTaHHOI B COOTBETCTBUU C 3aKOHOAATEIHLCTBOM TOCYAaPCTB-UJICHOB B
OTHOIICHUH MIEKTPOMaraHuTHON coBMecTuMocT. Kommanus APC He mpuHUMAaeT Ha ce0sl OTBETCTBEHHOCTh
3a J1r000€ HEBBITIOTHEHNE TPeOOBaHUH K 3aIUTE, BRI3BAHHOE HECAHKIIMOHUPOBAHHOW MOTUDUKAIIEH
W3NS

JlanHoe ycTpoiicTBO OBUIO MPOBEPEHO M MPU3HAHO COOTBETCTBYIOMINM OrpaHnndeHusm st UT-
obopynoBanus kiacca A B coorBerctBun ¢ CISPR 22/esponeiickum crangaprom EN 55022, Orpanndenus
JUIs 000pyIOBaHUs Kiaacca A ObIIIM ONpeeNIeHbl AIsl KOMMEpPYeCKOH U MPOU3BOJCTBEHHOH Cpesl !
00ecIeYnBaloT JOCTATOYHYIO 3aIIUTy OT MIOMEX MPH UCIIOIb30BaHNH JIMIICH3UPOBAHHOTO
KOMMYHHUKaIIMOHHOTO 000pYOBaHUSL.

Buumanmue. [[aHHBII IPONYKT sBIIsieTCS 000pyaOBaHHEM Kinacca A. B OBITOBBIX yCIOBHUSX Takoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciiydae OT moip30BaTeis MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEP.
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YcTpaHeHue npobnem

[Monp30oBarenbekas MoANEpKKa JaHHOTO HITH JIF0OO0TO APYTOT0 U3JEIHsI OCYIIECTBISIETCSl OSCIIaATHO OJHUM U3
CIIETYIOIINX CITOCOOOB:

* QOGparurecs Ha caiitT komnanuu APC s noctyna k gokymeHTaMm 6a3bl 3HaHnid APC u oTnipaBku
3armpoca Ha 00CTy)KHUBaHHE.

— (IeHTpaIBHOE OT/AEIICHUE)
OO6paruTtech Ha JIOKaJTM30BaHHBIE JJISl OTACIBHBIX CTpaH BeO-caifThl kopriopanun APC, Ha KaXIoM u3
KOTOPBIX COIEPKUTCSA MHPOPMALIUA O TEXHUIECKON TTONICPIKKE.

[mobGanpHast TEXHUYECKas MOJACPIKKA C TIOMOIIIBIO TIoncka B 0a3e 3HaHuil komnanuu APC u
HCITOJI30BAHUE CHCTEMBI 3JICKTPOHHOMN TOANEPIKKH.

* OOparurech B IIEHTP TEXHUYECKON MOAJIEPKKHU KoMIaHUH APC 110 TereOHy UITH SIEKTPOHHOM MmoyTe.

— PernonanbHble HCHTPLBI: CM. KOHTAKTHYIO I/IH(bOpMa]_[I/IIO Ha BeO-caiiTe

WHdopmaiuio 0 MECTHBIX HEHTPaX TEXHHYECKOW MOAACPKKH MOXKHO TAKXKe MOIYYUTh Y MPEIACTaBUTEIS HITH
y TUCTPHOBIOTOPA, Y KOTOPOTO OBLIO MPHOOPETEHO H3/IeHE.

© 2020 Schneider Electric. Schneider Electric, toBapasrii 3Hak APC u norotunt APC npunaanexat
kommanuu Schneider Electric SE i nx agdummpoBaHHEIM KOMITaHUAM. Bce ocTanbHbBIe TOBapHBIC 3HAKH
SIBJIIOTCS. COOCTBEHHOCTBIO COOTBETCTBYOLINX BJIa ICIbIICB.

990-3402N-028 1/2020
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